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1. GETTING STARTED

Content Productivity Suite (CPS) is an adaptable, enterprise-grade content management
solution delivered as a Windows application. CPS enables the configuration of various source
and target system connections, facilitates comprehensive content analysis, supports advanced
transformation rule setup, and allows for efficient execution and monitoring of migration
processes.

This release accommodates source systems including Citrix ShareFile, Windows File System,
Documentum (SQL and Oracle), iManage, BOX, FileNet P8, Alfresco, OpenText CS (SQL and
Oracle), OpenText eDocs (SQL), M-Files, and Oracle UCM (SQL, Oracle, DB2). Supported target
platforms comprise SharePoint Online, File System, M-Files, and BOX. Please note that certain
source systems may have limitations regarding migration to File System, M-Files, or BOX. For
further clarification, contact Technical Support.

CPS offers several modular, separately licensed components dependent on the product license:

e Migration Accelerator — Content Management Migration, also referred to as PMA
e Insights — Source system analysis and reporting

e Orchestrator — Automation of migration procedures

e Monitor — SharePoint security reporting

Designed for maximum flexibility, CPS can be tailored or extended to meet diverse
requirements in content analysis, orchestration, monitoring, and migration. The suite provides
an interactive user interface for configuring migrations, verifying outcomes, and enhancing the
integrity of migrated content.

Start the product from the desktop icon or by selecting Start and navigating to Proventeq
Content Suite. When the product starts without a license, all features will be disabled, and it
will display the license activation screen.
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1.1 Produce License Activation

To activate a licence online, the server must connect to https://api.proventeq.com If successful,
"Hello" will appear in your browser; if it fails, adjust your server or firewall settings, or use
Offline Activation.

Online Activation

The License key will have been provided to you along with the software download link. Enter
the Licence key and click Activate Online. This will authenticate the License key and register the
product.

;E_License Activation

Enter your product license key and select Online or Offline Activation.

(

Online Activation

Use Online Activation if server is connected to the internet. Enter License key and select option below to activate.

Activate Online

FIGURE 1 - ONLINE LICENSE ACTIVATION

Offline Activation

If it’s not possible to activate the licence via the internet it is possible to Activate Offline. Enter
the License key provided and select Offline Activation. Click Generate Activation Request file.
It will generate a file .REQ file that should be sent to license@proventeg.com . On receiving the
Activation response file(.RESP) from Proventeq, click Upload Activation Response to activate
the product.



https://api.proventeq.com/
mailto:license@proventeq.com
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[Zf License Activation

Enter your product license key and select Online or Offline Activation

vat Offline Activation

Use Offline Activation if server cannot use Online Activation

Enter your license key and select the "Generate Activation Request File®. Email the generated .req file to
J 7 S b |

license@proventeq.com.

Once processed by Proventeq, you'll receive an activation response file (.resp). Copy .resp file to the PMA server and
select the "Upload Activation Response”. Select the .resp file to upload and activate the license.

Generate Activation Request File Upload Activation Response

FIGURE 2 - OFFLINE LICENSE ACTIVATION

Once licence is activated, select the Home button to goto the CPS Content Suite Home page.

11 Log into Proventeq Support system (Zendesk)

Proventeq uses the popular support system Zendesk for storing knowledge base,
documentation as well as ticket tracking. The CPS client contains helpful Learn more... links
which link to relevant KB articles and errors messages that may occur in migration may also
refer to KB articles. To view these articles, you are required to be logged into Zendesk.

We strongly recommend that you log into your Zendesk account from the CPS system in order
to make the most of these features. If you do not have an account, please email
pcs.support@proventeg.com. If you are delivering the project on behalf of a customer, include
the customer’s name in the request.

NOTE: When creating a support ticket, we strongly recommend that you attach
screenshots, CPS log files along with the steps to reproduce the issue as this will help us to
resolve issues more quickly.
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2. Ul OVERVIEW

& Proventeq Content Productivity Suite
@ Proventeq Content Productivity Suite
Home
[
2y Migration = : =8 —
conneetons ‘:/;j 9 > Insights 7Y ClassiFile
is) Accelerator . 0)? Tt
E} Mogernise your business by using our Prepare for the roac anead by using the Create powerful migralion worknows by
Orenestrater powerful set of features 10 seamiessly powerful features of Insight 10 understand using Al to classify your data.
transform and migrate to your new content your ECM system's content
management system
B
Insights
& % _ v
/.‘ - @ Al Search CT'B Archive @ Orchestrator
Migration ) (=] b
Let Al Empower your data Reduce starage costs by moving in-aciive Save fime and costs by reducing manual
e aata to lower cost storage: tasks
Archive
ED
Classifile @ Monitor
Eﬁl Monitor your content to reduce ROT
(Redundant, Obsaolete, and Trivial)
Al Search overshared content, and incorrectly set
permissions
Moanitor
Recent Activity
D Job ID Job Name Sourcs Source Name Target Name Total Volume Total items
Help
No Data to Dispiay
Ld
License

FIGURE 3 - PROVENTEQ CONTENT SUITE HOME SCREEN
Throughout the product there are teammore B |inks which can assist you by opening the relevant
section of this online User Guide.

NOTE: The CPS desktop client is a single user only client. This means that only one user can
operate the client on a particular server, irrespective of what user account them may be

logged into on that system.

CPS User Guide

Copyright @ 2026 Proventeq Ltd Page 9
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Navigation Panel

On the left-hand side is the navigation panel. These options are used to carry out tasks that are
not related to a specific job. It consists of:

Proventeq Content Productivity Suite

——

ag
<]
3
]

T

ET"

Connections

a

®

P

Orchestrator

T

43

Insights

PLUAY
i3
Shia)
Migration

VP
0
=

Archive

ER
(5]
Classifile

T

T

T

T

Al Search

2

Monitor

T

Help

@

License

I

FIGURE 4 - PROVENTEQ CONTENT SUITE NAVIGATION

CPS User Guide
Copyright @ 2026 Proventeq Ltd Page 10
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License activation (online or off-line) as well as license information and consumption can be

found here.

License

Learn more (4

Version: 9.0.692.791

License state: Activated

License Key:

License Type: Standard
Discovery Items Limit:200,000
Discovered Items: 0
Processing Items Limit: 200,001

Processed Items: 0

Processed Size (MB): 0
Instances Limit: 1

Container Item Limit: 50,000
Activation Date:

Last Update Date

Expiry Date:

License Validity in Days

Components: Migrator, Insight

https://support.proventeq.com

mAbout Proventeq Content Productivity Suite

Processing Size Limit (MB): 20,002

Licensed Sources: File System, Documentum, ShareFile

Licensed Targets: File System, SharePoint Online, Offline

For technical assistance access our knowledge base and support system at

Copyright © 2024 Proventeq Ltd. All Rights Reserved.

FIGURE 5 - LICENCE INFORMATION

CPS User Guide
Copyright @ 2026 Proventeq Ltd

Page 11
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3. CONNECTIONS

Source and Target Connections can be created from the Connections option displayed in the
Navigation Panel.

Managing Connections

A connection is a location that can be migrated from, which is called a ‘Source Connection’ or a
location to be migrated to which is called a ‘Target Connection’. They will contain settings

3.1related to the relevant system and these connections can be reused across migration jobs.

These connections can either be added to CPS during job creation wizard (as shown earlier) or
separately in Manage Connections.

To create a connection using the Manage Connections option, click on the Connections menu

Click on ©to add a new connection or ¢ to edit existing connection.

& Proventeq Content Productivity Suite o x

’f';\\} Manage Connections

Home source and target connections

&=

Connections

Source Connections ° ~
©
'] system type Name Path Edit
Orchestrator
2 &8 oocumentum Documentum 192.169.59.159 s
L 1 Flle System File System c\\pemo 4
Insights.
12012
Migr:
Target Connections [+] A

"] System type Name Path

No Data to Display

Classifie

0-00f 0

' FIGURE 6 - ADD/EDIT CONNECTIONS

Add New Source Connection

Click on Plus icon displayed next to Source Connection header to add new source connection
into the system.
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Connections

Orchestrator

Manage Connections

Manage source and target connections

Source Connections

Id System type

Name

FIGURE 7 - ADD NEwW SOURCE CONNECTION

Dprovenieq

When click on icon, it will open following screen to Select the source platform to add
connection from

NOTE - Only platforms that are licensed for migration will be listed in Source System
dropdown.

Add Source Connection

Source Svstem

A source connection allows you to specify the type and connection details for a source you wish to process. Learn more [4

ol CpenText Content Server

O Oracle UCM
File System

M MFiles

© iManage

ol CpenText eDocs

d&p SharePoint Online

& Alfresco

g sql

(o) Meridio

+ Filenet

88 Documentum

b BOX

ShareFile
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3.2.1 Add Source Connection — File Share

Once select File System option in Source System dropdown, it will show following fields to add
details related to it

Add Source Connection

A source connection allows you to specify the type and connection details for a source you wish to process. Learn more [

Source System

File System v

MName *

File System

File location *

C:\\Windows

Source Plugin
( Default Source Plugin A
[ Test Connection ] Add

FIGURE 9 - SCREEN TO ADD FILE SYSTEM SOUCE CONNECTION

e Name: Name of connection, to uniquely identify the connection within the CPS

e File Location: Provide the location from where to migrate the content

e Source Plugin: Select “Default Source Plugin” for normal migration. In case any specific
plug-in needs to use, choose JSON Import option in the dropdown

NOTE: By default, mapped or Network Drives will not be shown in the Browse window, to
resolve this follow steps in this article - https://support.proventeqg.com/hc/en-
us/articles/4409959298321

Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.


https://support.proventeq.com/hc/en-us/articles/4409959298321
https://support.proventeq.com/hc/en-us/articles/4409959298321

3.2.2 Add Source Connection - ShareFile
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Once select ShareFile option in Source System dropdown, it will show following fields to add
details related to it

Add Source Connection

A source connection allows you to specify the type and connection details for a source you wish to process. Learn more [

Source System

@ ShareFile

Name *

ShareFile Connection

Base U *

hitps:/isamplesite.sharefile.com

Client Id *

D15mG30UedMgTyRw34F6YhjSn1IFTB4

Client Secret *

Usemame *

username@sample.com

Password *

Timezone

[ Test Connection ]

Add

FIGURE 10 - SCREEN TO ADD SHAREFILE SOURCE CONNECTION

Name: Name of connection, to uniquely identify the connection within the CPS.

Base URL: URL of the system ShareFile. E.g. https://samplesite.sharefile.com

Client id: Client ID of the Source ShareFile.
Client Secret: Client Secret of the Source SharefFile.

NOTE: The Client id and client secret below can be obtained by clicking on Get an API Key
on the following site https://api.sharefile.com

Username: Username for connecting to ShareFile. The user should be an administrator.

CPS User Guide
Copyright @ 2026 Proventeq Ltd
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e Password: Password for the above-mentioned user or application specific password if
using MFA.

NOTE: If system is using Multi Factor Authentication (MFA) then it’s necessary to generate
an application specific password and use the password it generates here.

1. Log into customer domain e.g. https://sfacme.sharefile.com

2. Go to Personal Settings > Personal Security > Two-Step Verification > scroll down
to Application-Specific Passwords and click Generate Password.

3. Full details here https://support.citrix.com/article/CTX277723#generate

e Time Zone: If Source and Target are in different time zones, choose appropriate time
zone to convert date/time for different metadata fields.

Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.

3.2.3 Add Source Connection - Documentum

Documentum has a database and a file storage component so access details to both may be
required. The exact information required depends upon several factors.

e Whether Documentum is using an Oracle database or a Microsoft SQL database.
e Whether using retrieval method of File Store or API

Retrieval Method controls how items should be retrieved from Documentum. The API retrieval
method means that CPS will call the Documentum API to retrieve items. The File Store method
means that CPS will access the Documentum files on disk directly to retrieve content. API
method provides improved compatibility/reliability in some scenarios, but File Store can
provide faster retrieval because it will bypass the Documentum system.

Once select Documentum option in Source System dropdown, it will show following fields to
add details related to it


https://sfacme.sharefile.com/
https://support.citrix.com/article/CTX277723#generate
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Add Source Connection

A source connection allows you fo specify the type and connection details for a source you wish fo process. Learn more [4

Source System

% Documentum -
Mame *

( Documentur|
DB Type v

Content Retrieval Method

Retrieval Method -

Ignored Cabinets

System, Temp, Resources

Test Connection Add

FIGURE 11 - SCREEN TO ADD DOCUMENTUM SOURCE CONNECTION

e Name: Name of connection, to uniquely identify the connection within the CPS
Application.

e DB Type: This dropdown has two options SQL or Oracle (type of database used by
Documentum)

If select Oracle, following additional fields will be displayed on screen

e Host Database Server: Name of Oracle database server hosting Documentum database.
e Port: Port number for Oracle database system

e Radio button to select Whether to use SID or Service Name

e SID/Service Name: Enter the SID or Service name based on selection of Radio button

e Schema: Enter valid Oracle Schema name

e Username & Password- Details of account with access to Documentum database.

CPS User Guide
Copyright @ 2026 Proventeq Ltd Page 17
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DB Type
[Oracle -

Host Database Server

Port*

1521

SID/Service Name

O SID @ Service Name

SID/Service Name *

Schema*®

Username *

Password *

FIGURE 12 - SCREEN WHEN SELECTING ORACLE DB TYPE

If Select SQL, following additional fields will be displayed on screen

e Server: Name of SQL database server hosting Documentum database.

e Port: Port number for Microsoft SQL server database system

e Name of Documentum database: Documentum database name

e Toggle button to use Integrated Security — It toggle is ON, the CPS service account (i.e.
the account it runs under) will be used to access SQL. If toggle is OFF, then required to
specify details username and password of a SQL login account with access.
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DE Type
[SQL

Server®
Port*

1433

Database *

I Use Integrated Security

Username *

Password *

FIGURE 13 - SCREEN WHEN SELECTING SQL DB TypPE

Content Retrieval Method

This setting controls whether items are retrieved using requests to the Documentum API or by

CPS accessing the information directly.

When Select API

Content Retrieval Method

Retrieval Method

Api

Authentication Method

(

Basic

OAuth

Username *

Password *

Ignored Cabinets

System, Temp, Resources

Test Connection

Add

FIGURE 14 - SCREEN WHEN SELECTING APl CONTENT RETRIEVAL METHOD

CPS User Guide
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e Authentication Method: Either Basic or OAuth can be used

e Server URL: REST URL of the target Documentum Content Server. This is normally the
hostname/IP address of the Documentum server followed by “:8080/dctm-
rest/services” e.g. http://192.162.19.29:8080/dctm-rest/services

e Username: This is the Username for connecting to Documentum. The user should be an
Administrator of Documentum.

e Password: Password for the above user

e Ignored Cabinets: Cabinets not to be processed e.g. System,Temp,Resources

When Select File Store

Content Retrieval Method

Retrieval Method
‘— File Store -

Ignored Cabinets

System, Temp, Resources

FIGURE 15 - SCREEN WHEN SELECTING FILE STORE AS CONTENT RETRIEVAL METHOD

Path Overrides: If the path in the database cannot be resolved from the CPS server, this feature
can be used to ‘map’ that entry to an accessible location. Can also be used when source data is
copied to another location.

The details of path overrides can also be specified in a .CSV file and imported. Below is example
of csv.

fileStore,overrideFilepathValue
fileloc_1,\\fileservl.acmecorp.com\Fin\US\storage 1
fileloc_19,\\fileservli.acmecorp\Fin\UK\storage 19

NOTE: The override information is used during the discovery process to create source path
URI for items. If the path override is edited after discovery, it may be necessary to reset and
rerun discovery for these changes to be processed.

Ignored Cabinets: Cabinets not to be processed e.g. System,Temp,Resources

Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.

NOTE: Virtual documents will be migrated as Document Sets in SharePoint so it is necessary
to enable this feature on the SharePoint site collection.



http://192.162.19.29:8080/dctm-rest/services
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3.2.4 Add Source Connection - BOX

Once select BOX option in Source System dropdown, it will show following fields to add details
related to it

Add Source Connection
A source connection allows you to specify the type and connection details for a source you wish to process. Learn more [4

Before starting this BOX migration project, contact your BOX Account Manager to discuss BOX x
API consumption costs.

Source System

bex BoOX v

Name *
[ BOX

BoxUri*

BoxUser ™

Load JWT from

O Ininetext (@ File
JWT File *
[ Test Connection J Add

FIGURE 16 - SCREEN To ADD BOX SOURCE CONNECTION

e Name: Name of connection, to uniquely identify the connection within the CPS
Application.

e Box URL: URL of the Box system. Usually this will be https://app.box.com

e Box User: Username of Box enterprise admin account

e Load JWT from: The CPS Box connector supports the JWT (JSON web token) method of
authentication. The token can either be located in a .JSON file or select ‘Inline text’ and
enter the token in the specified field.

e Inline text: String containing JWT token

CPS User Guide
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e File: Location of a file containing JWT token. Click on Folder icon to Browse the file
location

Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.

NOTE: When migrating from BOX, API calls are used to discover and retrieve data. This is
likely to have an impact on the API limits associated with your BOX system. Therefore it’s
essential to discuss your API call limits with your BOX Account Manager. See Ofor details of
how migration consumes BOX API

3.2.5 Add Source Connection - iManage

When select iManage option in Source System dropdown, it will show following fields to add
details related to it

Add Source Connection
A source connection allows you to specify the type and connection details for a source you wish to process. Learn more [4

Source System

© iManage -

Name *
{ iManagd

Server Name *

B Use Integrated Security

Usemame *

Password *

Database Name *

Content Retrieval Method

Retrieval Method -

Timezone -

Test Connection Add

FIGURE 17 - SCREEN To ADD IMANAGE SOURCE CONNECTION
e Name: Name of connection, to uniquely identify the connection within the CPS

application.

e Server Name: Name of SQL server hosting iManage database.

e Use Integrated Security — If selected then the account currently logged into will be used
to access the iManage database.
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e Username and password: If Use Integrated Security is unselected then specify the
username and password of an SQL Login account with access to the iManage database.

NOTE: To discovery and therefore migrate from iManage it’s necessary to place a copy of
the iManage database onto the same SQL server that the CPS Staging database is hosted
on. If a hosted iManage system is being used, then contact iManage to request a copy of
your database.

Content Retrieval Method

There are two methods that can be used to retrieve iManage data, “AP1” or “File Store”. If the
iManage system is hosted or encrypted, then you MUST use the APl method. The File Store
method means that CPS will retrieve the underlying iManage files rather than use the iManage
API. You may choose to copy the files to the CPS server to reduce network impact and improve
performance.

If Select File Store

Content Retrieval Method

Retrieval Method
|- File Store v

File Location

Database Alias

Timezone -

Test Connection Add

FIGURE 18 - SCREEN WHEN SELECTING FILE STORE AS CONTENT RETRIEVAL METHOD

e File Location: If the iManage files have been copied from the iManage server to another
location for migration, specify the location here.
e Database Alias: Can be used to identify a specific iManage instance.

If Select API
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Content Retrieval Method

Retrieval Method

[

iManage URL *

iManage Username *

iManage Password *

Database Alias

Timezone -

Test Connection Add

FIGURE 19 - SCREEN WHEN SELECTING APl AS CONTENT RETRIEVAL METHOD

iManage URL: IManage URL

Username: Username to connect iManage system

Password: Password of above iManage connection user

Database Alias: Can be used to identify a specific iManage instance.

Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.

NOTE: Migration of Workflows from iManage is not supported




V) proventeq

3.2.6 Add Source Connection — iManage Cloud

When select iManage Cloud option in Source System dropdown, it will show following fields to
add details related to it

Add Source Connection

A source connection alfows you to specify the type and connection details for a source you wish to process. Learn more

e

Source System

[@ iManage Cloud -

Name *

Location *

Content Retrieval Method

Retrieval Method -

Timezone -

Test Connection Add

FIGURE 20 - SCREEN TO ADD IMANAGE CLOUND SYSTEM SOUCE CONNECTION

e Name: Enter a unique name to identify this connection within the CPS application.

e Location: If iManage files have been copied from the original server to a different
location for migration, specify that location here.

e Content Retrieval Method: Choose how to retrieve data from iManage:
¢ APIl: Recommended if iManage is hosted or encrypted.

o File Store: Retrieves files directly from the iManage file system. This method can
improve performance and reduce network load by copying files to the CPS
server.

Note: If you select File Store, an additional field will appear on the screen for further
configuration.

CPS User Guide
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Content Retrieval Method
Retrieval Method

File Store -

connection.iManageConnector.ServerLocation

CihAiManage

Timezone -

FIGURE 21 - SCREEN WHEN SELECTING FILE STORE AS CONTENT RETRIEVAL METHOD

e Server Location: If iManage files have been moved from the original server to a
different location for migration, enter that location here.

If Select API, following additional field will be displayed on screen

Content Retrieval Method

Retrieval Method

Api -

iManage URL *

https://cloudimanage.com

iManage Username

john.doe@acme-corp.com

iManage Password

ClientID*

b7fBc9e2-1234-4a5b-8cde-1234567890ab

Client Secret *

XyZ12345AbCdEfGhIKIMNOpQrstUvWxYz==

Grant Type =

password

Scope *

read.write

Customer ID#

12345

Library Name#*

NYC

Database Alias

LIVE

Timezone -

FIGURE 22 - SCREEN WHEN SELECTING APl AS CONTENT RETRIEVAL METHOD
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iManage URL: Enter the URL of your iManage cloud tenant.

iManage Username: Provide the username used to connect to the iManage cloud
tenant.

iManage Password: Enter the password for the above iManage user.

Setting Up Client ID and Secret
To set up the Client ID and Client Secret, refer to the guide:
Adding an application. When configuring the Client ID and Secret, use the following
recommended settings:
e Application Type: Choose Web (recommended) or Native.
e Client Type: Choose Public (recommended) or Confidential.

Client ID: Enter the Client ID value used to connect to the iManage instance.
Client Secret: Enter the Client Secret associated with the above Client ID.
Grant Type: Specify the OAuth 2.0 flow used for authentication. Current supported
value for this field are “password” or “client_credentials”.
a. Password Credentials (ROPC)

i. User provides username + password directly to client application.

ii. This method is not recommended except for trusted first-party apps (like
internal tools) and is typically used in PowerShell scripts where
credentials are entered directly.

b. Client Credentials

i. No user involved.

ii. Itis used for server-to-server or machine-to-machine communication,
where the application authenticates using a client ID and client secret.

Scope: Enter the required permissions to allow the CPS tool to connect to the iManage
cloud. Minimum required value for this field is work.read. Other accepted values are
listed below (refer to the full documentation for details).

| Scope | Access Level

work.read Read-only access to Work resources (documents, workspaces, folders).
work.write Read & write access to Work resources (create, update, delete).
email.read Read email-related content in iManage.

email.write Read & write email-related content in iManage.

user.read Read user profile & settings.

user.write Modify user profile & settings.

settings.read Read system and user settings.

settings.write  Modify system and user settings.

manage.read Read administrative settings (e.g., metadata, security).
manage.write Modify administrative settings.

security.read = Read security-related configurations.

security.write Modify security settings.

admin Tenant level admin privileges of iManage cloud


https://docs.imanage.com/cloud/cc-help/en-US/Adding_an_application.html
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e Customer ID: Enter the Customer ID to connect to your iManage cloud tenant
(organization). For instructions on how to obtain your Customer ID, refer to the guide: -
Registering an iManage application

e Library Name: Specify the name of the document library in your iManage cloud instance
where workspaces, folders, and documents are stored.

e Database Alias: (Optional) This field is not required for iManage cloud connections.

e Timezone: (Optional) Use this field to select the appropriate time zone if your iManage
data requires conversion due to time zone differences.

Click the Test Connection button to verify the connection settings. Once the test is successful,
click the Add button to save and add the connection.

NOTE: The standard iManage cloud API cannot retrieve certain metadata for Email content
types, which may be specific to the customer. To retrieve this metadata, set the following
app config key to True.

<add key="Worksite.WorkSiteCloudAPIConnector.ExtractEmailEndPointMetadata" value="f
alse" />

3.2.7 Add Source Connection - FileNet

When select FileNet option in Source System dropdown, it will show following fields to add
details related to it


https://help.forcepoint.com/dspm/en-us/onlinehelp/guid-3ef07652-fc28-4158-abec-5faa7cbd960f.html
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Add Source Connection
A source connection allows you to specify the type and connection details for a source you wish to process. Leam more [4

Source System

[ + Filenet v

Name *

Service Url*

Usemame *

Password *

WorkPlace XT Url*

B API for Discovery and Migration

Object Store Name ™

Connection Types -

Test Connection Add

FIGURE 23 - SCREEN To ApD FILENET SOURCE CONNECTION

e Name: Name of connection, to uniquely identify the connection within the workspace.

e Service URL: URL of the FileNet Web API service hosted on Content Engine server.

e Username: FileNet Username for connecting to FileNet Content Engine. The user
should have Administrator privileges. Domain accounts are not supported.

e Password: Password for the above user.

e WorkPlace XT URL: Normally of the form, e.g.
“http://acmecorpfilenet:9080/WorkplaceXT”. The FileNet WorkplaceXT is normally
hosted on FileNet XT Server.

e API for Discovery and Migration: With this toggle off(default), CPS will access the
FileNet database directly during discovery and use the FileNet API for retrieval. If toggle

selected, the FileNet APl will be used for both discovery and retrieval.
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e Object Store name: Name of the FileNet Object store
e Connection Types: Specify the database product used by FileNet. It can either be SQL,
Oracle or DB2.

NOTE- CPS can either use the FileNet API for both discovery and retrieval or be configured
to access the FileNet database directly. It supports FileNet using Microsoft, Oracle or DB2
databases.

When Select Oracle option in Connection Type dropdown

Connection Types
‘“ QOracle A

Host Database Server *

Port

QO sib O service Name

Database Username *

Database Password *

SID/Service Name *

SQL Schema

Test Connection Add

FIGURE 24 - SCREEN WHEN SELECT ORACLE AS CONNECTION TYPE

e Host Database Server: Name of Oracle database server hosting FileNet database.

e Port: Port number for Oracle database system

e Radio button to select Whether to use SID or Service Name
o Username and Password: Credentials of account with access to Oracle database
o SID/Service Name: Name of SID/Service

e SQL Schema: Oracle SQL schema

When Select SQL option in Connection Type dropdown
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Connection Types
[ sSaL -

Host Database Server ®

B Use Integrated Security

Username *

Password *

Database *

SAL Schema

Test Connection Add

FIGURE 25 - SCREEN WHEN SeLECT SQL As CONNECTION TYPE

e Host Database Server: Name of SQL database server hosting FileNet database.

e Option to use Integrated Security. It selected the CPS service account (i.e. the account
it runs under will be used to access SQL. If not selected, then required to specify details
username and password of a SQL login account with access.

e Database: Name of FileNet SQL database.

e SQL Schema: Name if SQL schema e.g. dbo

When Select DB2 option in Connection Type drop down
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Conneclion Types
[ DB2 v

Host Database Server *

Database *

Port*

Database Username *

Database Password *

SAL Schema *

Test Connection Add

FIGURE 26 - SCREEN WHEN SELECT ORACLE AS CONNECTION TYPE

e Host Database Server: Name of DB2 database server hosting FileNet database.
e Database: Name of FileNet DB2 database.

e Port: Port used to connect to DB2 database.

e Username and password: Credentials to access DB2 database.

Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.
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3.2.8 Add Source Connection - Alfresco

When select Alfresco option in Source System dropdown, it will show following fields to add
details related to it

Add Source Connection
A source connection allows you to specify the type and connection details for a source you wish to process. Learn more [

Source System

[ &% Alfresco -

Name *

SiteURL "

Username *

Password *

B Use Kerberos

Test Connection Add

FIGURE 27 - SCREEN TO ADD ALFRESCO SOURCE CONNECTION

e Name: Name of connection, to uniquely identify the connection within the CPS
Application.

e SiteURL: URL for Alfresco server. This is either in the format
http://<Alfresco server>:<port>/alfresco/api/-default-/public/cmis/versions/1.1/browser
e.g. http://prodcms:8080/alfresco/api/-default-/public/cmis/versions/1.1/browser
or

http://<Alfresco server>:<port>/alfresco/api/-default-/public/cmis/versions/1.0/atom
e Username and Password: Details of account with access to Alfresco server
e Use Kerberos: Select to use Kerberos

Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.

CPS User Guide
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3.2.9 Add Source Connection - OpenText CS

When select OpenText Content Server option in Source System dropdown, it will show
following fields to add details related to it

Add Source Connection

A source connection allows you to specify the type and connection details for a source you wish to process. Learn more [

Source System

[ot OpenText Content Server -

Mame *

Server URL™

UserName *

Password *

Source Database -

Test Connection Add

FIGURE 28 - SCREEN TO ADD OPENTEXT CS SOURCE CONNECTION

e Name: Name of connection, to uniquely identify the connection within the workspace.

e Server URL: URL of OpenText Content System. Eg. http://<opentextserver>/otcs/cs.exe/

¢ Username and Password: Details of account with access to OpenText CS server

e Source Database: Select whether OpenText is using SQL Server or Oracle as it’s backend
database.

When Select SQL in Source Database option, following additional field will be displayed on screen.

e Database server name: Name of Microsoft SQL server storing SQL database.
e Database name: Name of SQL database
e Toggle button to use Integrated Security — It toggle is ON, the CPS service account (i.e.

the account it runs under) will be used to access SQL. If toggle is OFF, then required to
specify details username and password of a SQL login account with access.
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e SQL Schema: SQL schema name of OpenText Database.
When Select Oracle in Source Database option, following additional field will be displayed on screen

e Database server name: Name of Oracle server storing OpenText database.

e Database name: Name of OpenText SQL database

e Schema: Name of the Oracle schema.

e Radio button Group: There will be two radio buttons to select SID or Service Name
e Service Oracle: To add Oracle SID or Service value

e Username: To add Username of Oracle DB to connect it with

e Password: To enter Password of Oracle DB user

Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.
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3.2.10 Add Source Connection - OpenText eDocs

When select OpenText eDocs option in Source System dropdown, it will show following fields
to add details related to it

Add Source Connection

A source connection allows you to specify the type and connection details for a source you wish to process. Learn
more 4

Warning

Proventeq Content Productivity Suite and OpenText eDocs database should be hosted on the
same SQL Server instance.

Source System
[“ OpenText eDocs )

MName *

I Use Integrated Security ™

Username *

Password *

Database Name *

File location

Timezone A

Test Connection Add

FIGURE 29 - SCREEN To ADD OPENTEXT EDOCS SOURCE CONNECTION

e Name: Name of connection, to uniquely identify the connection within the workspace.

e Server: Name of SQL server hosting eDocs database.

e Use Integrated Security — If selected then the account currently logged into will be used
to access the eDocs database.

e Username and password: If Use Integrated Security is unselected then specify the
username and password of an SQL Login account with access to the eDocs database.

CPS User Guide
Copyright @ 2026 Proventeq Ltd Page 36



V) proventeq

e Database Name: Name of eDocs SQL database

e File location: Location where eDocs files are stored. If the documents to be discovered
are located across multiple file locations this can be customised by Proventeq with
Premium Support or Professional Services.

e Timezone: Dropdown to select relevant time zone in case eDocs data need conversion
due to time zone difference.

NOTE: To discover and therefore migrate from eDocs, it’s necessary to place a copy of the
eDocs database onto the same SQL server that the CPS Staging database is hosted on.

Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.

3.2.11 Add Source Connection - MFiles

When select MFiles option in Source System dropdown, it will show following fields to add
details related to it

Add Source Connection

A source connection allows you to specify the type and connection details for a source you wish to process. Learn more

©

Source System
[ M MFiles -

Name*

Server Url*

Port Number *

2266

Username *

Password *

COM API Connection Type -

Test Connection Add

FIGURE 30 - SCREEN TO ADD MFILES SOURCE CONNECTION
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e Name: Name of connection to uniquely identify the connection within the workspace.

e Server Url: URL of the source M-Files server.

e Port Number: Port number for the COM API utilization. It will prefill with 2266

e Username: Username for connecting to M-Files server. The user should be an
administrator for the source M-Files system.

e Password: Password for the above-mentioned user.

e COM API Connection Type: There will be a dropdown with option — TCP, HTTPS, gRPC.
To connect MFiles cloud, Select gRPC and port 443

Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.

3.2.12 Add Source Connection - Oracle UCM

When select Oracle UCM option in Source System dropdown, it will show following fields to
add details related to it. CPS support migrations from Oracle UCM that use either Microsoft SQL
or Oracle as their underlying database.

Add Source Connection

A source connection allows you to specify the type and connection details for a source you wish to process. Learn more

“2

Source System

{D Oracle UCM -

Name*

Server Url*

Username *

Password *

B Use UCM Profiles

Source Database -

Test Connection Add

FIGURE 31 - SCREEN To ADD ORACLE UCM SOURCE CONNECTION
e Name: Name of connection to uniquely identify the connection within the workspace.
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Server Url: URL of the source Oracle UCM server. e.g.
http://ucmsys.acmecorp.com/16200/_dav/cs/idcplg

Username: To add username to connect with Oracle UCM server url

Password: To add password to connect with Oracle UCM server url

Use UCM Profiles: This will be a toggle button to enable UCM Profiles (currently this is
not supported by CPS tool)

Source Database: There will be a dropdown to select Source database type- Oracle, SQL
Server

When Select SQL Server in Source Database option, following additional field will be displayed on

screen

Host Server: Name of SQL database server hosting Oracle UCM database.

Database Name: Name of Oracle UCM SQL database name

Port: Port number used by SQL server

Toggle button to use Integrated Security — It toggle is ON, the CPS service account (i.e.
the account it runs under) will be used to access SQL. If toggle is OFF, then required to
specify details username and password of a SQL login account with access.

SQL Schema: To add SQL schema relevant to the SQL DB

When Select Oracle in Source Database option, following additional field will be displayed on screen

Host Database Server: Name of Oracle database server hosting Oracle UCM database.
Port: Port used by Oracle database server

Radio button Group: There will be two radio buttons to select SID or Service Name
Service Oracle: To add Oracle SID or Service value

Username: To add Username of Oracle DB to connect it with

Password: To enter Password of Oracle DB user

OCS Schema: To add OCS schema name relevant to oracle DB

Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.

3.12.13 Add Source Connection - Meridio

Once select Meridio option in Source System dropdown, it will show following fields to add
details related to it. CPS support migrations from Meridio that use Microsoft SQL as their
underlying database.


http://houlp181.sficorp.com:16200/cs/idcplg?IdcService=GET_FILE&dID=1496283&dDocName=PROD002348
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Add Source Connection

A source connection allows you to specify the type and connection details for a source you wish to process. Learn more

©

Source System
[ (o) Meridio -

Name *

B Use Integrated Security

Username *

Password *

Database Mame *

File location

Timezone -

Test Connection Add

FIGURE 32 - SCREEN TO ADD MERIDIO SOURCE CONNECTION

e Name: Name of connection, to uniquely identify the connection within the workspace.

e Server Name: Name of the database instance hosting the Meridio database. Proventeq
Migration Accelerator staging database and Meridio database should be hosted on the
same SQL Server instance. e.g. DBServer\Instance.

e Toggle button to use Integrated Security — It toggle is ON, the CPS service account (i.e.
the account it runs under) will be used to access SQL. If toggle is OFF, then required to
specify details username and password of a SQL login account with access.

e Username: Username for connecting to Meridio database hosted on SQL server. The
user should be an Administrator for this database.

e Password: Password for the above-mentioned user.

e Database Name: Database Name of the Meridio database hosted on SQL server.
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e File Location: Full path to the folder storing the Meridio Files.
e Time zone: Dropdown to select relevant time zone in case Meridio data need
conversion due to time zone difference.

Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.

3.12.14 Add Source Connection - SharePoint Online

When select SharePoint Online option in Source System dropdown, it will show following fields
to add details related to it

Add Source Connection

A source connection allows you to specify the type and connection details for a source you wish to process. Learn more

4
Source System
[Q SharePoint Online -
Name *
Migrate from #
Site Collection v

SharePoint URL™*

Authentication

@ App Based Authentication

App Based Authentication is Recommended, but Requires Admin Consent.

O Client Id Authentication

O Admin Credentials
Username *

Test Connection Add

FIGURE 33 - SCREEN To ADD SPO SOURCE CONNECTION
The following fields needs to be configured for a SharePoint Connection:
e Name: Name of connection to uniquely identify the connection
e Connect To: Select Tenant or Site Collection.
e SharePoint URL: The SharePoint Tenant, Site collection or Team URL

CPS User Guide
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Site Collection — To archive documents from a particular site collection.

Tenant — A Tenant is the parent of all Site Collections. This Tenant option can be used when
there is a need to archive data into more than one Site Collection. Note the tenant role
SharePoint Administrator is required when using this option to allow it to see across all Site
Collections.

e Authentication Methods: There are several authentication methods that can be used to
connect to SharePoint

o App Based Authentication (recommended)
o Client Id Authentication
o Admin Credentials

App Based Authentication

The general recommendation is to use App based Authentication whenever possible.

Authentication

@ App Based Authentication

App Based Authentication is Recommended, but Requires Admin Consent.

O Client Id Authentication

O Admin Credentials
Username *

Test Connection Add

FIGURE 34 - SECTION TO CONFIGURE APP BASED AUTHENTICATION
App Based Authentication Settings:

e Username: The Username for connecting to SharePoint. If connect is to Tenant option,
then user should be SharePoint Online Admin or Global Admin of the Office365 tenant.
If connection is to Site Collection, then the user should be a site collection
administrator.

Click on the "Test Connection" button after adding other required information on screen, it will
open Popup screen to enter Password for entered Username. Once user entered correct
password, Test Connection successful message will be displayed on top of the screen.
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Client Id Authentication

Authentication

o App Based Authentication

App Based Authentication is Recommended, but Requires Admin Consent.

@ Client Id Authentication

o Admin Credentials

ClientId*

Client Secret

Test Connection

Add

FIGURE 35 - SECTION TO CONFIGURE CLIENT ID AUTHENTICATION
Client Id Authentication Settings:

e Client ID: The app-only principal Client ID.
e Client Secret: The app-only principal Client Secret.

Admin Credentials Authentication

Authentication

O App Based Authentication

App Based Authentication is Recommended, but Requires Admin Consent.

O Client Id Authentication

@ Admin Credentials

Username *

Password *

Test Connection Add

FIGURE 36 - SECTION TO CONFIGURE ADMIN CREDENTIAL AUTHENTICATION
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Admin Credentials Authentication Settings:

e Username: The Username for connecting to SharePoint. The user should be a site
collection administrator for the target Site Collection or SharePoint Online Admin for the
tenant level connection.

e Password: The Password for the above-mentioned user.

Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.

3.12.15 Add Source Connection — SharePoint 2016

When select SharePoint 2016 option in Source System dropdown, it will show following fields
to add details related to it

Add Source Connection

A source connection allows you to specify the type and connection details for a source you wish to process. Learn more

©

Source System

SharePoint 2016 -

Name*

Connection Type

Site Collection -

Site Collection Url *

User Name *

Password *

Domain Name

Default User

Test Connection Add

FIGURE 37 - SCREEN To ADD SHAREPOINT 2016 SOURCE CONNECTION
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¢ Name: Name of connection to uniquely identify the connection

e Connection Type: There will be a dropdown with option — Farm, Site Collection, Web
Application.

o Site Collection URL: The SharePoint 2016 Site collection or Team URL

e Username: To provide username to connect site collection/Farm/Web Application Url

e Password: To provide password above mentioned user

e Domain Name: To enter domain name of site collection/Farm/Web Application

e Default User: To enter Default user of site collection/Farm/Web Application. The default
user to be used for setting Author/Editor fields in the target Site Collection if the source
user is not found. This field is optional. See Processing empty source user fields.

Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.

3.12.16 Add Source Connection — SharePoint 2019

When select SharePoint 2019 option in Source System dropdown, it will show following fields
to add details related to it

Add Source Connection

A source connection allows you to specify the type and connection details for a source you wish to process. Learn more

“

Source System

SharePoint 2019 -

Name *

Connection Type

Site Collection -

Site Collection Url *

User Name *

Password *

Domain Name

Default User

Test Connection Add

FIGURE 38 - SCREEN TO ADD SHAREPOINT 2019 SOURCE CONNECTION
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¢ Name: Name of connection to uniquely identify the connection

e Connection Type: There will be a dropdown with option — Farm, Site Collection, Web
Application.

o Site Collection URL: The SharePoint 2016 Site collection or Team URL

e Username: To provide username to connect site collection/Farm/Web Application Url

e Password: To provide password above mentioned user

e Domain Name: To enter domain name of site collection/Farm/Web Application

e Default User: To enter Default user of site collection/Farm/Web Application. The default
user to be used for setting Author/Editor fields in the target Site Collection if the source
user is not found. This field is optional. See Processing empty source user fields.

Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.
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Add New Target Connection

Adding a new target connection can be created from the Connections option displayed in the
Navigation Panel. The target systems shown is determined by the CPS licence that has been
applied. Often it will by a single target.

Add Target Connection

A target connection allows you to specify the type and connection details for a target you wish to load into. Learn more

“

[ Target System

File System
M MFiles
@ sharePoint Online
SharePoint 2019
A AzureStorage
= ElasticSearch

b BOX

FIGURE 39 - SUPPORTED TARGET SYSTEM BY CPS

3.3.1 Add Target Connection - SharePoint Online

When select SharePoint Online option in Source System dropdown, it will show following fields
to add details related to it
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Add Target Connection

[ nnection all J to ify the t nd connection details for rg 1 wish to load into. g -
A target connection allows you to specify the type and connection details for a target you wish to load into. Learn more

(£
EEt System
[Q SharePoint Online -
Name*
Migrate to * -

SharePoint URL*

Authentication

@ App Based Authentication

App Based Authentication is Recommended, but Requires Admin Consent.

O Client Id Authentication

O Admin Credentials

Username *

Default User

Test Connection Add

FIGURE 40 - SCREEN TO ADD SPO TARGET CONNECTION

e Name: Name of connection to uniquely identify the connection
e Connect To: Select Tenant or Site Collection.
e SharePoint URL: The SharePoint Tenant, Site collection or Team URL

Site Collection — To archive documents to a particular site collection.

Tenant — A Tenant is the parent of all Site Collections. This Tenant option can be used when
there is a need to migrate data into more than one Site Collection or when migrating data
to OneDrive. Details of the specific Site Collection within the Tenant to migrate to can be
specified in the Migration Job Creation wizard or later, using Structure Mapping feature.
Tenant role SharePoint Administrator is required when using this option to allow it to see
across all Site Collections.
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When connecting to SharePoint the URL should be as follows

Target Connection URL format

Root Site Collection https://<tenantname>. sharepoint.com

Specific Site https://<tenantname>. sharepoint.com/sites/<Site Name>
Collection

Team Site https://<tenantname>/teams/<Site Name>

Tenant https://<tenantname>-admin.sharepoint.com

e Authentication Methods: There are several authentication methods that can be used to
connect to SharePoint
o App Based Authentication (recommended)
o Client Id Authentication
o Admin Credentials

App Based Authentication

The general recommendation is to use App based Authentication whenever possible.

Authentication

@ App Based Authentication

App Based Authentication is Recommended, but Requires Admin Consent.

O Client Id Authentication

O Admin Credentials

Username *

Default User

Test Connection Add

FIGURE 41 - SECTION TO CONFIGURE APP BASED AUTHENTICATION
App Based Authentication Settings:

e Username: The Username for connecting to SharePoint. If connect is to Tenant option,
then user should be SharePoint Online Admin or Global Admin of the Office365 tenant.
If connection is to Site Collection, then the user should be a site collection
administrator.
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o Default User: To enter Default user. The default user to be used for setting
Author/Editor fields in the target Site Collection if the source user is not found. This field
is optional. See Processing empty source user fields.

Click on the "Test Connection" button after adding other required information on screen, it will
open Following Popup screen to enter Password for entered Username.

Sign in to your account X

| »provenied

“

Enter password

Forgot my password

If you need help contact

Terms of use  Privacy & cookies

FIGURE 42 - SCREEN TO ENTER PASSWORD FOR ADMIN USER FOR CONSENT

If user is Global admin user, then the user will get a consent screen and user will need to accept
the consent.

Sign in to your account X
~
B Microsoft
Permissions requested
‘) Proventeq Migration Accelerator
proventeq.com;
This application is not published by Microsoft or your
organisation.
This app would like to:
~~ Read all groups
s Have full control of all your site collections
~~ Read all users’ full profiles
~ Have full control of all site collections
‘ Consent on behalf of your organisation
If you accept, this app will get access to the specified resources for all
users in your organisation. No one else will be prompted to review these
permissions.
Accepting these permissions means that you allow this app to use your
data as specified in their Terms of Service and Privacy Statement. The
publisher has not provided links to their Terms for you to review. You
can change these permissions at httpsi//myapps.microscft.com. Show
details
v

FIGURE 43 - SCREEN TO ACCEPT CONSENT
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Tick the checkbox for giving the consent on behalf of your organisation and click on the
“Accept” button. This will redirect you back to Add Target Connection screen.

If user is not Global Admin, then user will need to request Admin user to login and accept the
consent for Proventeq Migration Accelerator application.

Sign in to your account X

~
[ “mproven

Need admin approval

-) Proventeq Migration Accelerator
proventeg.com

Proventeg Migration Accelerator needs permission to
access resources in your organization that only an admin
can grant. Please ask an admin to grant permission to this
app before you can use it.

Have an admin account? Sign in with that account

Return to the application without granting consent

If you need help contact

V]

FIGURE 44 - INFORMATION SCREEN IF USER IS NOT GLOBLE ADMIN

Choosing the Correct APP ID for Authentication
When connecting using this method, it’s still necessary to use an Application ID to authenticate.

e Default CPS Application ID: d1e5e128-9660-4380-aabb-3e0061c1047c to be authorised
on the tenant.

e If using Sensitivity Labels, Application ID should be 0a8da96c-bf61-4839-9ede-
2d0b6647414c

Some cases, if not possible to give CPS application ID consent, then may use the Microsoft SPO
Management client id instead which is pre-registered on all tenants. This can be done by

changing the PmaAppld in CPS App setting as follow

Change "SharePoint.PmaAppld" value to"9bc3ab49-b65d-410a-85ad-de819febfddc"
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NOTE: CPS supports migration to GCC (Government Community Cloud). So if the domain is
other than “. sharepoint.com” then update the application configuration file typically
located here ("C:\Program Files\Proventeqg\Proventeq Content
Suite\Proventeq.MigrationAccelerator.exe.config"). These keys can be found in the
<AppSettings> section.

<add key="SharePointOnlineDomainPart" value=".sharepoint.us" />
<add key="SharepointOnlineAzureEnvironment" value="USGovernment"/>

Client Id Authentication

Authentication

O App Based Authentication

App Based Authentication is Recommended, bur Requires Admin Consent.

@ Client Id Authentication

O Admin Credentials

ClientId*

Client Secret *

Test Connection Add

FIGURE 45 - SECTION TO CONFIGURE CLIENT ID AUTHENTICATION
Client Id Authentication Settings:

e Client ID: The app-only principal Client ID.
e Client Secret: The app-only principal Client Secret.
To set up app-only principal Client ID/Client Secret. Please refer the below link:

https://docs.microsoft.com/en-us/sharepoint/dev/solution-guidance/security-apponly-
azureacs



https://docs.microsoft.com/en-us/sharepoint/dev/solution-guidance/security-apponly-azureacs
https://docs.microsoft.com/en-us/sharepoint/dev/solution-guidance/security-apponly-azureacs
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Admin Credentials Authentication

Authentication

O App Based Authentication

App Based Authentication is Recommended, but Requires Admin Consent.

O Client Id Authentication

@ Admin Credentials

Username *

Password *

Test Connection Add

FIGURE 46 - SECTION TO CONFIGURE ADMIN CREDENTIAL AUTHENTICATION

Admin Credentials Authentication Settings:

e Username: The Username for connecting to SharePoint. The user should be a site
collection administrator for the target Site Collection or SharePoint Online Admin for the
tenant level connection.

e Password: The Password for the above-mentioned user.

NOTE: This method of connection is NOT recommended for large production use as it will
decrease migration speed due to increased levels of throttling from SharePoint Online.

Test the Connection using Test Connection button before adding the Target Connection. Once
test connection succeeded, Click on Add button to add connection.

Reference Links

For more information on authentication options see Accessing Microsoft 365 from PMA —

Proventeq Migration Accelerator

To know more about Azure application permissions and admin consent in Microsoft identity
platform endpoint. Please refer the below link

https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-permissions-and-consent

provide the below URL to Global Administrator to provide admin consent and return to the
application after they have granted consent.

Standard
https://login.microsoftonline.com/<TenantlD>/adminconsent?client id=d1e5e128-9660-4380-
aabb-3e0061c1047c



https://support.proventeq.com/hc/en-us/articles/4409406153361-Accessing-Microsoft-365-from-PMA
https://support.proventeq.com/hc/en-us/articles/4409406153361-Accessing-Microsoft-365-from-PMA
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-permissions-and-consent
https://login.microsoftonline.com/%3cTenantID%3e/adminconsent?client_id=d1e5e128-9660-4380-aabb-3e0061c1047c
https://login.microsoftonline.com/%3cTenantID%3e/adminconsent?client_id=d1e5e128-9660-4380-aabb-3e0061c1047c
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If using Sensitivity Labels

https://login.microsoftonline.com/<TenantlD>/adminconsent?client id=0a8da96c-bf61-4839-

9ede-2d0b6647414c

For information on how to get TenantlD for your organisation see
https://docs.microsoft.com/en-us/onedrive/find-your-office-365-tenant-id

3.3.2 Add Target Connection - MFiles

When select MFiles option in Target System dropdown, it will show following fields to add

details related to it

Add Target Connection

A target connection allows you to specify the type and connection details for a target you wish to load into. Learn more

€
Target System
( M MFiles -

Name *

Server Url*

Port Number *

2266

Username *

Password *

COM API Connection Type v

Test Connection Add

FIGURE 47 - SCREEN To ADD MFILES TARGET CONNECTION

e Name: Name of connection to uniquely identify the connection within the workspace.

e Server Url: URL of the source M-Files server.
e Port Number: Port number for the COM API utilization. It will prefill with 2266
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e Username: Username for connecting to M-Files server. The user should be an
administrator for the source M-Files system.

e Password: Password for the above-mentioned user.

e COM API Connection Type: There will be a dropdown with option — TCP, HTTPS, gRPC.
To connect MFiles cloud, Select gRPC and port 443

Test the Connection using Test Connection button before adding the Target Connection. Once
test connection succeeded, Click on Add button to add connection.

3.3.3 Add Target Connection - Azure Storage

When select AzureStorage option in Target System dropdown, it will show following fields to
add details related to it

Add Target Connection

A target connection allows you to specify the type and connection details for a target you wish to load into. Learn more

©

Target System

A AzureStorage -
Name*

Connection String *

Azure Storage Type
{ Blob -

Test Connection Add

FIGURE 48 - SCREEN TO ADD AZURE STORAGE TARGET CONNECTION

e Name: Name of connection to uniquely identify the connection within the workspace.
e Connection String: To configure Azure target connection, you will need to enter a
Connection String from a Shared Access Signature with these properties as a minimum:
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Allowed services (O

Blob D File |:| Queue D Table

Allowed resource types @
Service Container g Object

Allowed permissions O
Read Write Delete List Add Create |:| Update |:| Process D Immutable storage D Permanent delete

Blob versioning permissions (D
D Enables deletion of versions

Allowed blob index permissions @

Read/Write Filter

Start and expiry date/time (0

Start | 10/13/2022

End | 10/13/2022

| (UTC+00:00) Dublin, Edinburgh, Lisbon, Londen

Allowed IP addresses (D)
| For example, 168.1.5.65 or 168.1.5.65-168.1.5.70

Allowed protocols ()
(® urTPs only () HTTPS and HTTP

Preferred routing tier 0]
@ Basic (default) "._ ) Microsoft network routing nternet routing

@ some routing options are disabled because the endpoints are not published.

Signing key (0

Generate SAS and connection string

FIGURE 49 - AZURE STORAGE ACCESS CONFIGURATION

e Azure Storage Type: There will be dropdown with option — Blob, File Store. By default
Blob option is selected in dropdown. Based on selected options, Azure storage target
connection will be added. For both the type, Connection String value will be the same

NOTE: Since blob storage does not support the concept of folders, empty folders will not
appear in Azure blob storage.
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3.3.4 Add Target Connection - SharePoint 2019

When select SharePoint 2019 option in Target System dropdown, it will show following fields to

add details related to it

p)provenieq

Add Target Connection

“

A target connection allows you to specify the type and connection details for a target you wish to load into. Learn more

Target System
( SharePoint 2019

Name *

Connection Type

Site Collection

Site Collection Url *

User Name *

Password *

Domain Name

Default User

Test Connection

Add

FIGURE 50 - SCREEN TO ADD SHAREPOINT 2019 TARGET CONNECTION

¢ Name: Name of connection to uniquely identify the connection

e Connection Type: There will be a dropdown with option — Farm, Site Collection, Web

Application.

o Site Collection URL: The SharePoint 2016 Site collection or Team URL
e Username: To provide username to connect site collection/Farm/Web Application Url

e Password: To provide password above mentioned user

e Domain Name: To enter domain name of site collection/Farm/Web Application

o Default User: To enter Default user of site collection/Farm/Web Application. The default
user to be used for setting Author/Editor fields in the target Site Collection if the source
user is not found. This field is optional. See Processing empty source user fields.
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Test the Connection using Test Connection button before adding the Source Connection. Once
test connection succeeded, Click on Add button to add connection.

3.3.5 Add Target Connection - BOX

Once select BOX option in Target System dropdown, it will show following fields to add details
related to it

Add Target Connection

A target connection allows you to specify the type and connection details for a target you wish to load into. Learn more

“

Before starting this BOX migration project, contact your BOX Account Manager to discuss X
BOX API consumption costs.

Target System
[ b BOX -

Name *

BoxUri™*

BoxUser *

Load JWT from

O Inline text @ File

JWT File *

Test Connection Add

FIGURE 51 - SCREEN To ADD BOX TARGET CONNECTION

e Name: Name of connection, to uniquely identify the connection within the CPS
Application.

e Box URL: URL of the Box system. Usually this will be https://app.box.com

e Box User: Username of Box enterprise admin account

e Load JWT from: The CPS Box connector supports the JWT (JSON web token) method of
authentication. The token can either be located in a .JSON file or select ‘Inline text” and
enter the token in the specified field.

e Inline text: String containing JWT token
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e File: Location of a file containing JWT token. Click on Folder icon to Browse the file
location

Test the Connection using Test Connection button before adding the Target Connection. Once
test connection succeeded, Click on Add button to add connection.

NOTE: When migrating from BOX, API calls are used to discover and retrieve data. This is
likely to have an impact on the API limits associated with your BOX system. Therefore it’s
essential to discuss your API call limits with your BOX Account Manager. See Ofor details of
how migration consumes BOX API

3.3.6 Add Target Connection — File Share

Once select File System option in Target System dropdown, it will show following fields to add
details related to it

Add Target Connection

A target connection allows you to specify the type and connection details for a target you wish to load into. Learn more
(4
Target System
[ File System v
Name *

File location *

Output Format -

Test Connection Add

FIGURE 52 - SCREEN TO ADD FILE SYSTEM TARGET CONNECTION

e Name: Name of connection, to uniquely identify the connection within the CPS

e File Location: Provide the location from where to migrate the content

e Source Plugin: Select “Default Source Plugin” for normal migration. In case any specific
plug-in needs to use, choose JSON Import option in the dropdown

e Qutput Format: This will be a dropdown with option - Write Item + Metadata (Json),
Write Items to Target, Write Item + Metadata (XML)
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o When select Write Item + Metadata (Json), It will migrate item and created json
file to save metadata of the file

o When select Write Items to Target, it will only migrate the content. Metadata of
the source items will not get migrated at target.

o Write Item + Metadata (XML), It will migrate item and created json file to save
metadata of the file

NOTE: By default, mapped or Network Drives will not be shown in the Browse window, to
resolve this follow steps in this article - https://support.proventeqg.com/hc/en-
us/articles/4409959298321

NOTE: For each source items, Separate metadata file got created at target with relevant
name

Test the Connection using Test Connection button before adding the Target Connection. Once
test connection succeeded, Click on Add button to add connection.

3.3.7 Add Target Connection — PST

Once select PST option in Target System dropdown, it will show following fields to add details
related to it

Add Target Connection

A target connection allows you to specify the type and connection details for a target you wish to load into. Learn more

G

File location*®

Test Connection Add

FIGURE 53 - SCREEN TO ADD PST TARGET CONNECTION

e Name: Name of connection, to uniquely identify the connection within the CPS
e File Location: Provide the location from where to migrate the content


https://support.proventeq.com/hc/en-us/articles/4409959298321
https://support.proventeq.com/hc/en-us/articles/4409959298321
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NOTE: By default, mapped or Network Drives will not be shown in the Browse window, to
resolve this follow steps in this article - https://support.proventeg.com/hc/en-
us/articles/4409959298321

NOTE: In Order to migrate PST file with proper naming convention, make sure below config
file is preset into Proventeq.ContentSuite.exe.config file

<add key="FileNet.EmailMimeTypes" value ="application/x-filenet-filetype-msg"/>

<!-- 10gb file : 10 * 1024 * 1024 * 1024 -->

<add key="PST.FileSizelnBytes" value="10737418240" />

<l--Autolncrement, DateTime -->

<add key="Transformation.UniqueNameRule" value="Autolncrement" />

<l--

PST.FileNameDateTimeFormat recommended: ddMMyyyyHHmmss,ddMMyyyy HHmmss,y
yyyMMdd_HHmmss,yyyyMMddHHmmss-->

<add key="PST.FileNameDateTimeFormat" value="yyyyMMdd_HHmmss" />

Test the Connection using Test Connection button before adding the Target Connection. Once
test connection succeeded, Click on Add button to add connection.


https://support.proventeq.com/hc/en-us/articles/4409959298321
https://support.proventeq.com/hc/en-us/articles/4409959298321
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4. MIGRATION GUIDELINES

Before a migration begins it is critical to understand the data within the existing environment
and how it should be represented in the target. This is part of the migration planning process
and CPS provides features that allow you to view and then define how this data is migrated and
should be presented in the target.

NOTE: Throughout this document the term Migration is used. In-fact, Migration of data is
always carried out by copying of the data. The process of migrating data to the target
does not modify or delete the source data.

NOTE: Information on software and hardware pre-requisites and product installation is
contained in the Proventeq Content Productivity Suite Installation Guide. This guide
presumes the software installation is complete.

Project Planning

4-1Proventeq Migration Accelerator is a sophisticated migration product, so it is important to plan
the migration to ensure that the migration runs smoothly.

Questions to ask when planning for migration include:

What systems to migrate, their physical location and how much of the data is to be
migrated.

What requirements/expectations are there regarding project milestones, migration
completion.

How to split the migration to make it manageable.

Differences between the Source and Target in terms of metadata, users, security, and
folder structure.

Should the existing folder structure remain or be changed.

Do existing access permissions need to be carried over to the target.

How will end-users be affected, communication plans for end user.

Source system readiness — Ensuring any documents are ‘check-in’ prior to discovery,
that source system is in a good state of health.

Target system readiness.

What to do with the Source once migration has been completed.

When starting a migration project, the end-users are a vital part of a successful project.
Communication is important and end-users need to know.

Why the content is being migrated
What the benefits will be to them
When the migration is going to happen
What the expectations are upon them
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Any upfront communication also allows users to do any clean up prior to the migration and as a
result less data will need to be migrated. End-users will also need to know what the new
environment will be, how it will be structured and how to access their data after the migration.
Some training may be required for them to take full advantage of the new environment.

NOTE: It's important to understand that by default the location data being migrated to is
new and so users should not be working in that area, potentially manipulating folders or
documents in locations that are actively being migrated to. If it’s essential for this to be
allowed, contact technical support to understand ramifications and potential workarounds.

Migration Terms and Concepts

This section describes important terms and concepts that are used throughout this guide. It’s
4.2strongly recommended that you read and understand this section before reviewing the rest of
the User Guide.

Staging Database

This is the SQL database that gets created during the product installation. It holds all the
configuration information that will be specified as well as the metadata of every source item
and their status.

Source

The Source is where items are to be migrated from.
Target

The Target is where items are going to be migrated to.
Containers

This term is used to describe a object which can contain items. So a Folder, a Document
Library, cabinet, workspace are all differernt types of Containers.

Migration Jobs
Migration jobs are the basic framework for a migration.
A Migration Job consists of: -

e Details of Source and Target
e Settings to determine how source data should transferred in the target
e Settings to control the Migration.

All operations run within the context of a Migration job. Migration projects are generally split
into multiple migration jobs. The order in which the migration jobs get processed depends
upon criteria such as data volume and business priorities etc.

Discovery
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Discovery runs in the context of a job and is the first operation that needs to be run after a job
is created. During Discovery, information on items, folder/container structures, types of
content and security information is collected from the source specified in the current Job and
stored in the CPS staging database. Item contents are not captured during discovery.

The items discovered can be seen using the Items List feature.

Depending upon the size of the environment, Discovery could take several hours or more to
complete.

Pre-Checks

The Pre-Checks feature is set of configurable, pre-defined checks that are run against the
information gathered by the Discovery process. It can identify many potential issues that may
prevent a succesful migration into the target, looking at things like target system restrictions,
limitations, empty files and duplicate file names. The result of running Pre-check is a PowerBI
report where issues can be reviewed.

Example of a Power Bl report after running Pre-Checks.

,»provenica Pre-Migration Checks - Paths and Names

Home
Mime Type distribution Long Item URL Long Parent URL
xlsx 0K Liﬁ;‘:z
docx 0K

Time
@ doc 1K
Size

pdf 3K

False 7354 False

Density xls 2K

e 1 10 100 1,000 10,000 1 10 100 1,000 10,000
Hierarc... -
jerare Has Issues Blocked Characters ltems with the same name as another
item in a folder
Security
2] - T
1 0100 1000 10,000 1 10 100 1000 10,000 1 10 100 1,000 10,000
Content Type distribution No Item Name Max Characters in Item Name
dm_folder 0K

dm_document
7K

1 10 100 1,000 10,000 10 100 1,000 10,000

FIGURE 54 - SampLE POWER Bl REPORT

You can also view the above data using the Pre-Check report.
Migration Settings

These settings control several features related to how data is migrated.

CPS User Guide
Copyright @ 2026 Proventeq Ltd Page 64
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The Structure Mapping feature gives control over how the folders/containers in the source
should be represented in the target. It provides the ability to simply use the existing hierarchy
structure or restructure the folders as part of the migration.

Content Types Terms
Metadata is the term for properties of an item, for example Author or Created Date.

Content Type — A content management system will contain many types of items such as
document, folders, invoices etc. These are known as ‘Content Types’. In some systems
these may also be knows as Document Types/Classes/Categories or Object Types. There
are both Source Content Types (what the source system supports) and Target Content
Types (what the target system supports). Each content type may have different metadata
fields associated with it.

The Content Type Mapping feature controls how properties of a particular Source Content
Type are mapped to a specified Target Content Type. For example, when an item of Source
Content Type ‘Invoice’ is migrated, an item of type ‘Legacy Invoice’(as defined by Content
Type Mapping settings) should be created in the target and the metadata mapping
information(see below) will be used to determine how metadata properties in the target
item should be populated. CPS ships with very useful defaults mappings and these can be
customised as required.

The Metadata Mapping feature controls how each target metadata property is populated
for each target content type e.g. how the ‘Description’ or ‘Amount’ metadata properties is
populated for the ‘Legacy Invoice’ Target Content Type.

CPS ships with very useful content type mapping defaults and applies these (this is termed
Automated Content Type Mapping). They can be customised as required.

Custom Classification is an advanced feature that allows items in source to be mapped and
processed based upon their metadata properties, overriding the content type assigned in
source. See Custom Classification for more information.

Security Mapping is used to define how Users, Groups and permissions types from the source
should be represented on the item in the target. For example if the Created By of a source
document is “Percy Shelley” then in the target the Created By should be
Percy.Shelley@acme.com (because in SharePoint this field is required to be an smtp address).

Shortcuts Links

These are items in the source system which are pointers to an item in another location. Some
platforms support these calling them Shortcuts or Links. In some occasions there may even be
several of these links pointing to a single source document, this is known as multi-filing.

NOTE: The use of shortcuts in SharePoint is generally not recommended.

Embedded Links


mailto:Percy.Shelley@acme.com
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These are pointers contained within documents that link to another item. e.g. a Word
document stored in Documentum may contain an Embedded Link to another Documentum
item.

NOTE: Both the shortcut links and embedded links features will impact migration speed if
enabled.

Migration

Migration is a set of individual steps listed below to prepare and then load items into the target.
These sequential steps can be executed individually so that in the early phase of the migration
project the output of each can be verified before executing subsequent steps.

The Item Manifest is a data structure that contains all the information about an item to be
migrated, excluding the item content itself. It will contain the location where an item should be
migrated to, all the values for the target metadata fields and so on. Steps 1-2 provide the
information for Step 3 which creates this structure for each item.

The processing steps are sequential, so an item will first be processed by Step 1, then Step 2
and so on.

Step 1 Extract — Captures metadata for each source item into the CPS Staging database.

Step 2 Classify — Determine what the target content type of the item should be based upon the
extracted meta data from step 1,or custom classification rules and source->target content type
mapping configuration.

Step 3 Transform — Uses the output from Step 2 as well as information from structure, content
type and security settings to create a data structure for each item called the Item Manifest.

Step 4 Load — Retrieves the item content from the source and combines it with the Item
Manifest from Step 3 and uploads this into the target.

Packaging

To improve migration speed, items are ‘packaged’ before uploading to SharePoint.

NOTE: During the pilot phase of the migration, or after reconfiguration, it is strongly
recommended to run each of the 4 steps above seperately and the results reviewed before
executing the next step.

Summary of Migration Process

A migration is a project where several Migration Jobs are created, each specifying details of a
Source Connection and a Target Connection.

In the Discovery Phase, the Discovery process is run for each job tobuild an inventory of items
in the source and gather basic details of each. The details gathered are visible using the Items
List feature and can be analyzed using the Pre-Checks feature to identify potential issues (as
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shown in the Power Bl reports). The Power Bl reports also displays lots of other useful
information to help the customer understand the content to be migrated.

In the Migration Preparation Phase, the user can review existing Folder Structures, Content
Types and Security Information. Using an understanding of business requirements and the
environment, Stucture Mapping can be used to define what the target folder hierarchy should
look like. Content Mapping can be used to control how the metadata fields in source items
should be moved to the target and finally, Security Mapping used to specify how user and
security information in the source should be transferred to the Target.

Once these are complete, the Migration Phase can begin. Items are processed based upon
these settings above to create an Item Manifest for each item which in the Load step is
combined with the retrieved item content and uploaded to the Target. During the Load step, if
the option Update Embedded Links is select then these will be updated in Items as they are
migrated.

If there is a requirement to migrate shortcuts then the Shortcut Links Migration features can
be used to migrate these after all items have been successfully migrated.

Verify the Migration

Like any data migration, it’s critical to ensure that data has been migrated as expected. Special
attention needs to be paid during the pilot phase, reviewing the processing of different content
types, all of the source meta data are migrated as required, items are migrated to the correct
location etc.

As with any migration, a comprehensive User Acceptance Testing (UAT) plan must be in place to
ensure the business users are satisfied there are no issues and the migration is meeting the
business requirements.

4.5
Communicate with End-Users

End- users need to be aware that their data is being migrated and once the data has been
migrated they need to check that they can access the data. It is worth considering providing
training for End-Users so that they can learn the new features of their environement. Take into
account that End-Users may be away for an extended period of time, for example maternity

"“leave or long term ill health. Eventually you will need to decide what to do with the original
Source environment.

High-Level Migration Plan

e Configuration
o Apply CPS License(s).
o Create Migration Job(s)
= Specify details of source.
= Specify details of target.
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Both will require permissions to access the source/target.

e Phase 1 - Discovery

o Run discovery

o Run pre-checks, review output and take corrective action were necessary.

o Understand existing source folder structures, content types and security.

o Using understanding of source, have detailed discussions with the customer
regarding metadata. What metadata is on each content type, if and how that
should be represented in the target.

o Discuss with customer, requirements for target folder hierarchy structure.

o Understand data volumes in various locations to help develop plan for order of
data migration.

o Using understanding of existing data and business migration requirements go to
phase 2 to apply these.

o Work with the business to develop UAT program.

Based upon the outcome of discovery, you may then use this to decide overall
migration architecture i.e. The numbers of application servers etc. that are required.

e Phase 2 - Migration Preparation

o Structure Mapping - Choose appropriate Structure mappings option and create
structure mapping entries if necessary. Some configurations of the target
system may also be required.

o Content Type Mapping- Understanding existing content in detail and how it
should be reflected in the target.

o Metadata — For each content type, what metadata properties are used currently;
what and how should these fields be moved into the target.

o Security Mapping - Setup user, group, and permission mapping to assign new
values to existing user and groups etc. associated with the existing data in the
source.

o Review migration options, in particular Embedded Link resolution.

To ensure the migration runs smoothly and will meet business needs, it’s strongly
recommended to review and get ‘sign off’ on these data migration settings with the
appropriate parties.

e Phase 3 - Migration
Note: Executing a step will also execute the previous steps if not already run.

o Execute Step 1- Extract, review extracted meta data from source system and
ensure it is correct.

o Execute Step 2 — Classify, review content types that have been assigned to
items.

o Execute Step 3 — Transform, this will use the information in structure mapping,
content types etc. and create a package of data for each item (terms an item
manifest) which should be reviewed and will then be used by step 4.
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Execute Step 4 — Load, will use the item manifests created by step 3, retrieve the
actual item from the content source and load it into the target.

Migrating Shortcuts Links- After migration, execute the Shortcut Links Migration
which will migrate any shortcuts in the source system into the target. Note: It’s
not recommended to continue to use shortcuts in SharePoint.

e Verification - After migration, review the migrated data to ensure

©)

@)
@)
@)
@)

Migrated to correct location

For each source Content type, meta data and item content are correct
Security information is correct

Links between items are working (if option to convert was selected)
Shortcuts are recreated and working (if option to migrate was selected)
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5. MIGRATION JOB CREATION

A migration project is typically broken down into one or more Migration Jobs. For each job, the
source system and source path, together with the target system and target path is specified. By
selecting a particular job within the client, all other operations work in the context of those
settings. It’s possible to switch between migration jobs in the client but only one operation can
be executing at any one time on the server.

Often several jobs are created even if there is just one source and one target. In doing so it’s
possible to break down the overall migration into several manageable chunks by specifying
specific source paths for migration or other filter criteria.

Depending upon the project, several CPS servers may be required. It is recommended that the
Source and the CPS server(s) should be in the same location (i.e. to keep latency as low as
possible).

NOTE: If using several CPS servers together with embedded link resolution or shortcut link
migration features, ensure such links are not across CPS systems.

>
Migration Job creation is simple using the job creating wizard which is available using the

Migration icon on the Navigation Panel.

Create Migration Job

To manage jobs, click on ~inthe Navigation Panel. New jobs can be created, and the
properties of existing jobs can be viewed.

+ Migration Job Management

=  Create Migration Job
=1 gration Jol
@ specry e et ana

steps 1o an:

MIGRATION JOBS
Migration Select existing job below

Job 1D Job Name source Source Name Target Mame source Pat Target Path Total volume Total items

FIGURE 55 - MIGRATION JOB MANAGEMENT
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Once click on create migration job, it will redirect to introduction page

Create Job

Starting Your Migration

Create a Migration Job by specifying the details of relevant source and target locations.

To help your migration go smoothly we strongly recommend you read the Project Planning [4 and Migration Terms and Concepts [ from the
User Guide before continuing.

You can access the User Guide using the Help Icon and the Learn More [4 links that are displayed throughout.

: cancel ]

FIGURE 56 - CREATE MIGRATION JOB

This will be a information page about migration. Click on Start will be navigated to next screen
of job creation.

Select Source Connection

This screen will show all existing source connections added using Connection modules. In case
not added source connections from that module, there will be a Add New connection button to
add relevant source connections.

From the list of connections, choose relevant source connections using radio button and click
on Next button to move on next screen to select relevant location.

Create Job
Source Connection
Select an existing or add new Source Gonnection
Source Connaction
0 Target Gonnection SOURCE 4
o Settings. Name Path Eait
° omman . ® File system ci '

Add New Connection

© faee

FIGURE 57 - SELECT SOURCE CONNECTION
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Select Source Path

On this screen, select root node if want to create job from there or expand the root node to
select any specific folder to create a job from it.

Create Job
Select Path
° source Connection Select the path where data should be migrated from
e Target Connection SOURCE €
Q- (2] ~ v
— > ChromiumCache
o Summary > CMISExportSchema
> coligent
> DefaultSecurityMappings
> EmailTemplates
> locales
5 MetadataExtensionComponents
5 Modules
> Placeholders
> Powerg|
5 PowerShell
> pt
> SampleFiles
> tessdata -

FIGURE 58 - SELECT SOURCE PATH
After selecting relevant location, click on Next button to move on screen to select target
connection.

Select Target Connection

This screen will show all existing Target connections added using Connection modules. In case
not added source connections from that module, there will be a Add New connection button to
add relevant target connections.

From the list of connections, choose relevant target connections using radio button and click on
Next button to move on next screen to select relevant location.



V) proventeq

Create Job

° Source Connection
o Target Connection
° Summary

Target Connection
Select an existing or add new Target Connection

TARGET 4
Name

® @  sharePointOniine

Add New Connection

Path

hitps /isharepointonline sharepoint com/sitesPCSDemo

Edit

( N
il

FIGURE 59 - SELECT TARGET CONNECTION

Select Target Path

On this screen, select root node if want to create job from there or expand the root node to
select any specific location to create a job from it.

Create Job

o Target Connection
o Settings

Select Path

Select the path where data should be migrated fo

TARGET 4

SDemo |

?\ )[Q PCSDemo ( hitg

)

FIGURE 60 - SELECT TARGET PATH

After selecting relevant location, click on Next button to move on screen to choose settings for

job creation.
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Settings

On Settings screen, there are multiple options for choose settings.

Create Job

Settings
Choose what settings you want to use
Source Connection

° Target Connection
a Default settings ® Copy settings from file O Copy settings from @)
Settings 8
Use default settings Import settings from XML file esttlng JOb
Select existing job to copy settings from
Q-

T
)
=

FIGURE 61 - SETTINGS

To simplify job creation, settings from other jobs can be copied and applied to this job. These
settings are the Structure, Content Type and Security mapping. The following options are
available: -

o Default Settings

Job is created with default settings, and no information copied from existing jobs. No
structure mapping settings or security mapping and only standard Content Type
assignments will be configured.

e Copy settings from file

In Create Migration Job, the Content Type Mappings and General settings from a job can
be exported to files. Using this Copy settings option allows these to be imported. This is
especially useful for copying these settings across CPS servers. Custom classifications and
security/permission information is NOT copied.

NOTE: This option can only be used between jobs that have the same source and target.
i.e. It’s not possible to create a job migrating from File Share and use those settings to
create a job migrating from Documentum.

e Copy settings from existing job

Allows the user to select an existing job to copy Content Type Mappings, Custom
Classification and General settings from another job. It will NOT copy any custom content
type settings as these are not transferrable between jobs. This option will only be displayed
if other jobs have been created.

NOTE: This option will display only if at least one job present in application.
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After selecting relevant setting, click on Next button to move on Jon summary screen
Job Summary

Before creating the job, review the details shown on the Job Summary screen and alter the job
name if necessary.

Create Job
Job Creation Summary
Summary of source and target connection
Source Connection
° Target Connection
Enter Name
° Settings Name

C: > PCSDemo

o Summary

Source Connection Details Target Connection Details

File system ‘ SharePoint Online
c https://sharepointonline sharepoint comvsites/PCSDemo

Settings

Default settings

After the Migrator Job has been created, you can carry out the next phases of the project to discover information in the source, configure migration settings and migrate
data info the target

€ Back | Create Job

FIGURE 62 - JOB SUMMARY

Clicking Create Job will create the job and the Migration Dashboard will be displayed.
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6. MIGRATION JOB DASHBOARD

The Migration Job Dashboard allows access to configuration and status information and
execution of all migration operations. It is the main screen displayed when a job is selected
from Create Migration Job and is also displayed after a job is created using the Migration Job
Wizard.

Discovery Status Load Status
& Proveni jContent Productivity Suite
. . 2 R
Nawgatlon 1 Migrator Job 2 - Demo Migration Job
Home | pr—
Panel
—_— Source Discovary Statistics Status: Discovery was lerminated Load statistics Status: Processing Completed with Ertrs
L] Dashboard Demo File system ‘ Demo SPO
sonnections C wengo
= tems List
{7\ Documents 28 44 75 90 267
Insignts m Explorer Foloers/Containers 118]44]1,242
Documents Folcers/Containers.
Shoricut Links Total Migration
—~ B Reports omer
migra rror WPendin
Total Discovered tems 1396 [Migrated IError [Pencing
Migration D AcwiyLog
Discovery Errars ] Shortcut Links Otner
Menu -
Total Size 333338
1. Discovery & Analysis Phase Leorn more [
4 Discovery B Pre-Checks @& Visualize
Migration Collectinformation about kems n he Chieck souree flems forpotenta issues Generate repors 1 help you undersiand
Ph source system prior to migration the contents of your source system and
ases —» detemmine your migration strategy
Lastrun: 23 4,083
2. Migration Preparation Phase Leam more (2
Help %" Structure Mapping @ ® Content Type & Metadata 2a2 Security Information @ = General Settings
™ Define now foicericontainer structures Mapping Mapping Congure Settings
should be represented in the targel Define how fiekd level content should be Define how user and securty information
License moved betiween source and target should be represented in the target

FIGURE 63 - MIGRATION JOB DASHBOARD

Discovery Status
This section displays information gathered during the Discovery process.

Folders/Containers Number of folders/containers found

Documents Number of documents found

Links Number of shortcuts links found

Other Any item types not covered by the above types e.g. ShareFile Virtual
Collections

Total Discovered Number of items successfully captured during discovery (excludes

ltems discovery errors)

Discovery Errors Number of errors during discovery

Total Size Total size of items discovered (includes all versions of the items)

Status Current status of Discovery
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Load Statistics

This section is updated when the Step 4: Load — Migrate to Target operation is executed to
migrate items into the target.

Documents — Broken down by Migrated, Errored and Pending
6.2Folders — Broken down by Migrated, Errored and Pending

Migration Status  Status from the last migration run

Documents* Broken down by Migrated, Error and Pending.

Folders* Broken down by Migrated, Error and Pending

Links Shortcut links broken down by Migrated, Error and Pending
Total Migration

Migrated Total Number of documents and folders that have been migrated
Error Number of items that have failed migration

Pending Iltems yet to be migrated

*When Include Total versions is not selected, if versions of the same item have different
processing states it is represented as follows. Any version with Error will count as Error,
otherwise any version with Pending will count as Pending, otherwise all versions have to be
migrated to count as Migrated.

6.3  Migration Phases

The dashboard displays options organised into the three project phases which control the
migration. These will be described in later section.

e Discovery and Analysis
e Migration Preparation
e Migration

6.4¢0r information on other elements of the Migration Dashboard see below.

Explorer

The explorer feature allows the information gathered during discovery to be easily understood
by presenting it as a folder hierarchy which can be expanded to list folders and items.
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Explorer

Current filters:

Total Items: 5

Source Item Name Y v Processing Stage Y Exten.. Y  Source URI

SOURCE

>

FIGURE 64 - EXPLORER VIEW

Reporting
The reporting option provides access to the following reports.
e Discovery Report
e Embedded Links Report
e Pre-check Report
e Migrated Items Report
e Failed Items Report
e Migration Audit Report
e Performance Report

Reports team more 2 ~

Discovery Report Embedded Links Pre-Check Analysis Migrated Items Report Failed Items Report Migration Audit Report Performance Report

Report Report Details of each migrated iter Details of items that have
Detalls of found links In the Detalls of

Details of Migratior

FIGURE 65 - CPS REPORTS LIST

When a report is displayed the list of reports minimises but the expand open can be used to
display them again.

Discovery Report

Displays a list of all items that have been discovered in the source along with additional
metadata information and overall status of the item. It’s important to review this for
correctness and completeness to ensure subsequent steps in the migration process proceed on
a sound footing.
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Discovery Report icam more & v
Current filters:

Total Items: 1271 & & x
Source Item Name ¥  Major.. ¥ Minor.. ¥ | Processing Stage ¥ Extensi.'¥ | Source URI ¥ Status ¥ Status Message
testfiled.xlsx 1.0 Discovery xlsx https//] sharepoint.com/sites/SitewithSubsites/InvaiceManage... (0] .
Personal-trainer-resume-example-3.pdf 10 Discovery paf https://proventeqeS sharepoint itewithSubsites/FS Migration/Tr [C]
First verstion-1.0_docx 10 Discovery doox hittps://proventes ©
Delta Test Document Added.docx 1.0 Discovery doox hittpz://g harepeint ites/Already Provin ... ®
MultiContent-Car Insurance docs.doc 1.0 Discovery doc hitps://proventeqe5 sharepoint.com/sites/SitewithSubsites/OTCS LibtoFold. ©
New folder Discover ry Folder https: sharepoint cami ithSul / eManage. ©

Tranch3.xisx 10 Discovery s hittps//] sharepoint.com/sites/SitewithSubsites/InvoiceManage... (0]

Sample doc 7.dacx 10 Discovery docx https://proventeqeS sharepoint.com/sites/SitewithSubsites/Already Provin ... [C]

job-7Caam! 10 wml [C]

Project!.csproj BuildWithSkipAnalyzers 10 Unk ®

RD Subsite Custem CT Document.docx 10 Discovery docx es/ResumeData/R (O]

First version delete_diff mimetype.pdf 40 Discovery pdf https://] sharepoint.com/sit vithSubsites/OTCS Migratio. (0]

Error.cshtmi 10 Discovery Unknown  httpsi//proventeqeS sharepoint.com/sites/SitewithSubsites/InvoiceManage ®©

ADMOT3421457_Claim_20140718.paf 10 Discovary paf hitps:/f harepoint.com/sites/SitewithSubsites/OTCS LibtoFold. ®©

3xsx-1.0_json 10 Discavery jsan httpsy//proventeqeS.sharspaint.com/sit ithSubsites/InvoiceManage... [©]

With Same name Discovery Folder https://proventeqes.s ubsites/OTCS Migratio. ®

Schedulinglnterface_TestCases.xlsx 10 Discovery sx hitps://proventeqeS sharepoint.com/sites/SitewithSubsites/OTCS Migratio. ©
< >

FIGURE 66 - EXAMPLE DISCOVERY REPORT
Pre-Check Report

Displays a list of items that have been identified as potential issues by the Pre-Check step. A
breakdown of the issues by type appears in the drop-down list. Selecting the appropriate Filter
will list the items affected by this pre-migration check.

Pre-Check Analysis Report (o more (2

|. & Back -\‘|

Current filters:

Total Items: 2 [ - x o

Source ltem Name Al inor... W | FileN.. W Fil

setupertlog

PASSWD.LOG

Empty Content (2 issues)

An export option is available which will create a CSV file of the items that apply to the filter. It
will include the result of whether the particular item is impacted by the pre-check against the
source or the transformed data (if relevant).

Migrated Items Report
Displays a list of all items with a Status of Success
Failed Items Report

CPS User Guide
Copyright @ 2026 Proventeq Ltd Page 79
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Displays a list of all items with a Status of Failed. This is useful to understand issues from a
migration and what steps to take to resolve issues.

Error Summary Report

Over several releases, CPS errors have been enhanced to include an error code to simplify error
resolution. These are a 3-digit number that will appear in the status message text and can be
clicked to perform a search of the CPS support knowledgebase.

For fixed error codes that have occurred in the processing of a task the error summary report
will list them and the number of occurrences.

NOTE: Since not all errors currently have a fixed error code, the report also displays a total
count of all other errors and more details of them can be seen in the failed items report.

Migration Audit Report

Displays a list of all items in the source, irrespective of processing status. This is a useful way of
tracking over migration and often this data is exported and presented to the customer for their
records.

Performance Report

Display migration statistics between the specified date period and summarised on hourly or
daily basis.

processing
(w] 08/06/2023 =] Hours J Load Report

Overall processing rate: 0.401 GB per hour

Start Date End Date Total items Total items Size (GB)

By default periods of no processing will not appear in the table unless the toggle ‘Show rows
with no processing’ is selected.

The overall processing rate (GB per hour) is also calculated and displayed. Time periods for
which migration occurs are treated as whole units so for example if processing occurs over a 1
hour period spread across two hours, the hourly rate is based upon 2 hours. With longer

6.6processing runs this impacts the overall processing rate calculation less. Selecting the ‘show
rows with no processing’ also affects the overall processing rate calculation because then hours
during the time period with no processing are included in the calculation.

Activity Log

The activity log is accessible from the Menu option and displays the history of job processing.
Each time Discovery, Pre-Check or Migration Step are executed the activity log is updated to
reflect this.
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Process Type Process Status Start Time End Time Status Message
Capture Metadata Complete 9 November 2021, 16:09 9 November 2021, 16:09 Pre Migration Check found issues
Capture Metadata Complete 9 November 2021, 16:09 9 November 2021, 16:09 Pre Migration Check found issues
Classify Complete 9 November 2021, 15:33 9 November 2021, 15:35 Processing completed
Classify Complete 9 November 2021, 15:29 9 November 2021, 15:32 Processing completed
Classify Complete 9 November 2021, 15:10 9 November 2021, 15:10 Processing completed
Classify Complete 9 November 2021, 15:03 9 November 2021, 15:05 Processing completed
Classify Complete 9 November 2021, 13:23 9 November 2021, 13:26 Processing completed
Classify Terminated 9 November 2021, 13:11 1 January 1970, 01:00 Left in inconsistent state
Discovery Terminated 8 November 2021, 18:42 9 November 2021, 11:17 Cancelled
Capture Metadata Complete 5 November 2021, 15:57 5 November 2021, 15:57 Pre Migration Check found issues

FIGURE 67 - ACTIVITY LOG

If a migration phase is executed the activity log records the last step as the Process Type, so in
the above Classify is the Process Type, even though Capture Metadata step may have also been
executed for some/all items.
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7. PHASE 1 — DISCOVERY AND ANALYSIS

The Discovery process gathers information for each item contained in the specified source
connection. Information gathered includes basic metadata, item version information, location
etc. Discovery may take several hours or longer depending upon the amount of data to be
captured and the performance of the source system. A filter can be created to limit the data to
be discovered. This information is held in the CPS Staging Database and can be viewed from
the Items List.

Anything that is to be migrated must be first successfully discovered in this phase. It’s therefore
vital to ensure Discovery is successful and the results contain all files to be migrated without
errors.

This process will help confirm the source data volumes. This can then be used to help
determine the number of CPS servers that may be required. It also has an impact on CPS
licensing since licenses are volume based and assoicated with a specific server. For example, if
there are several very large Sites Collections it may it recommended to process these on
separate more powerful CPS servers so each of these servers would require it’s own CPS license
containing details of the volume that should be migrate.

Note: Discovery only captures basic information on items, it does not capture custom
metadata or item content. Only items that are supported by CPS will be captured during
discovery.

7.1

Starting Discovery

NOTE: Before starting the Discovery process, it’s strongly recommended that all relevant
documents are ‘checked-in’ otherwise such items may not be captured by the discovery
process.

Goto db! on the Navigation panel to access Create Migration Joband then select the
appropriate job.

MIGRATOR JOBS

FIGURE 68 - MIGRATION JOB LIST

After selecting a job the Migration Dashboard is displayed, Select Discovery.
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1. Discovery & Analysis Phase Learn more [

A Discovery ©) 3] e

FIGURE 69 - PHASE 1 - DISCOVERY

Discovery - Migration Job: Demo Migration Job

The Discovery step will connect to source system to capture and record information on each item. Dependi ng upon source sy stem and size, this may take several hours or

onger. Learn more (4

Current Settings: Capture Security: Off, Hidden Items: Off, Filter: None

= (&7

0 0

Discovered Errors

Reset Discovery [ Change Settings j View Items List Start Discovery

FIGURE 70 - STARTING DISCOVERY

Select Start Discovery option to begin the process of capturing information about the source
environment into CPS. For many sources, the discovery progress will be displayed in the above
screen. For IManage and EDocs, discovery statistics will only be shown at the end of discovery.

After Discovery is complete, the discovery statistics information on the Migration Dashboard
will be updated to reflect the information captured during the discovery.

Source Discovery Statistics Status: Discovery Completed

User area
Ci\Users

Folders
Documents

Links

Total Discovered 273
Items

Discovery Errors 0
Total Size 8.55GB

FIGURE 71 - DISCOVERY STATISTICS PANEL
Background Operations

Discovery, pre-check, and migration activities can run as background operations allow allowing

the client still to be used during that time. Select the * button on the Discovery

CPS User Guide
Copyright @ 2026 Proventeq Ltd Page 83
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Progress/Migration whilst operation is running. The relevant statistics will be continually

A
updated on the dashboard and the status will be displayed as “In Progress”. Select the ¥ icon
to return the full progress screen.

Source Discovery Statistics Status: In progress
@ ShareFile Source System

= (&7

Discovered Errors

FIGURE 72 - DISCOVERY STATISTICS PANEL DURING DISCOVERY RUN

Only one background operation can execute on the CPS server at any one time. When a
background process is running, it will disable options on the dashboard for the current job and
all other jobs.

o Discovery — For current and all other jobs, all options available with the exception of
Discovery, Pre-check, Migration and Shortcut Links
o Migration — All options disabled within the current job. For all other jobs, Discovery,
Pre-check Migration and Shortcut Links are disabled.
The options become enabled as soon as the background operation completes.

Discover Errors

Any failures during discovery will count as discovery errors. Errors can often be at the folder
level so even a single discovery error could mean that there are still many 1000’s of items that
need to be discovered so it’s essential these errors are understood and resolved if possible.

Discovery Options

Use the Change Settings option to control the discovery of security information or apply a filter
to what should be discovered. By default, this option is only available when Discovery has not
previously been executed. See advanced discovery option in general settings for more
information.
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Discovery Options
Use options below to control Discovery. Learn more £
® Discover Security Information

@® Apply Discovery Filter

Filter Criteria
[{"ObjectType":"CSV","Filter":"F:\\Proventegq\\Configuration\\Product\\S

FIGURE 73 - DISCOVERY FILTER OPTIONS — EXAMPLE

For Documentum and File System, an additional discovery option to control the discovery of
deleted items is also available.

Discover Security Information

In most cases, this option should be selected but in migrations where all the security
information is determined by the target location then this option can be unselected which will
improve discovery performance.

Version filtering

For some projects it can be useful to limit the number of versions of documents that are
migrated. This can be done at the discovery stage by filtering the number of items discovered.
Using this feature it’s possible to limit the discovery to just the latest version of each document
or the last ‘N’ versions, where N is a value specified by the user.

This feature is available for ShareFile source.
Delta behaviour when limiting versions.

If a version filter is applied and discovery occurs and the subsequent source item is edited then
when discovery is run again, these new version(s) will be discovered, and this will not affect the
already discovered items. So for example if version filter is last 3 versions and then a source
document is edited twice and discovery re-run then 5 versions of the document will now be in
CPS staging database to be migrated.

Discovery Filters

Discovery filters can be applied to limit the information captured during discovery. The filtering
capabilities available vary depending upon the source system and whether CPS is configured to
use the source system APl or not. For example, connecting to Documentum using API provides
different filter capabilities if connecting using DB. So, it’s important to understand filtering
requirements before fully configuring source connection.

For full details of filter capabilities and syntax see. 14.2
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Editing Discovery Filters

By default, after a discovery has begun it’s not possible to edit the discovery filter. This is
because it can create inconsistent results. For example, having no filter and then adding a filter
does not remove existing discovered items. Equally removing an entry in the filter does not
remove the items from discovery.

However in some scenarios it can be useful to edit the filter, for example to correct a filter
value that is specified incorrectly.

Based upon the scenarios above, if editing the filter will not create inconsistent results, then by
selecting the Advanced discovery option in General Settings, it allows the Discovery filter to be
edited even after discovery has started. Contact Technical Support for further information.

Reset Discovery

The Reset Discovery option is available after Discovery has been run and may be useful if the
Discovery was incorrect and needs to be restarted anew or the size of the staging database
needs to be reduced after a migration job has completed the migration. It will remove all
existing discovered items, as well as structure, content, and security mappings. It does NOT
delete data migrated into the target.

After the reset has completed, the Start Discovery option is displayed to allow a new discovery
process to be started.

72 pelta Migrations

Any modifications to source items after discovery has completed will not be captured unless
Discovery is run again. A Delta Discovery/Deta Migration is the term used for additional ‘top
up/incremental’ migrations after the main migration has occurred and may be required when
the source system is still active and there is a period of time between completion of the
migration and switch over to the new target.

For example, a migration may take 1 week to run and during that time users are still actively
altering the source and so these new documents and edits need to be detected and migrated
before switching over.

A Delta discovery run will typically take longer than the original discovery due to the need to
gather all information and compare discovery results.

To start a Delta run, select the Discovery option on the Migration Dashboard and select the
Start Incremental Discovery from the Discovery screen.
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Learn more (3

Discovery - Migration Job: Demo Migration Job

Current Settings: Capture Security: Off, Hidden ltems: Off, Filter
Last run- 23 Apri 2024, 09.39

ith errors. Review errors and correct if necessary, before continuing with next stage of migration

None

‘ Reset Discovery

View Settings ‘ View Items List [ Start Incremental Discovery

FIGURE 74 - STARTING INCREMENTAL DISCOVERY

The steps for a Delta migration are the same as for the initial migration.

Discovery will identify new/changed/deleted items and pre-check should be run in case any
new data fails these checks. In most cases it may simply require a ‘review’ of the existing
settings to review structure mapping, content types and security information.

Finally run the Data Migration and if relevant the Shortcut Links Migration

The table below explains the different delta scenarios and expected results.

NOTE: It is not recommended to move or rename or reparent folders and files while
migration is underway, as it could lead to lots of duplicate content in target and it will
consume additional license utilization.

Delta Scenario Expected Result

New Folder is added

Folder is
modified/renamed

Folder is moved/re-
parented to different
location

Folder is deleted
New File is added

File is modified

File is renamed

New Folder would be created on target location.
New folder would be created in modified/renamed name and

Original folder will remain in the same target location which is
Migrated earlier.

New Folder would be created in moved/re-parent location and original
folder will remain in the same target location which is migrated earlier.

Folder and contents would not be deleted from target location.
New File would be created on target location.
File would be updated in delta run

New file will be created with the new name and the original file will remain
in the target.
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File is moved/re-
parented to different
location

New file would be created in moved/re-parent location and original file
will remain in the same target location which is migrated earlier.

File is deleted File would not be deleted from target location.
New version is created New version is uploaded in delta run.

Version is deleted Version would remain in the target.

Items List

To launch the Items List, select the Items List menu option or launch from the Discovery dialog
7.3box. The Items List will display details of each item captured from the source during Discovery
and will be updated by operations executed in the Migration Phase.

Discovery - Migrator Job: Migration to S5PO

mane B2

[ g

Rosat [ ory View Settings View items List Start Incremantal Discovery

FIGURE 75 - LAUNCHING ITEMS LIST FROM DISCOVERY PROGRESS SCREEN

Columns displayed will vary depending upon the source being migrated. Filters can be applied
to gain more insight into the data being migrated and cleared using the * icon. Additional

columns can be added or removed using the settings icon % .
When processing issues occur the details of the error can be found in the Status field.

Processing run: It is possible to filter on Last Processing Run.

Processing Run: @ Last Processing Run O All Processing Runs

Current filters: Processing Stage, Status

Total Items: 0 Processing Run: () Last Processing Run (@ All Processing Runs 2 & x

FIGURE 76 - PROCESSING RUN FILTER

Selecting Last Processing Run will filter the list items to only show items that were processed in
some way in the last execution of a migration step.

Export to CSV
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The ltem List can be exported into a .CSV file using the L option. If afilter is applied to the
items list, it will apply to the exported list also. All columns will be exported.

Items List

All items in the source container tearn more B4
& Back |

Current filters:

Total Items: 282

& & x

Source Item Name T Processing Stage Exten... Source Parent Name Target Parent Name | Target em Na.. T | Source URI T | TargetUR
Users Discovery Folder CA\Users “
Administrator Discovery Folder Users CAUsers\Administrator

MSSQLSERVER Discovery Folder Users CAUsers\MSSQLSERVER

Public Discovery Folder Users C\Users\Public

SQLTELEMETRY Discovery Folder Users. C:\Users\SQLTELEMETRY

azuredstastudio Discovery Folder Administrator CAUsers\Administrator| azuredatastudio

Desktop Discovery Folder MSSQLSERVER C\Users\MSSQLSERVER\Desktop

Documents Discovery Folder Public C:\Users\Public\Documents

Desktop Discovery Folder SQUTELEMETRY CAUsers\SQLTELEMETRY\Desktop

Contacts Discovery Folder Administrator C\Users\Administrator\Contacts

Documents Discovery Folder SQUTELEMETRY CAUsers\SQLTELEMETRY\Documents

Desktop Discovery Folder Administrator CAUsers\Administratar\Desktop

Documents Discovery Folder Administrator CAUsers\Administrator\Documents

Documents Discovery Folder MSSQLSERVER C:\Users\MSSQLSERVER\Documents

Downloads Discovery Folder Public CAUsers\Public\ Downloads

Downloads Discovery Folder Administrator C\Users\Administrator\Downloads

:_ Pr—— . AR R arTR AN e T R AT P , 4

FIGURE 77 - ITEMS LIST

Item level information

Select the item to display the Item Details screen.

CPS User Guide
Copyright @ 2026 Proventeq Ltd
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Item Details

Item Name: roofrack.jpg
Last processed stage

Status

Status Message

Id

Group ID

Status

Extension

Last Processing Date

Source Item

item Name
Content Type
Parent Name
Url

Content Type Id
Item Id

Parent Name
Content Iitem Id
Parent item Id

Captured metadata

stage.

Discover

v

10746
st33f779-4bbe-48a2-9441-40ff4585baa3

roofrack.jpg
File

67015

fi8705d8-63f2-bcff-384d-1a209249db92
67004

Metadata information will become available after Processing - Extract

Entity Type File
Processing Stage
Migration Task Id 1033

Descendent Min Processing Stage 10
Id

Last Processing Run Id

Minor Version

Major Version

Ordinality

Target Item

Item Name
Content Type
Parent Name
Url

Content Type Id
Item Id

Parent Name
Content Item Id

Target Metadata

Metadata information will become available after Processing - Transform

stage.

FIGURE 78 - EXAMPLE ITEM DETAILS

As an item moves through various process stages then additional information will appear as
show in the table below.

Items Details

The following table lists all available columns, * indicates additional columns to Summary view.

Column

Source Content Iltem
ID

Target Content Item
ID

Group ID

Source Item Name

Description

This identifies an
individual
document version
in source.

This identifies an
individual
document version
in target.

This identifies an
individual
document.

Possible values

Stage

Populated

Discovery

Load

Discovery

Discovery

The same
document with
several versions
will have the
same Group ID



Major Version

Minor Version

Processing Stage

Source Parent Name
Target Parent Name
Target Item Name
Extension

Source Url

Target Url

Status

Source Content Type

Target Content
Type*
Ordinality

Entity Type
Status Message

e.g. If document
version was 10.5
this would be 10
e.g. If document
version was 10.5
this would be 5

This will contain
either the content
type assigned to
the item by the
source OR the a
Customer Content
Type assigned
through custom
classification

This represents the
order in which
versions items will
be migrated

Discover —
Information
gathered by
Discovery
Capture
Metadata- Step 1
of Migration
process executed
Classify — Step 2
of Migration
process executed
Transform — Step
3 of Migration
process

Load — Step
4(final step)

V) proventeq

Discovery
Discovery

Discovery and
Migration
Phase

Discovery
Transform
Transform
Discovery
Discovery
Transform
Migration
Phase
Classify

Transform
Discovery This represents
the order in
which versions
items will be
migrated
Discovery
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SourceContentTypeld Classify
Targetltemld Classify

Source Virtual Collections

The items list may also contain items which don’t physically exist in source but are captured in
Discovery to represent the source hierarchy. For example, when discovering all the personal
folders in ShareFile, a root item will be created in items list for “Personal Folders”, which will
act as the parent item for individual personal folders. Such items will have a source Entity Type
of “VirtualCollection”.

Target Structure Entries

As well as source items, some additional entries may appear in the items list termed ‘Target
Structure Entries’. They are added to represent structural elements that may need to be
created by CPS during the migration. So for example if a SharePointLibrary needs to be created
in target for splitting source folder hierarchy across libraries , an entry for this will also appear
in the ltems List so that the success or otherwise of that can be displayed. These items can be
identified as they will have “StructureMapping” as the source ltemName.

Processing History

The details of an item being processed can be viewed from the Processing History tab on the
Item Details screen.

Item Details rearm more &

Processing History

Start Time End Time Status Code Status Message Processing Run ID Target Item ID

30 January 2023, 04:32 30 January 2023, 04:33 0 File created successfully 6 153

7.4r1GURE 79 - ITEM PROCESSING HISTORY

Pre-Checks

Migrations between different sources and targets often have incompatability issues due
different capabilites,limitations and behaviours in the target which could impact the migration.

The Pre-check option allows a set of checks against the source data to be executed, based
upon the known limits of SharePoint. Each can be enabled/disabled and some have additional
configuration parameters which can be customised as required.

If data has been actually been processed up to the Transform stage then a toggle will appear on
the pre-check screen which controls whether pre-check runs against data generated by the
Transform step.

NOTE: Migrations will still be attempted for items that are reported as potentials issues in
the Pre-check. This is why it’s important to review and correct as necessary to ensure the
successful migration of items.
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NOTE: The nature of pre-checks means that if Discovery is halted before completion then
pre-check results may be inconsitent and cannot be relied upon.

Pre-check - Migrator job: Migration to SPO

n. Learn more B

= )] (&
273 0

Total Items Passed Potential issues

‘ Change Settings ‘ | View Report I Start Pre-checks

FIGURE 80 - STARTING PRE-CHECKS

Changing Pre-Check Settings

The ‘Change Settings’ option displays the options below and allows the checks to be
enabled/disabled as well as specifying any relevant values.

Restrictions

Restrictions are issues that may prevent the folder or file actually being migrated. So for
example, because they contain characters in the filename which the target will not allow.

Migration Pre-Checks

Select the options below to check for potential issues with the data in your migration source. Results will be presented in you Power Bl report,

Restrictions ~
@ Blocked Characters "wre?ed
@ Invalid or Blocked File Types pon. € | hm €
o Temporary file extension temp

FIGURE 81 - PRE-CHECKS — RESTRICTIONS

Blocked Characters in Filenames:
Description: Checks for illegal characters in Source file/folder.

Impact: Iltems will be migrated but will contain replacement character as specified in
General Settings.
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Resolution steps: Use General Settings to assign a character to replace any invalid

characters.

Invalid or Blocked File Types:

Description: Checks if file type of item is on the blocked file types list. Default list is empty

as SharePoint currently supports all File types.

Impact: Items would fail migration but currently N/A.

Resolution steps: Exclude items from migration or convert to supported file type if

applicable.

Temporary file Extensions:

Description: Checks for files with specified file type that is considered a temporary file
extension and so is likely something that does not require migration. Use comma separated

list to provide multiple file extensions.
Impact: ltems would be migrated.

Resolution steps: Contact Technical Support.

Limitations

These are limitations in the Target that may prevent the folder/file being migrated. Unlike
restrictions, limitations are those that are only an issue once a value exceeds the defined

threshold based upon the limits of the target.

Migration Pre-Checks

Select the options below to check for potential issues with the data in your migration source. Results will be presented in the Power Bl report

w IEIMPOrdry e exXiensmmn

Limitations

Max File Size

Max Characters in Filename
Max Characters in Folder Name
Max URL Length for ltems

Max URL Length for Containers
Max Items in Folder

Max Major Versions per Document

Max Minor Versions per Major Version

2000

400

5000

500

500

m

FIGURE 82 - PRE-CHECKS — LIMITATIONS
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Max File Size:

Description: Checks whether the file size exceeds the maximum file size for
SharePoint/SharePoint Online.

Impact: Items will fail migration.
Resolution steps: Migrate manually or exclude from migration.
Max characters in Filename:

Description: Checks whether the length of item name exceeds the SharePoint/SharePoint
Online limits.

Impact: Items will fail migration.

Resolution steps: Rename source item or rename during migration by setting up a rule for
item name mapping. See Populating Target using Functions where you can use functions to
trim fields.

Max characters in Folder Name:

Description: Checks whether the length of folder name exceeds the SharePoint/SharePoint
Online limits.

Impact: Iltems will fail migration

Resolution steps: Reorganise folders in source, use structure mapping or contact technical
support for assistance.

Max URL Length for Items:
Description: Checks whether the length of a parent container exceeds SharePoint limits.
Impact: Items will fail migration.
Resolution steps: Contact Technical Support.
Max URL Length for Containers:
Description: Checks overall URL length
Impact: Items will fail migration.

Resolution steps: Rename item(s) in source, rename during migration by setting up a rule
for item name mapping or shorten the path during migration by using structure mapping.

Maximum Items in Folder:

Description: Checks whether the folder contains more items than permitted within
SharePoint Online Document Library folders.

Impact: Iltems will fail migration once target item limit reached in folder
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Resolution steps: This can be resolved either by restructuring data in the source or through
structure mapping during migration.

Max Major Versions per Document:

Description: Checks for number of major versions per item since SharePoint has a limit on
the number of major versions supported.

Impact: Items will fail migration.
Resolution steps: Contact Technical Support
Max Minor Versions per Major Version:

Description: Checks for number of minor versions per major version since SharePoint has a
limit on the number of minor versions supported.

Impact: Items will fail migration.

Resolution steps: Contact Technical Support

Duplication

Any duplication or empty files that may not get migrated into the Target

Duplication
@& Duplicated File Names
@ Files with no name
® Deleted (or marked for deletion)
[y Empty Content (Zero Byte)
m Empty Folders

FIGURE 83 - PRE-CHECKS — DUPLCATION

Duplicate file names:

Description: Checks if there are items in the source dataset with the same name

NOTE: Unlike other pre-checks, this check can take several hours to run in larger
environments. E.g. 8 hours in an environment of several million items.




L/) proventeq

Impact: Items will fail migration unless one of the resolution steps below is used.

Resolution steps: In General Settings, Duplication there is the option “Create a new file
with a unique name” to control the migration of duplicate named items and provide a
unique name as required (by default this is enabled). Alternatively, restructuring the source
system and rerun discovery or resolve the conflict using structure mapping.

Files with no name:
Description: Checks whether the Item Name field is blank.
Impact: Iltems cannot be migrated

Resolution steps: Edit source item or create a function mapping to assign value. See
Populating Target using Functions where you can use functions to apply a name in such
scenarios.

Deleted (or marked for deletion):
Description: Checks whether the item is marked as deleted in the Source system.
Impact: Items that have been deleted/marked for deletion will still be migrated.
Resolution steps: Contact Technical Support

Empty content (Zero Byte):

Description: Checks whether the Item size is zero bytes as this could indicate issue with the
source system

Impact: Items will fail migration.

Resolution steps: Items should be examined by a record officer/system administrator to
determine whether the files truly are missing. if so, the issue can be worked around by
loading placeholder content using the "LoadPlaceholdersForMissingOrEmptyFiles"
advanced setting.

Empty Folders:

Description: Checks for folders with no content. By default, this check is OFF and so not
executed.

Impact: Empty folders will be migrated.

Resolution steps: Review the list to see if such folders should be excluded from migration.
By default, such items will be migrated, but the configuration key FilterEmptySourceFolders
can be set to True, so empty folders are not migrated.

Other Checks

Other properties that may prevent migration into the Target.
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Other Checks

File Name mismatched across versions

File Name or Extension mismatched
across versions

Links Across Multiple Folders

Content type Mismatch Across Versions

L] Unsupported version labels

FIGURE 84 - PRE-CHECKS — OTHER CHECKS

Mismatch File Names across versions:

Description: Checks whether the versioned items having different file names. l.e. version 1
of a file is called Dept Training.docx and version 2 is called Dept Training(Old).docx. In
SharePoint, all versions of the file must have the same name.

Impact: Items will be migrated and by default will have the same name as the first version

Resolution steps: For steps on how to use information from the latest version across all
versions contact Technical Support

Mismatch File Names or Extensions across versions:

Description: Checks whether the filename or file extension of an items changes across
versions of the item. SharePoint requires all names and extensions to be the same for all
versions.

Impact: Items will be migrated and by default will have the same name/extension as the
first version.

Resolution steps: For steps on how to use information from the latest version across all
versions contact Technical Support

Links across Multiple Folders:

Description: Detects if source system has Shortcut links. In the Power Bl report, these are
labelled as content referenced by multiple folders.

Impact: Shortcut links need to be migrated if required.

Resolution steps: If Shortcut Links need to be migrated, ensure “Links” source content type
is configured correctly in Content Type mapping and run Shortcut Links migration, after all
items are successfully migrated.

Content type Mismatch Across Versions:
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Description: Checks whether the Content Type/Category/Classification for all versions of a
document are the same. Since SharePoint requires all version to be of the same Content

Type.

Impact: Items will fail migration.

Resolution steps: Contact Technical support
Unsupported version labels:

Description: SharePoint online supports version labels like 1.1, 2.3 etc. Some source
systems supported version labels such as 2.3.1 or even text label so such issues will be
detected with this check.

Impact: Items will fail to migrate

Resolution steps: Contact Technical support

Running Pre-Checks

Select Discovery & Analysis Phase->Pre-Checks option and then select the Start Pre-checks.
The checks normally take several minutes to execute.

Review and correcting pre-check issues

There are two ways to view pre-check results.

Power Bl Report

Once the pre-check is complete, the number of potential issues will be displayed. Clicking on
the ‘View Report’ will launch PowerBlI to display the results. There are several pre-check
related tabs which contain the results of each check. In general, any checks which return a
result of ‘True’ are issues to be investigated.

Two warnings are displayed when opening Power Bl
1. Potential security risk

Displays warning about ‘Potential security risk’ due to the file using multiple data source.
Click OK to continue.

2. Native Database Query

Displays warning to approve running native query. Click Run

PowerBI will open up to display the Content Summary dashboard. Select the Pre-Check General
tab to view the total number of issues.
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Has Issues

0 500 1,000

FIGURE 85 - TOTAL PRE-CHECK ISSUES

The result may be highlighted in amber to suggest a Informational/Warning as opposed to a
failure. An example of this is the ‘Empty Folders’ warning.

Empty Folders

True 118

1 10 100

FIGURE 86 - EXAMPLE OF PRE-CHECK WARNING

Disallowed extensions

1 10 100 1

FIGURE 87 - EXAMPLE F PRE-CHECK ERRORS

In this example of an error, 17 items have file extensions not allowed in the target.
Pre-check against transformed data

By default, pre-check will process the source data that was captured during the discovery stage.
During migration preparation steps later on in processing, you may be using structure mapping,
functions or PowerShell scripts to transform the data for migration. Such operations may
change the data in such a way that it may be acceptable to the target system (for example
perhaps structure mapping is used to reduce folder path lengths).

If the Migration Phase, items have been processed up to the Transform stage then all such
steps will be executed and so the new target paths/values will have been created. When this
happens the pre-check will show a new option.

B» RunAgainst Transformed Data

CPS User Guide
Copyright @ 2026 Proventeq Ltd Page 100
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FIGURE 88 - TOGGLE TO RUN PRE-CHECK ON TRANSFORMED DATA

If this is selected, then the pre-check will run against the information created during the
transform step above and relevant displayed statistics will also be displayed.

Pre-Check Report

There is a pre-check report available and a drop down list of issues and the number of items
impacted will be displayed.

Pre-Check Analysis Report team more &

| € Bock .

Current filters: Has Zero Item Size

Total Items: 12 {m X -

Source Item Name L3 B
000003.log

Cookies-journal U Empty Content

FIGURE 89 - PRE-CHECK FILTER
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8. PHASE 2 — MIGRATION PREPARATION

The completion of the Discovery Phase is an important milestone and provides the essential
information necessary to help create a more detailed migration plan. Here are some of the key
considerations when planning a migration.

e Performing pilot/smaller scale migrations to validate migration configuration and
understand performance to help identify any changes that may be required in the
environment, including adding additional CPS servers.

e Understanding business priorities and data volumes to help determine the order of the
migration.

e [nitiate User Acceptance Testing (UAT) planning.

Delta Migration

If the source system is still active, then after an initial migration, customers may execute a ‘top
up’ or otherwise known as a ‘delta migration’. In this way, the bulk of the data is migrated, and
the delta migration allows any subsequent updates that occurred on the source to also be
migrated. Note that in such cases, the target is overwritten so it’s important for users to
understand this and only make and changes to documents in the source platform. For more
information on Delta Migrations see Delta Migrations.

Content Type Planning
Creating new Target Content Types

There may be source content types that have no current equivilent in the target and so
decisions need to be made as to whether they should be mapped to an existing target content
type or whether a new content type is created in the target.

Once these content types are created in the target then they can be mapped to using the
Content Type Mapping feature.

Mapping several source Content Types to single Target Content Type

In some migrations, customers may wish to simplify the existing content types and so map
several different content types in a source to a single content type in the target.

Separating single content type into many target content types

There can be scenarios were a single source content type needs to be separated out into more
than one target content type. CPS allows the creation of ‘Custom Content Type’ and allows the
user to define criteria using the metadata of the item to identify them as a particular content
type which can then be mapped to a suitable target content type. See Custom Classification for
more details.

Sign off on metadata mapping
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It’s essential that all source fields are understood for all contents types so that metadata
mapping is correctly configured and signed off to move the data to the target.

Structure Mapping

Each of the existing source locations needs to be reviewed and as applicable, the target location
for these needs to be determined as part of this planning process. See Structure mapping for
more details.

When designing target layout be aware of the limitations in SharePoint that may create
performance issues. See also

https://support.microsoft.com/en-us/topic/cf37b449-a2a7-4ef9-9f4d-aab826db5b30 -
Understanding and managing large lists.

https://docs.microsoft.com/en-us/office365/servicedescriptions/sharepoint-online-service-
description/sharepoint-online-limits for more information on SharePoint Online limits.

Security

The security mapping will export lists of users, groups and permissions that may need to be
mapped. See Error! Reference source not found. for more details.

Decision on what User in the target system should items be associated with if the source user is
not in the target system e.g. Leavers

It is strongly recommended to review/simplify permissions as part of the migration. For
example, putting permissions on the SharePoint Libraries and Folders rather than at an
individual item level due to SharePoint limitations as SharePoint only allows 50,000 unique
permissions in a single library.

Shortcut Links/Embedded Links processing

Decision on whether to migrate shortcut links from source to target. Note Shortcut Link
migration occurs after all source items are migrated and is a much slower process.

Decision to convert links embedded within documents to resolve to new locations. This will
8.1also significantly impact migration performance. Note: Password protected/encrypted items
cannot be processed.

Structure mapping

Structure Mapping is used to define where the source folders/containers are migrated to in the
target. The location details in the Target Connection are combined with the information here
to allow the full location to be determined. It is is one of the key elements within the Migration
Preparation phase following on from successful Discovery and detailed planning.

It's important to bring this information and an understanding of the target and requirements of
the business and end users to create a set of rules, to ensure data is migrated to the correct
target location.


https://support.microsoft.com/en-us/topic/cf37b449-a2a7-4ef9-9f4d-aab826db5b30
https://docs.microsoft.com/en-us/office365/servicedescriptions/sharepoint-online-service-description/sharepoint-online-limits
https://docs.microsoft.com/en-us/office365/servicedescriptions/sharepoint-online-service-description/sharepoint-online-limits
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Migration Preparation

Structure Mapping
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Recreate using Source Hierarchy o Restructure using Folders/Containers ® Restructure using Iltem Metadata O
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FIGURE 90 - PHASE TWO — STRUCTURE MAPPING OPTIONS

There are three structure mapping options that may be available depending upon the exact
target location specified.

e Recreate using Source Hierarchy

This will create the source folders below the specified target location in the migration job.
This option is only available when the target location is a Document Library or Folder, and
the source location is also a folder.

e Restructure using Folders/Containers

This feature allows folders to be reorganized during the migration by ‘mapping’ source
containers to target containers. The assignment between source and target containers is
done using a .CSV file which can be downloaded and then imported after editing.

e Restructure using Item Metadata

Metadata structure mapping is a feature whereby the target location for items is based
upon customer written rules that use source item metadata properties. The assignment
between source item metadata and target folders is done using a .CSV file which can be
downloaded and then imported after editing.

NOTE: To update any structure mapping entries, it’s necessary to first delete the existing
structure mapping before then importing new mappings.

Once any items have been processed in the Migration phase then it’s not possible to alter
the structure mapping. To alter the mapping, it’s necessary to use the Undo option which
will first delete any migrated items and provides the option to undo the current structure

mapping.

8.1.1 Recreate using Source Hierarchy

Selecting this option will create a folder hierarchy in the target by creating the existing source
folder/container hierarchy beneath the location specified in the Target.

The existing hierarchy in the source will be used in the target.
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This option is only available if a Document Library or folder has been selected in the target
connection since then no additional information is required to migrate the existing source
hierarchy into these.

Migration Preparation

Structure Mapping

ore @

Recreate using Source Hierarchy ) Restructure using Folders/Containers (0] Restructure using Item Metadata ®

e
[+
o

FIGURE 91 - RECREATE USING SOURCE HIERARCHY

Merge into Existing Folder Option

Recreate structure mapping has the Merge into Existing folder option. By default, items will be
migrated into the folder specified in the target. If unselected, then the final folder path
specified in the source of the items will be used to first create a ‘root/parent’ folder beneath
which the items will then be migrated. See TargetRootSetting

8.1.2 Restructure using Folders/Containers

Using this feature the customer can create a table called a ‘Structure Mapping’ which lists
source folder/containers and specifies where they should be placed in the target. When an
entry is specified, all its children will also be moved beneath it, so it’s not necessary to specify
all source folders.

Migration Preparation

Structure Mapping

ore &

Recreate using Source Hierarchy O Restructure using Folders/Containers O Restructure using Item Metadata ®

fe
[+
&

FIGURE 92 - RESTRUCTURE USING FOLDERS/CONTAINERS

In summary the process is to download source system structure information into a .CSV file.
Edit this to add suitable target details and then upload the .CSV file.

Select the download = icon to start Structure mapping. The .CSV file to be used to populate
structure mapping will be populated list of folders from the source. When the download option
is selected, the user is prompted for the folder path depth. This is the number of folders ‘down’
that it should export. Note the value is relative to the source path specified.
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Generate template
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FIGURE 93 - POPUP TO SELECT LEVEL TO GENERATE STRUCTURE MAPPING TEMPLATE

Example Source Folder Hierarchy

Documents\Engineering\Project Diamond

Documents\Engineering\Project Diamond\Documentation
Documents\Engineering\Project Diamond\Beta Programme
Documents\Engineering\Project Diamond\Beta Programme\Internal
Documents\Engineering\Project Diamond\Beta Programme\SE Community
Documents\Engineering\Project Diamond\Beta Programme\External

Specify a folder depth of three would populate the CSV with unique folders that are 3 levels
deep.

Folder Depth of 3

Documents\Engineering\Project Diamond

Folder Depth of 4

Documents\Engineering\Project Diamond
Documents\Engineering\Project Diamond\Documentation
Documents\Engineering\Project Diamond\Beta Programme

SharePoint Structure Basics

This section describes the basic principles of structures in SharePoint and may be helpful if the
user is not very familiar with SharePoint.

The structure to locate any item in SharePoint is defined by 3 elements

SiteCollection
Document Library
Folder

Items can be stored at the Document Library level (i.e. the root) or within a Folder or Subfolder.



V) proventeq

To migrate into SharePoint the SiteCollection, Document Library and Folder needs to be known.
Depending upon the information specified in the Migration Job, all of this information may have
been specified, if not, then the omitted fields need to be specified in Structure Mapping to
allow these items to be migrated successfully.

Structure Mapping Basics
Source related fields in Structure Mapping (SourcePathID and SourcePath)

Depending upon the source. Structure mapping will either require the SourcePath or
SourcePathlID to be specified to identify the source location to be mapped depending upon the
source. These columns will be populated automatically when the structure mapping template
is downloaded.

Target fields in Structure Mapping

The information that’s mandatory in structure mapping depends upon the full target path
specified when the migration job was created. e.g. If a Site Collection was specified as the
target location in the Migration Job, then TargetSubSite, TargetLibrary are required and
TargetFolder is optional. (The folder names in the target will come from the source).

SourcePathld SourcePath TargetSiteCollection  TargetSubSite Targetlibrary TargetFolder TargetRootSetting
2 E:\FileSystem Test Data\Insurance / Insurance / Create
3 E:\FileSystem Test Data\Insurance\Health Insurance / Insurance Health Create
4 E:\FileSystem Test Data\Insurance\Car Insurance / Insurance Car Create
5 E:\FileSystem Test Data\Insurance\Travel Insurance / Insurance Travel Create
6 E:\FileSystem Test Data\Insurance\Health Insurance\Claims Subsite Claims Health/Claims Docs  Create
7 E:\FileSystem Test Data\Insurance\Car Insurance\Claims / Claims Car/Claims Docs Create
8 E:\FileSystem Test Data\Insurance\Travel Insurance\Claims / Claims Travel/Calims Docs ~ Create
9 E:\FileSystem Test Data\Insurance\Insurance Archive Archive Archive Archive Docs Merge
10 E:\FileSystem Test Data\Insurance\Others Archive Archive / Create

FIGURE 94 - EXAMPLE STRUCTURE MAPPING FROM FILE SHARE
Details of each column is as follows
TargetSiteCollection

This is the Full URL of the Target Site collection. This is a URL that is required when -
e Target path is to tenant level.
e To migrate to a Site Collection other than what’s specified in target path.

TargetSubSite

Specify / to migrate to root, otherwise the name of the SubSite. If the SubSite does not exist, it
will be created using the Team Site template.

TargetLibrary

If migrating to an existing library, the value needs to be the ‘internal name’ of the target library
NOT the display name e.g. Shared Documents (Internal name) instead of Documents (Display
Name).

NOTE: values are case sensitive so specify the internal name exactly. If the specified library
does not exist, it will be created.
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TargetFolder

Specify / to migrate to the root folder or else specify name of folder which will be created if it
does not exist. Any value specified will overwrite the target folder.

TargetRootSetting

If TargetRootSetting field is blank or set to CREATE, the final folder path in the source path will
be used to create a parent root folder in the target underneath which the data is migrated. A
value of MERGE can be specified and in that scenario no root path is created, and the data is
migrated directly into the target folder.

Adding comments to structure mappings

To make structure mappings easier to document and understand comment lines can be
inserted into the structure mapping file. Any line that begins with a # or ! character will be
treated as a comment and will be ignored during the structure mapping import and not appear
in the client UI.

Structure Mapping Examples
Completing Structure Mapping for File Share

Example using SourcePath

SourcePathld SourcePath TargetSiteCollection TargetSubSite Targetlibrary TargetFolder TargetRootSetting

2 E:\FileSystem Test Data\Insurance / Insurance / Create
3 E:\FileSystem Test Data\Insurance\Health Insurance / Insurance Health Create
4 E:\FileSystem Test Data\Insurance\Car Insurance / Insurance Car Create
5 E:\FileSystem Test Data\Insurance\Travel Insurance / Insurance Travel Create
6 E:\FileSystem Test Data\Insurance\Health Insurance\Claims SubSite Claims Health/Claims Docs  Create
7 E:\FileSystem Test Data\Insurance\Car Insurance\Claims / Claims Car/Claims Docs Create
8 E:\FileSystem Test Data\Insurance\Travel Insurance\Claims / Claims Travel/Calims Docs  Create
9 E:\FileSystem Test Data\Insurance\Insurance Archive Archive Archive Archive Docs Merge
10 E:\FileSystem Test Data\Insurance\Others Archive Archive / Create

FIGURE 95 - EXAMPLE STRUCTURE MAPPING FROM FILE SHARE

To understand how structure mapping behave based on above Example, read below
explanation.

In this example, Assume that the SiteCollection has been specified as AcmeSure in the Target
Connection in the Migration Job. This means it is not required in the structure mapping. This is
a FileShare migration and so the SourcePath field is used to specify the source path. By using
the download structure mapping template feature the SourcePath will be prepopulated.

In above example Row 1 has following values

e TargetSubSite is set to / since not migrating to a Subsite

e TargetlLibrary contains name of Document Library Insurance

e TargetFolder is set to / to migrate to the root of the Insurance Document Library

e TargetRootSetting is set to Create. This means the last folder Path in SourcePath will be
created as a root.
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Result: As per this configuration, Items in “E:\File System Test Data\Insurance” are migrated to
“AcmeSure\Insurance\lnsurance\”

In above example Row 2 has TargetFolder is specified so items from Health Insurance folder in
the Source are migrated to Health folder with the Insurance DocumentLibrary.

Result: As per this configuration, Items in “E:\File System Test Data\Insurance\Health
Insurance” are migrated to “AcmeSure\Insurance\Health\Health Insurance”

Now let’s see how the Create TargetRootSetting means that the “Health Insurance” folder is
created below the Health Target Folder.

In above example Row 9 has Example using MERGE

e TargetSubSite is set to Archive so migration is to SubSite called Archive which will be
created if it does not exist.

e Targetlibrary contains name of Document Library Archive

e TargetFolder is set to Archive Docs to migrate to the Archive Docs folder (which will be
created within the Archive Sub Site if it doesn’t exist)

e TargetRootSetting is set to Merge. This means items in the root of the source folder will
be migrated into the root of the target.

Result: As per this configuration, “E:\File System Test Data\Insurance\Insurance Archive” are
migrated to “AcmeSure\Archive\Archive\Archive Docs”

NOTE: Because TargetRootSetting is set to Merge, “Insurance Archive” is not in the target
path. If it was set to Create, items would be migrated E:\File System Test
Data\Insurance\lnsurance Archive migrated to AcmeSure\Archive\Archive\Archive
Docs\Insurance Archive

Below is an example where the Target connection is at the Tenant level and no specific Site
Collection is specified so the TargetSiteCollection is mandatory as it specifies the Site Collection
the items should be migrated to.

= 5 < o = T S
SourcePat SourcePath TargetSiteCollection TargetSubSite Targetlibrary TargetFolder TargetRootSetting
FileSystem\Test Data\Insurance https://demo.sharepoint.com/sites/Insurance / Insurance / Merge
FileSystem\Test Data\Insurance\Health Insurance https://demo.sharepoint.com/sites/Health Insurance / Insurance Health Create
FileSystem\Test Data\Insurance\Car Insurance https://demo.sharepoint.com/sites/Car Insurance / Insurance Car Create
FileSystem\Test Data\Insurance\Travel Insurance https://demo.sharepoint.com/sites/Travel Insurance / Insurance Travel Create
FileSystem\Test Data\Insurance\Health Insurance\Claims https://demo.sharepoint.com/sites/Health Insurance Claims Claims Health/Claims Docs Create
FileSystem\Test Data\Insurance\Car Insurance\Claims https://demo.sharepoint.com/sites/Car Insurance / Claims Car/Claims Docs Create
FileSystem\Test Data\Insurance\Travel Insurance\Claims https://demo.sharepoint.com/sites/Insurance Claims Claims Travel/Calims Docs  Create
FileSystem\Test Data\Insurance\Insurance Archive https://demo.sharepoint.com/sites/Insurance Archive Archive Archive Docs Merge
FileSystem\Test Data\Insurance\Others https://demo.sharepoint.com/sites/Insurance Archive Archive / Create

FIGURE 96 - EXAMPLE STRUCTURE MAPPING FOR FILESHARE WHEN CONNECTING TO TENANT
Example using SourcePathID
For migrations other than ShareFile and File Share, structure mapping entries require that the

SourcePathlD is used to identify the target path. By using the download structure mapping
template feature the SourcePathID will be prepopulated.
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SourcePathid SourcePath TargetSiteCollection TargetSubSite Targetlibrary TargetFolder TargetRootSetting
D3FCBE579BEC5E526455DB6EGDE2B6CD / Insurance / Create
0SAF79670945F0E3AL1224ABE7238EACSE / Insurance Health Create
EOBAS0466FCC529D8CC6ABFF3D6E4FIB2 / Insurance Car Create
60BASB81972624E46C48BB6C567F1184 / Insurance Travel Create
87FF02A6CTF26144B5763E476923269F SubSite Claims Health/Claims Docs Create
656458C6194DDC87C1F2A6FSA6DF3496 / Claims Car/Claims Docs Create
|CEC49075030181E34FE0056AA8FC3C58 / Claims Travel/Calims Docs  Create
783C72F45664A9A07E85FEDC628669ES Archive Archive Archive Docs Merge
4FC73A3D3FAASA468FO5F515D17325CD Archive Archive / Create
FIGURE 97 - EXAMPLE STRUCTURE MAPPING USING SOURCEPATHID
SourcePathld SourcePathType SourcePath TargetSiteCollection TargetSubSite Targetlibrary TargetFolder TargetRootSetting
090007c280004646 https://demo.sharepoint.com/sites/Insurance / Insurance / Merge
090007¢c280004b17 https://demo.sharepoint.com/sites/Health Insurance / Insurance Health Create
090007¢280004b6¢ https://demo.sharepoint.com/sites/Car Insurance / Insurance Car Create
090007¢280005135 https://demo.sharepoint.com/sites/Travel Insurance / Insurance Travel Create
090007¢280004604 https://demo.sharepoint.com/sites/Health Insurance Claims Claims Health/Claims Docs Create
090007¢280004604 https://demo.sharepoint.com/sites/Car Insurance / Claims Car/Claims Docs Create
090007¢280004604 https://demo.sharepoint.com/sites/Insurance Claims Claims Travel/Calims Docs Create
090007c280004b1c https://demo.sharepoint.com/sites/Insurance Archive Archive Archive Docs Merge
090007¢280004b19 https://demo.sharepoint.com/sites/Insurance Archive Archive / Create

FIGURE 98 - EXAMPLE STRUCTURE MAPPING USING SOURCEPATHID WHEN CONNECTING TO TENANT

Completing Structure Mapping for BOX

SourcePathld SourcePath TargetSiteCollection TargetSubSite Targetlibrary TargetFolder TargetRootSetting
P-258 AD1013.8 - Administration - Events https://app.box.com/6144634745 / / TTTesting/Folder 1 Merge
P-266 AD1013.8 - Administration - Events/Documents https://app.box.com/6144634745 / / TTTesting/Folder 2 Create
P-265 AD1013.8 - Administration - Events/Emails https://app.box.com/22209797698 / / TTTesting/Folder 4/A/B Merge
AD1013.8 - Administration - Events/Documents/ 29 July 2008.pdf https://app.box.com/22209797698 / / MergeAllContentsDocuments Create
AD1013.8 - Administration - Events/Documents/Other speakers.doc https://app.box.com/22209797698 / / TTTesting/Folder 1 Create
AD1013.8 - Administration - Events/Documents/ station.pdf https://app.box.com/6144634745 / / TTTesting/Folder 4/A/B Create
AD1013.8 - Administration - Events/Emails/ To Do List .msg https://app.box.com/22209797698 / / TTTesting/Folder 2 Create
AD1013.8 - Administration - Events/Emails/FW: Christmas Cards.msg https://app.box.com/6144634745 / / TTTesting/Folder 1 Create
AD1013.8 - Administration - Events/Emails/FW: eCard from .msg  https://app.box.com/22209797698 / / TTTesting/Folder 4/A/B Create

FIGURE 99 - EXAMPLE STRUCTURE MAPPING FOR BOX TARGET

Structure Mapping Field Description

TargetSiteCollection

A combination of box domain and userld

TargetSubSite Specify /

TargetLibrary Specify /

TargetFolder The hierarchy and the user
TargetRootSetting Required if wanted to use MERGE setting.

For files don't specify any SourcePathld (Groupld).

Structure Mapping example files are in C:\Program Files\Proventeq\Proventeq Content
Suite\SampleFiles

Completing Structure Mapping for OneDrive

When migrating to OneDrive, there needs to be a structure mapping entry for each user. The
TargetSiteCollection URL is usually of the form https://<tenant name>-
my.sharepoint.com/personal/<user principal name>

CPS User Guide
Copyright @ 2026 Proventeq Ltd
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SourcePathld SourcePath TargetSiteCollection TargetSubSite Targetlibrary TargetFolder TargetRootSetting
-1 Personal Folders https://acmecorp-my.sharepoint.com, / Documents  / MERGE
foh9ebSc-514c-4946-a18d-a212f2ada3d9  Personal Folders/Percy Shelley https://acmecorp-my.sharepoint.com/personal/percy Shelley acmecorp com / Documents  / MERGE |

FIGURE 100 - EXAMPLE STRUCTURE MAPPING TO ONEDRIVE

8.1.3 Restructure using Item Metadata

This feature allows the target location for items to be based upon rules which use source item
metadata properties. For example, documents should go to a folder called ‘Financial Records’ if
the value of a Department property = ‘Financial’. In the examples discussed below, only the
Target Folder is being assigned for the item, but just like normal structure mapping, the
mapping can define Site Collection, Library and Folder within the target.

Migration Preparation

Structure Mapping

nore &

Recreate using Source Hierarchy O Restructure using Folders/Containers 0] Restructure using Item Metadata ®

FIGURE 101 - RESTRUCUTURE USING ITEM METADATA

NOTE: The Pseudo code examples below are not how the rules are structured but serve to
explain the capabilities that this feature can provide.

Example 1:

IF Department=" Finance” AND CustomerType="Top50"”
THEN
Target Folder="Large Accounts Finance Data”

Example 2:

Target Folder="All Non Financials” ; (You can define a ‘catch all’ target folder)
IF Department="Finance” AND CustomerType="Top50”
THEN

Target Folder="Finance Large Accounts”
ELSE

IF Department="Finance”
THEN

Target Folder="Finance Small Accounts”

ENDIF

ENDIF
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NOTE: When using this feature, it’s essential to take a two phase approach to the migration.
When in the migration phase, first execute up to Step 3-Transform ONLY. This will
generate the necessary information about the location items will be migrated to. After this
has been executed for all items, then Step 4 — Load can be executed.

Configuration Steps for Restructuring using Item Metadata

Metadata structure mapping works by defining a ‘Target Assignment Expression’ whose
resulting output is examined for a match in the structure mapping table to determine the target
to assign the item to.

Configuration Steps:

1. Specify Target Assignment Expression
2. Populate the structure mapping table with values to compare with the output from step
1 and the target location.

The process to configure it will be explained by the example below.
Stepl: Defining Target assignment expression

Scenario: Assign items to Target based upon the value of source metadata field
‘ItemDepartment’. The name of source metadata fields that can be used are visible in
Populating Target metadata field form.

Example Target Assignment Expression

Department="{ltemDepartment}’

Example Source Item Metadata

m ItemDepartment Result from Expression Evaluation

1 HR Department =’HR’
Finance Department ='Finance’
3 Security Department =’Security’

Example Structure Mappings

Department =’HR’ HR Items
Department ='Finance’ Finance Items

When Item No. 1 is processed, during the Transform step, the Target Assignment Expression is
read, the value from the metadata field /temDepartment is retrieved and replaces the field
name in the expression to generate the result, Department="HR’ This is then used to scan for a
matching entry in the structure mappings table and a row with the matching value is found so
the TargetPath is read and that item is assigned with a TargetPath of “HR Items”.
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Similarly for Item No. 2,the result is Department="Finance’ and the item is assigned to “Finance
ltems”.

Iltem 3 would generate a result of Department="Security’ but wouldn’t find a match in the
structure mapping table and so the item would fail to be migrated because no target would be
assigned.

In Target Assignment Expressions, the variable name shown in this example ‘Department’ can a
be any string, what’s essential is that the output from the expression is in the structure
mapping table.

NOTE: You cannot use comparators like “<>” nor Boolean operations like “OR” etc. in these
Expressions. In these examples comparators = and Booleans like AND are just text to make
the expression human readable. It’s not the case that they’re used during expression
evaluation. Target Folders Assignment expressions are simply processed by replacing field
labels with actual metadata values and the output value used to find exact matching entry
in structure mapping.

Advanced Target Assignment Expressions
Target Assignment expressions support have additional capabilities.

In this second example Finance ltems related to Top50 customers goes to Finance Large
Accounts, otherwise Finance Items go to Finance Small Accounts. All other items will go to the
“All Non Financials” folder.

In the example expression below, the first criteria is based upon two fields and then a second
separate criteria is specified after the semi-colon.

Department="{ltemDepartment} AND CustomerType="{ltemCustomer}’ ;
Department="{ltemDepartment}’

Example Source Item Metadata

m ItemDepartment CustomerType Output from Expression

Department ="HR’

Fmance Top 50 Department ='Finance’ AND
CustomerType="Top
50’;Department='Finance’

3 Security Department ='Security’
4 Finance Department ="Finance’ AND
CustomerType="";Department="'Finance’

Example Structure Mappings

Department =’HR’ HR Items
Department ='Finance’ AND Finance Large Accounts
CustomerType="Top 50’
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Department ="Finance’ Finance Small Accounts

When Item 2 is processed the expression is evaluated and the first element of the output
“Department ="Finance’ AND CustomerType="Top 50’” is used to lookup on Structure Mapping
and so assigns item to TargetPath ‘Finance Large Accounts’.

For item 4, the Customer Type is empty so the output from first expression is Department
='Finance’ AND CustomerType=""which has no matching entry in structure mapping so the next
element of the output Department='Finance’ is used for structure mapping lookup and so
items are assigned to the TargetPath of Finance Small Account.

Target Assignment Expression order

It’s essential to understand that expressions are processed from left to right, so in the above
example the more ‘specific’ criteria is evaluated first. Only if an item doesn’t meet the first
criteria for ‘Department AND CustomerType’, is it then evaluated based on Department only.

Example of two expressions in the WRONG order.

Department="{ltemDepartment}’ ; Department="{ItemDepartment} AND
CustomerType="{ltemCustomer}’

This is evaluated as:

Department="Finance’ and then

Department="Finance’ AND CustomerType="Top50’
In this example every ‘Finance’ record would always meet the first criteria since it’s broader,
even though the more specific second rule is what is intended for some items.

Default Target Assignment

When using criteria to assign folders it’s possible that some folders may not match any of the
criteria specified. To cover this scenario, a ‘Default’ folder can be assigned to such items. If no
‘Default’ folder is configured, then these items will not be migrated.

Scenario: Items which don’t match any specific values in the structure mapping table should be
assigned a specific target location

Effectively this is just a case of creating criteria that is evaluated last of all and will always have
a matching entry in the structure mapping table.

Department="{ltemDepartment}’ AND Customer="{IltemCustomer} ;
Department="{ltemDepartment}’;Default

Example Source item metadata

m ItemDepartment Result of Evaluation

1 HR Department ="HR’
2 Finance Department ='Finance’
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3 Security Department ='Security’
In the structure mapping specify in the field SourcePath an entry for Default and a target value.

Example Structure Mappings

Target Folder

Department =’HR’ HR Items
Department ="Finance’ Finance Items
Default All Non Financials

In this example, when an item that’s not in ‘HR’ or ‘Finance’ is processed the last entry is
processed which is simple the string value of ‘Default’. This ‘result’ is used to scan the structure
mapping table and finds a matching entry and assigns the item to that target folder specified. It
will always find a match on ‘Default’ so items from the ‘Security’ department will be assigned to
a target folder of “All non Financials”

Example Metadata_Expressions_Structure_Mapping.csv

SourcePathld SourcePath TargetSiteCollection TargetSubSite Targetlibrary TargetFolder TargetRootSetting
DEFAULT / Insurance / Create
Matter="Insurance’ AND SubMatter="Car insurance' / Insurance Car Insurance Create
Matter="Insurance' AND SubMatter='Car insurance Claims' Claims Insurance Car Insurance/Claims Create
Matter="Insurance' AND SubMatter="Home Insurance' / Insurance Home Insurance Create
Matter="Insurance’ AND SubMatter='Property Insurance' / Insurance Property Insurance  Create
Matter="Insurance' AND SubMatter="Marine Insurance’ / Insurance Marine Insurance Create
Matter="Insurance' AND SubMatter="Fire Insurance' / Insurance Fire Insurance Create
Matter="Insurance’ AND SubMatter="Claims' Claims Insurance Claims / Merge

FIGURE 102 - EXAMPLE ITEM METADATA STRUCTURE MAPPING

Metadata Structure Mapping Configuration Steps

These are the steps to follow to configure Metadata Structure Mapping.
1. Specify Target Assignment Expression

Select the & option on the Restructure using Item Metadata

Settings

Metadata Expression Match Format ‘

FIGURE 103 - ENTER ITEM METADATA STRUCTURE MAPPING

Enter the expression as required. e.g.

Department="{IltemDepartment} AND CustomerType="{IltemCustomer}’ ;
Department="{IltemDepartment}’;Default

Once the above file is changed it’s essential for the CPS application is restarted.

2. Download Template
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Migration Preparation

Structure Mapping

ore &

Recreate using Source Hierarchy o Restructure using Folders/Containers O Restructure using Item Metadata @®

define rules using source item metadata to map

2] 5

FIGURE 104 - DOWNLOADING TEMPLATE FOR ITEM META RESTRUCTURING

Select the Restructure using Item metadata and select the < icon to download the template
to use.

In the template the evaluated expression result should be placed in the SourcePath column. All
other target related columns should be completed as required. See 8.1.2 Restructure using
Folders/Containers for more information.

Once the structure mapping file is complete, select the Import icon to import the file. The
contents of the structure mapping will be displayed.

g2 Mapping Content Types

For details on what are content types, what is content type mapping see 4.2Migration Terms
and Concepts.

Until a Source Content Type is mapped, items of that type cannot be migrated. Automatic
content type mapping will occur for ‘well known’ content types.

In this example there is an unmapped Content Type in the Source named ‘File’. So, we are
going to map ‘File’ to a Content Type of ‘Document’ in the Target.

Steps

e C(lick on Content & Metadata Mapping. The left pane shows Unmapped Content Types
for the source, the right pane shows Mapped Content Types.

Migration Preparation

Content & Metadata Mapping

Unmapped Content Types Mapped Content Types

Mapping Details 2 o

n

Souwrce Content Types Target Content Types

4]

FIGURE 105 - MAPPING SOURCE TO TARGET CONTENT TYPE
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e Click on ‘File’ and click on ‘Document’ in the Target and select the Map button. The
entry File>Document will appear in the Mapped Content Types table. The exact details
of how metadata fields are moved between these mapped content types can be

reviewed and edited by selecting the 7 jcon to display the Target Metadata Mapping.

Reviewing default content type mappings

CPS has an automatic content type mapping feature, but these should still be reviewed
carefully because, even if a source content type is mapped, that doesn’t mean every attribute
on that type is assigned to a target field.

Target Metadata Mapping

Target metadata mapping is the process of defining for each target content type, how its
metadata fields are populated. In many cases a field may be populated with the relevant
metadata field from the source item, but this feature provides the opportunity to alter the data
during the migration if required.

Some customers take the opportunity to simplify their data and reduce the number of content
types and/or content of fields during migrations.

A target content type may differ from the source content type in several ways:

e Number of metadata fields
e Valid field values
e Mandatory v Optional

CPS provides a rich set of capabilities to smoothly migrate metadata in such cases.

Select the appropriate Content Type mapping from the Mapped Content Types to configure
mapping.

Mapping Details 0 0
Folder » Folder Vi b
File » Folder # x

FIGURE 106 - MAPPED CONTENT TYPES LIST
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Metadata mappings for File > Document
tartt of . ore &

Target Metadata Parameter Metadata Parameter Type

I'd [ ]
tl 7’ [ ]
eated 7’ [ ]
A Dat 7 [}

4 L]

B I s [ ]

€ Back

FIGURE 107 - CONFIGURING POPULATION OF TARGET METADATA

Metadata mapping configuration displays a table of target fields. For each field, the Mapping
type displays the method used to populate the field (i.e. Metadata, Constant or Function) and
the Source Metadata contain information on where the value comes from (either source field

name, a constant/fixed value or name of function as appliable). Use ¥ to add new mapping to
a target metadata property or # to edit existing mapping.

For each Target Metadata field, there are 3 different methods which can be used to populate it.

e Source Metadata - The target field is populated using the value from a specified source
metadata field.
e Constant - The target field is populated with a specified fixed value.

Function - The target field is populated using the output of a function or PowerShell script.
Both of which may use source properties or other values to help generate the value to populate
the target field. For example, populate the target by prefixing a string to the content in source
field ‘RoomlID’. For the full list of functions available See A full list of all the functions can be
found here Built-in functions

Please note that the Default Library column must be mapped explicitly in the CPS tool. If
these fields are not mapped, the values will not be set during migration, as the Migration
APl is an overwrite APl and replaces existing values.

Term stores

The setting of term store fields is supported, if multiple values need to be assigned they should
be separates using ;# e.g. Term store 1;# Term store 2.

Hidden SPO fields

When migrating to SPO by default, all fields are shown, irrespective of their hidden status.
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To alter this so that hidden fields are not displayed in metadata mapping, alter the CPS
configuration file, setting the configuration key to True and restarting the CPS client.
<add key="SharePoint.IsDiscoverHiddenMetaFields" value="True" />

Sensitivity Labels

If setting nested sensitivity labels on items, they should be of the format:-
Test Auto Labelling Parent \ Copy Restriction

More details can be found here https://learn.microsoft.com/en-us/information-
protection/develop/concept-supported-filetypes#file-types-supported-for-protection

Populating Target using Source Metadata

Selecting the Source metadata field will display list of source metadata field available. In this
example below, the target metadata field Created is being populated by the DateCreated
source metadata property.

Populating Target Metadata Field

Target Metadata Created (Created, DateTime |

= Metadata @ # Constant O Z Function O

Ng 1ype Jse content of source V5& Constant value to Use Programming

2id 10 populate target populate funcrion 1o populate

DateCreated

FIGURE 108 - POPULATING TARGET USING SOURCE METADATA

Selecting the Source metadata field will display list of source metadata field available. In this
example above, the target metadata field Created is being populated by the DateCreated
source metadata property.

Populating Target using Constant value

Use this option to specify a Constant(fixed)value for a target metadata field.


https://learn.microsoft.com/en-us/information-protection/develop/concept-supported-filetypes#file-types-supported-for-protection
https://learn.microsoft.com/en-us/information-protection/develop/concept-supported-filetypes#file-types-supported-for-protection
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& Metadata

O Constant

® ¥ Function

FIGURE 109 - POPULATING TARGET USING FIXED/CONSTANT VALUE

Populating Target using Functions

A function can take in one or more parameters and use these to generate a resulting output
which is used to populate a target metadata field. The function can either be a built-in function
or a custom created function using PowerShell.

NOTE: Migration performance may be significantly impacted if using PowerShell functions,
especially if processing .CSV files due to the time take to execute logic for each item. So
script performance should be optimized where possible, especially for larger migrations.

Using built-in functions

Choose the Function option and then the Select option

B Metadata O

# Constant (O

# Function @

FIGURE 110 - POPULATING TARGET USING OUTPUT OF A BUILT-IN FUNCTION

A list of function areas is displayed broken down into the following categories.

Misc,
StringFunctions
Math,

Date & Time
Drupal8

OCR
CustomScripts
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A full list of all the functions can be found here Built-in functions

Expand the relevant category and select the function to use and then press the Select Function
button.

Populating Target Metadata Field

18 type below to De used to populate target field. Learn more L’

Target Metadata FileCheckinComment (FileCheckinComment, -)
= Metadata O &/ Constant O 7. Function @
Mapping Type 1o Use Programming function

to p‘:\pula:e target

Function * SUM Select

Specify details of parameters to be passed to selected function. For each parameter specify if a constant value or a source metadata field
should be used

Parameter Name Parameter Type Source
stringOne Constant V‘ /s
stringTwo Constant v ’ Vd

FIGURE 111 - CONFIGURING PARAMETERS TO PASS TO FUNCTION

Once the function is selected, the next step is to configure how values are passed into that
function. A table is displayed showing each input parameter that the function requires.

The Parameter Type defines how the parameter is populated. This can either be Constant or
Metadata. The source column should either contain the value for the Constant or the source
metadata field name.

Function * Concate Select

Specify details of parameters to be passed to selected function. For each parameter specify if a constant value or a source metadata field
should be used

Parameter Name Parameter Type Source

stringOne Constant v | Migrated from FileShare

stringTwo ‘ Metadata v | Uri v

FIGURE 112 - EXAMPLE OF PARAMETERS PASSED TO FUNCTION
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In this example a target field is being populated using the Concate function to join a fixed string
value and the URI source metadata field.

Editing Built-in functions

All the built-in functions can be edited using the # icon with the exception of those in the Misc
Category.

NOTE: There is only one instance of these functions per server, so editing a function used by
one job may have unintended consequences on other migration jobs.
Math -~
sum '
VIR |
;s W
e / W

FIGURE 113 - SELECTING BUILT-IN FUNCTION TO EDIT

This will display details of the function including the parameters and the PowerShell that
implements the function. Each parameter can be referred to in the script as it’s parameter
name. So for example, a parameter called JobTitle will be accessible in the code as SJobTitle.

Add/Edit Function

Name Type Name Test value

Cancel Save
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FIGURE 114 - ENTERING TEST PARAMETERS TO TEST FUNCTIONS

The built-in SUM function normally adds two values. In the example above, we’ve altered it to
add 3 numbers. The new parameter has been named ‘StringThree’ and is available in the script
as a variable SStringThree.

All the parameters will be listed in the Test Values section where test values can be manually
specified. Use the Test Function option to execute the script using the value parameters
specified to ensure it works as required.

Populating Target using PowerShell

As well as using built-in functions it’s possible to create your own functions. This feature is a
powerful way to populate the contents of target metadata fields as it allows the output of a
customer written PowerShell function to populate a specified metadata field. As with the built-
in functions, a customer defined list of parameters can be specified.

Creating New Function

First, select the field to be populated with the function. On Content Type and Meta data
mapping, select the Z for the Mapped Content Type to be altered.

In the table of target metadata fields, select 4 for the metadata field to be populated with
PowerShell function.

O & Constant O ¥ Function ®

Function * Select

FIGURE 115 - POPULATING TARGET USING A NEW FUNCTION

On Mapping Type screen, Choose Function and then the Select button

On the Programming Functions screen select Create New Function

Programming Functions

Learn more B Create New Function

FIGURE 116 - CREATE NEW FUNCTION OPTION
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Add/Edit Function

an be used to populate fields. Learn more (&

Name * Description

Group *

Custom Scripts

Parameters for this Function '+ Specify test values for parameters below to confirm function behavior is correct
Name Type Name Test value
No Data to Display No Data to Display
Script Function Testing output

Test Function Cancel ‘ m

FIGURE 117 - DETAILS REQUIRED FOR NEW CUSTOM FUNCTION

e Name: Name assigned for new function
e Description: Description of function
e Group: From the drop down, select Custom Scripts

Parameters for this function

Use the © option to specify parameters that the function requires.

Parameters for this Function (+)

Name Type

7 String V|

FIGURE 118 - DEFINING PARAMETERS FOR NEW FUNCTION
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Use ¢ to specify the name and datatype for each function parameter.

[+]

Name Type Name Test value

]
£
Ll

]
3
L

Ll

FIGURE 119 - ENTERING TEST VALUES FOR NEW FUNCTION

As parameters are specified, they will appear on the test parameters area. Use the ¢ option
to enter test values for these parameters to pass to the PowerShell script. Use the Test
Function option to execute the script using the test parameters. The output of which will
appear in the Output window.

Example PowerShell Function

Sage_bracket=Switch(SAge)

{
{S_-le 10} {"Very Young"}
{$ -gt10-andS_-le17} {'Young"}
{$ -ge18-and$_-le 100} {"Adult"}
{S_-gt 100} {"Very old!"}

}

return Sage_bracket +

+Ssurname

The PowerShell script will have access to the passed in parameters So SAge and SSurname are
variables which are available for example to use. It will use the SAge parameter to determine
an ‘Age Bracket’ and concatenate that with the Surname to return this as the return value of
the function which is then used to populate the Target metadata field.

Working Example
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Add/Edit Function

[N ._r_.’.
MvEiretE
15t r
Parameters for this Function o Specify test values for parameters below to confirm function behavior is correct
Name Type Name Test value
Age Iteger v [ ] Age
Sur String ~ 5L
Script Function Testing output
$age_bracketsSwliton|fage
(5. -1e 1 . i Adult-Mahoney
{§_ -gt 12 -and §_ -l¢ ( ¥
{§_ -ge 18 -and §_ <le
(5. -gt 180} {“Very ol
;t:ur‘ﬂ fage_bracket « +§Ernang

Test Function Cancel | | Save

Use Save once the function is completed and then the next step is to configure how values are
passed to the function. The table below will be displayed/

FIGURE 120 - EXAMPLE OF FULLY DEFINED CUSTOM FUNCTION

Use the Parameter Type field to specify whether the parameter should be populated with a
constant value or a source metadata field. Use the # to specify details.

Specify details of parameters to be passed to selected function. For each parameter specify if a constant value or a source metadata field should be
used

Parameter Name Parameter Type Source
Age Constant V\ V
Surname Constant v | /s

FIGURE 121 - CONFIGURING HOW PARAMETERS ARE PASSED TO CUSTOM FUNCTION

When using metadata type mapping, selecting the Source field will display a dropdown list of all
the metadata fields for the relevant source content type.
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Using Document ID Service

If the target SharePoint site has Document ID service feature enabled, then CPS will also allow
you to map Document Id and Document ID URL fields during migration.

To add metadata mapping for Document ID and Document ID URL fields follow the steps given
below:

e Open the content type mapping Settings.

e Select any document content type mapping.

e Select the Document ID Target metadata field and map it to equivalent unique source
metadata field or if none exists, a custom PowerShell function could be written to auto
generate a unique Document ID number.

e Document ID URL (Optional). By default, when a Shortcut Link is migrated, the URL of
the item it points to will be the exact target path the referred to item was/will be
migrated to. That means if the target item is later moved, the Shortcut will no longer
work. If using the SharePoint Document ID service and, specifying this Document ID URL
then this Document ID URL is populated into the Shortcut Link instead of the exact path.
This then means that the Shortcut URL would still function even if the target item the
Shortcut points to is moved.

A Custom Function can be used to generate unique Document Id URL for each document by
adhering to below SharePoint Document ID URL format.

http://xxx.sharepoint.com/_layouts/15/DocldRedir.aspx?ID=<DocID>,<DoclID>

Where <DoclID> is the name of the target metadata field storing the Document ID configured in
steps above.

Custom Classification

Custom classification is a powerful feature to allow specific items to be assigned to a Target
Content Type independent of what their source content type is. Customer defined criteria can
be specified to identify such items. For example, a ‘HR Items’ custom classification can be
defined as any source items that have 5 digit number in the Name metadata field. Just like
normal content types, these custom classifications then need to be mapped to a suitable target
content type.

Example #1:

Scenario: In a File system migration, most files should be migrated ‘as is’ but for those items
located in a specific folder the filename will contain an employee ID and there is a requirement
for this employee ID to be used to populate a target metadata field for these items.

Solution: In this case, Custom Classification ‘HR Items’ can be created and used to detect these
specific items and mapped to the target content type ‘HR Items’. Afterwards, using the target
metadata mapping feature for the ‘HR Items’ a target metadata field ‘EmployeelD’ can have a

Function associated with it which would execute a customer written PowerShell script to
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process the filename source field parameter passed into it and parse it to return the employee
ID which then populates the EmployeelD field.

In this way then, Custom Classification is being used to select the items which need to have
their metadata properties processed in a different way to other items of the same source
content type.

Example #2:

Documents and Images in ShareFile are saved as Documents, whereas SharePoint Online has a
specific Content Type Image. Simply mapping items of Source content type Documents to
Image target content type would mean images AND documents from ShareFile being migrated
as Documents. Instead, we need a way to identify these images that are currently classified as
Documents in ShareFile and process their metadata properties differently.

As many Custom Classifications can be created as required.
Creating a Custom Classification

In the steps below, a new Custom Classification will be created called ‘Custom Images’ and is
defined by items in the source with file extension of .jpg or .png. This will be named ‘Custom
Images’ and can then be mapped to the SharePoint target content type ‘Image’.

To Add/Edit a Custom Classification select Migration Preparation Phase > Content Type &
Metadata Mapping.

Click (+] next to Custom Classifications to open Add/Edit Custom Classification page

Custom Classifications

FIGURE 122 - CREATING NEW CUSTOM CLASSIFICATION

Custom Classifications can be edited or deleted by clicking on ’ u respectively.

The Add/Edit Custom Classification screen is displayed to define a new Custom Classification.
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Add/Edit Custom Classification

Name Test value

Function Testing output

Evaluate | ‘ Cancel Save

FIGURE 123 - EXAMPLE CUSTOM CLASSIFICATION

Following fields will be displayed on screen

Classification Name: This is the name for this custom classification.

Base Content Type: When creating a classification, select an existing content type to use
as a template for source metadata fields that will be available for mapping to target.
List of Variable available for Scripting: The variables listed will contain relevant source
metadata properties based upon the selected base content type and can be used by the
script. Each will then be available as their name in the script, so Title attribute is stored
in STitle variable for example.

Specify test values: When developing the script, use this to specify test parameter
values to confirm the PowerShell is working as expected.

Script: This is where the PowerShell script should be written. The script should evaluate
the parameters passed to it and should return Strue if the item should be assigned the
associated custom content type, otherwise return Sfalse.

Click Evaluate to run the PowerShell using the test values provided. The output of the script will
appear in the Function Testing output window. Once testing is complete, use Save option to
create the new custom classification.

The Add/Edit Custom Classification script should evaluate to True for custom classification
to work properly. Anything that evaluates to False will skip the added Source classification
settings.
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Following the steps above, the Custom classification ‘Custom Image’ is then available to map to
an appropriate Target Content Type (e.g. Image)

NOTE: It's essential to review the metadata mapping once the custom classification is
mapped to a target content type.

NOTE: Custom classifications will only get executed if they have been mapped to a target
content type.

Custom Classification Execution

The actual execution of these classification scripts will occur when running the Step 2 — Classify
in the Migration Phrase. For each item, each of the script(s) will be executed till one returns a
value of ‘True’. So, for example if there are 3 Custom Classifications, then Step 2: Classify -
Assign Target Content Type will run each script, passing to it the relevant item metadata values
till one of the scripts returns ‘True’ or all scripts have been executed for the item. If none of the
scripts return ‘True’ then the original Source Content Type is assigned to the item.

NOTE: The order in which the classification scripts are executed against each item is
random. That means it’s essential that these scripts do not ‘overlap’ one another i.e. two
scripts could potentially return ‘True’ for the same item. When developing a script to
identify an item if there are other custom classifications, it may be necessary to update
those scripts to ensure that they will exclude such items.

Custom Classification Scripting Objects

The following objects can be used in the PowerShell script to classify items.

e Migrationltem
o Sl -The source representation of the item
= ItemName - The name of the item as shown in the user interface.
= MimeType - The file extension of the item.
= Uri-The logical path of the item.
= AlternateUri - The path to the binary if the item is a file.
= Groupld - The document identifier that is common across all document
versions.
= VersionLabel - The major version.
= SubVersionlLabel - The minor version.
= EntityCategory - O for containers, 1 for files and links.
= EntityType - File, Link or Folder.
= ContentType - The content type classification of the item.
= ItemSize - The size of the content (in bytes).
= Level - The depth of the item in the folder tree.
= HasUniqueSecurity - Whether the item has security, information assigned.
o SIC-The source metadata exposed as an XML string.
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e Log - Alogging object of type log4Net.ILog - this can be used to write messages to the
application log with statement such as SLog.DebugFormat("Doing x for item with path {0}",
SMigrationltem.SI.Uri);

Example Classification Scripts

Classifies Media files based upon Sresult = SFALSE
Video or Audio content type If (Smigrationltem.Sl.ltemName)
{
Sresult =
SMigrationltem.SI.ContentType -eq 'Video' -or
SMigrationltem.SI.ContentType -eq 'Audio’

}

e Sresult

Sresult = SFALSE

Classifies Image items based upon . .
If (SMigrationltem.Sl.ItemName)

file extensions (png,jpeg,jpg,tiff or

{
bmp) Sresult =
SMigrationltem.Sl.ItemName.Contains(".png") -or
SMigrationltem.Sl.ItemName.Contains(".jpeg") -or
SMigrationltem.Sl.ItemName.Contains(".jpg") -or
SMigrationltem.Sl.ItemName.Contains(" tiff") -or
SMigrationltem.Sl.ltemName.Contains(".bmp")
}
Sresult
Classifies items based upon size and  Sresult = SFALSE
example of using Logging. if (SMigrationltem.Sl.ItemName)
{

if (SMigrationltem.SI.ContentType -eq 'File')
{
if (SMigrationltem.Sl.ItemSize -gt 1048576 )
{
SLog.DebugFormat("Large Item sized {1} for item {0}",
SMigrationltem.SI.Uri,SMigrationltem.Sl.ItemSize)
Sresult = Strue

}

Else

{
SLog.DebugFormat("Small Item sized {1} for item {0}",

SMigrationltem.SI.Uri,SMigrationltem.SI.ltemSize)
}
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Sresult

Classifies all files to a single content ($Migrationltem.SI.EntityCategory -eq 1)

type {
return Strue;
1
else
{
return Sfalse;
1

Security Entities: User, Group, Permissions

Items in a source will have some kind of user or permission information associated with them

8.3and the security mapping feature can be used to help transfer this information into the target if
necessary. For example, the Created By of a document in the source may be a name of a user
but in the target, this needs to be in an email address format.

Security Mapping uses a table of source values which is edited to associate these entries with a
new target value. This is typically achieved by editing a .CSV file which can be exported and
imported into the client.

Security mapping is required because such information stored on the source may not be
directly transferred ‘as is’ because it may not be compatible with the requirements of the target
platform. For example, a document author may be a simple text string in the source but must
be an email address in the target.

User and Group mapping is mandatory step, it allows the conversion of User and Group data to
something suitable in the target system so that if User “ShelleyP” or Group ‘Senior Leadership’
appears on the source item then replace this with a suitable user or group as specified in the
mapping e.g. Percy.Shelley@acme.com. The result of the mapping will affect the
CreatedBy/ModifiedBy fields in the target. Any user or groups not mapped will cause the
relevant items to fail migration unless the ‘Default’ feature is used, see below for more details.

Permission mapping is an optional step. It's the process of mapping a type of access right on
the source to a suitable access right on the target. For example, a user may have read access on
a folder in the source and this needs to be mapped to the equivalent Read access in the target.
This information is used with the user/group mapping so that User “ShelleyP” who has “Read”
access on the source is represented as Percy.Shelley@acme.com with “Read” access for the
migrated item.

NOTE: If no permission mapping is specified then no specific permissions are applied to
migrated items, and so they would inherit their access permissions from the target.

For each of the entities, there is the option to download the relevant data to .CSV file were it
should then be modified (preferably in Excel) to add mapping information and then the
updated file can be imported back into CPS.


mailto:Percy.Shelley@acme.com
mailto:Percy.Shelley@acme.com
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NOTE: Permission mapping capabilities are limited when migrating to M-Files or File
System. Contact technical support for more information.

8.3.1 Configuring User/Group Mapping

To Configure User mapping and Group mapping, Download a user mapping template, modify
the CSV file as per the target configuration and import the modified file.

To Download user mapping template, Click on Migration Preparation Phase> Security
Information Mapping and then on the User card, select the Download Template icon.
Downloaded CSV template will be prefilled with the Source group value in Source_Type
column.The CSV file will be populated with user information that may need to be mapped to a
suitable target.

Use M g p secu Learn more
Security Information Type
User Group Permission
User mapping allows you to map individual users that have been Group mapping allows you to map groups that have been granted Permission mapping allows you to specify how to map a specific

granted access on the source system to a suitable account or access on the source system to suitable group or user that exists type of access on the source system into a suitable access
group that exists on the target system on the target system permission on the target

2] = L] &4 5 W i 5 W

FIGURE 124 - DOWNLOADING USER SECURITY INFORMATION

File Home Insert Page Layout Formulas Data Review View Help
[ & cut Calibri 11 vAA | E= E v 25 Wrap Text General
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@Fotmat Painter - — e SR = Merge & Canter €3 A) 2
Clipboard K Font N Alignment K Number
17 v J
| A v B C | D E
1 Mapping_Type Source_Type [Source_Value Target_Type [Target Value
2 user user user @newcorp.com
3 |user user @contoso.com | user @newcorp.com
4

FIGURE 125 - COMPLETED USER MAPPING EXAMPLE

Edit the .CSV file to add a Target type and Target value that exists in the Target. Only the
Target_Type and Target_Value columns need to be edited.

e Target_Type - Defines whether the entry should be mapped to a User or Group in the
target. If a user UPN is external then external sharing needs to be enabled on the
tenancy.

e Target_Value - UPN for the respective user or group.
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For Group mapping, template will be downloaded using download icon displayed for Group
Card. When downloaded, template will be prefilled with the Source group value in Source_Type
column.

NOTE:

e Target Type should only be Group if using SharePoint Groups.

e A user may appear in two rows, as both a “Display Name” and an email address as
shown in the example above and both of these need to be assigned target values.

e The .CSV file is populated using values from the CreatedBy and ModifiedBy fields in the

source. So additional entries may be required.

Once completed, the modified file should be imported by selecting Import icon on the User
card and select the updated security mapping file.

The process for modifying Groups and Permissions is the same as for Users.

Target Content Types may contain User or Group type fields which may need to be populated
during migration. The information in these mapping tables will be used to map source values to
new target values for these fields using the GetMappedUser function.

NOTE: If an entry has no target information or the target value specified does not exist,
then the relevant items will fail migration. Security Mapping ‘Catch All’

After import, use the Validate User details option to check the target details are correct and
review them using the Download Verified Security Mapping option.

In some scenarios, e.g. if a user has left the company, it makes no sense to map security entries
for these users and often these users are not in the target system at all. However, the target
platform may still require some user information to allow the items to be created and thus
migrated.

Within the security mapping file a ‘Default’ value can be specified which is used for any user
that does not appear at all in the User Mapping table.

Example Default User Mappings Entry

Mapping_Type Source_Type Target_Type Target_Value

User User Default User orphanusers@acme.com

In the above case, any users with no entries in the mapping file with be assigned the specified
target value. If a user entry is added but target information is blank or does not exist, the items
will fail migration. So, it’s important users without a value target entry are removed from the
mapping table.

If no default entry is specified, then any items without an unmapped user or group will fail with
an error similar to:

Error: Failed: Get Mapped User: Did not find Mapping for User : [acme\shelleyp]
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If a user or group is mapped to a target that does not exist the migration will fail with an error
similar to:

Error: SharePoint Error: The specified user percey.shelley@acme.com could not be found

Default entries can be applied both to user and to groups.

Processing empty source user fields

In some cases, the User field in the source system may be blank, in that case a User entry for
PVQ_BLANK will be listed in the downloaded user mapping file. The target value for this should
be the UPN for an account to be used when the source user field is empty.

If an entry with a target value of PVQ_SKIP is created then the value specified in the Default
User field on the relevant source connection will be used for empty User fields.

Mapping_Type | Source_Type Target_Type Target_Value
User User Use Default User User PVQ_SKIP
Value

Verifying User Mappings

The target address specified for users in security can be validated before actual migration using
the Verify option.

User

User map ndividual users that have been

granted acce m to a suitable account or

group tha

X 4 | [ ]

FIGURE 126 - VERIFY USER MAPPING OPTION

Selecting this option with check each target address to ensure it is valid and report any errors.

After the check is complete, select the “Download verified security mappings” option. This will
generates a report which is in the same format as the user mapping report that was imported
but includes a new ‘VerificationResult’ column with the status of the verification of the target,
(either “User found”, “User not found” or “Target not specified”) . Review the report and if any
entries have the “User not found” or “Target not specified” status then correct these in the
mapping file or target system as appropriate, delete the existing mapping and import and verify
again.
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Sample Security Mappings

Example User Mappings

Mapping_Type | Source_Type Target_Type | Target_Value

User User EVAdmin User evadmin@acme.com
User User Percy Shelley User percy.shelley@acme.com
User User Nevil Hanson User n.hanson@acme.com

FIGURE 127 - EXAMPLE OF USER SECURITY MAPPING

Example Group Mappings

Mapping_Type | Source_Type Target_Type | Target_Value

Group Group Senior Leadership Group slt@acme.com
Group Group Security Team Group Security@acme.com
Group Group Data Protection Team Group dp@acme.com

FIGURE 128 - EXAMPLE OF GROUP SECURITY MAPPING

Example Permission Mappings

Mapping_Type | Source_Typ Target_Type Target_Value
e

Permission AccessRights  Delete:AccessPermit PermissionLevel  View Only
Permission AccessRights Read:AccessPermit PermissionLevel Read
Permission AccessRights  Write:AccessPermit PermissionLevel Edit

NOTE: If there is no requirement to migrate container or item level security but to migrate
only CreatedBy and ModifiedBy fields, then permission mapping is not required.

For Mapping type permission, Mapping_Type, Source_Type and Target_Type are always the
same as above, it’s only the mappings in Source_Value and Target_Value that will need to be
changed.

The target values should contain the permission role. E.g. Contribute, Full Control or whatever
additional roles the site administrator may have created.

8.4

Samples files can be found in CPS installation folder: C:\Program Files\Proventeq\Proventeq
Content Suite\SampleFiles.

Phase 2 — General Settings

General Settings contains settings controlling behaviour of migration jobs. Such as how to
manage Embedded Links, handline characters that are valid in the Source but invalid in the
Target etc.
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Job Name

ShareFile to SPO

Embedded Links

® Update Embedded Links @ office Document (97 - 2003)
Word Excel PowerPoint
For link resolution, its essential to run migration to Create Item Manifest (Step 3) for all
items first, before migrating data to target (Step 4). Office Document (2003 Onwards)
Word Excel PowerPoint
Other Documents
PDF Rich Text Document

] Migrate Items with Broken Embedded Links

] Only migrate Resolvable Links

FIGURE 129 - GENERAL SETTINGS

NOTE: Above is a subset of all settings. Prior to the migration processing you should review
all of the settings available to ensure they are correct.

Job Name

This section will be used to modify created job name. in this section, following field will be
displayed.

e Job Name: This was set during the initial job creation and can be changed here.
Embedded Links

This section will be used to configure link resolution while migrating content. in this section,
following field will be displayed.

Update Embedded Links

This toggle can be used to re-establish hyperlinks in well-known Source file contents with the
new location of linked files in Target container while performing the migration. This feature is
not mandatory for migrating content from Source to Target.

NOTE: Enabling this feature will make the migration significantly slower and requires
Microsoft Office to be installed on the CPS server.

When using this feature, it’s essential to take a two phase approach to the migration. When in
the migration phase, first execute up to Step 3-Transform ONLY. This will generate the
necessary information about the location items will be migrated to. After this has been
executed for all items, then Step 4 — Load can be executed and in doing so, this feature will
replace the links within document types specified above with the new target information
generated during step 3. The reason why Step 3 must be performed is to ensure that the
target URL for all embedded items is known, before any migration which may refer to them
takes place
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The document types supported are:

Word .doc .docx
PowerPoint .ppt .pptx
Excel Xls xlsx .xIsm .xIsb

Other .pdf .rtf

NOTE: Embedded links in encrypted/password protected items cannot be processed

Migrate items with Broken Embedded Links

A document may contain a link to another item where the target URL is not/cannot be
determined. For example, referring to another document that has been deleted in the source
or potentially not captured during the Discovery process. Such links are termed Broken Links.

This setting controls whether items should be migrated even if it refers to an item where the
Embedded link will no longer function in the target. By default, this toggle will of OFF. When
this set to ON, it will migrate the item having broken link.

Only Migrate Resolvable Link

This setting control to migrate item only if it’s having resolvable embedded link. By default, this
toggle will of OFF. When this toggle ON, Item got failed to migrate if it's not having resolvable
link.

Invalid Characters

Replace Invalid Characters: Targets often have different character limitations than the source
so it may be necessary to replace such characters during migration to ensure the item is
successfully migrated. The Pre-Check feature will identify items containing invalid characters.

The default list of invalid characters is suitable for migrations to SharePoint Online.

Invalid Characters

® Replace Invalid Characters: "+*:<2>/\ | \t\n\b\r\n with: *

FIGURE 130 - CONFIGURING INVALID CHARACTER REPLACEMENT

Replace with allows you to specify the character to replace any of the invalid characters
specified. You can specify no replacement character, if required in which case the character(s)
are removed.

Example An invalid filename like Help ? information.txt becomes Help _ information.txt

File Handling



V) proventeq

File Handling

@ Migrate Duplicate Files Duplicate Files naming method: | Source DocumentiD  ~

FIGURE 131 - CONFIGURING FILE HANDLING SETTINGS

Migrate Duplicate Files: When selected(default) then if an item with the same exists in the
migration job, then during migration, the name will be changed to make it unique. If
unselected, any duplicate items will not be migrated.

The Duplicate Files naming method allows you to control what naming scheme should be used.
There are two options: -

e Source Document ID: The Source Document ID will be appended to the item name as a
suffix. E.g. Original item called ItemWithSameFileName.pdf would be named
ltemWithSameFileName-090d08d78001f1b7.pdf

e Incremental number: A unique document name will be created by appending an auto
incrementing number as a file name suffix. If unselected, any duplicate items will not be
migrated.

For example, 3 files with same name as Proventeq User Guide.pdf migrated to the same
folder will be migrated with names of

e Proventeq User Guide.pdf
e Proventeq User Guide (1).pdf
e Proventeq User Guide (2).pdf

External Source for Insights Information

External source for Insights information

@® Enable External Insights Source Insights Job ID 1

Insights Database Name PCS_Demo

By enabling external insight Job (please refer section 14. Insights), we will be able to refer an
existing Insight Job, where link analysis is already performed. This will ensure that during
migration process only those files that has embedded links will be picked for the link resolution,
which will improve the migration performance significantly.

Pre-Requisite:

Ensure that the HasLinks and HasResolvableLinks column of the SourceltemlInsights table
on the Insights task is set to 1 for the items that should be link resolved
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App.config setting:

Set InternalFileLinkResolutionVersionConstraint to “Any” (to resolve links in all versions)
or “Latest” (to resolve links in latest version only)

Advanced General Settings

Advanced

@® Discovery

WARNING: Discovery Filter can now be edited. Please read section "Editing Discovery Filter” in the User Guide to ensure correct usage of this feature

® Load

WARNING: Load is enabled regardless of any load restrictions. Please read section "Advanced General Settings" in the User Guide to ensure correct usage of this feature

Discovery

By default, after a discovery has begun, it’s not possible to edit the discovery filter. This is
because doing so could create inconsistent results. For example, having no filter and then
adding a filter after initial discovery does not remove existing discovered items. In some
scenarios it can be useful to edit the filter, for example to correct a wrong filter value. By
selecting this option, it allows the Discovery filter to be edited even after discovery has started.

Load

By default, the processing stage ‘Step 4 — Migrate to Target’ cannot be selected in the
Processing Screen if the “Update Embedded Links” option has been selected and not ALL items
have been first processed up to the ‘Step 3 — Transform — Create Item Manifest’ step. Selecting
this option allows the ‘Step 4’ option to become available even if all items have not been
transformed. Note the consequences of selecting this option means that items will be migrated
but may contain embedded links which have not been updated (because transform has not
occurred for all items) and so will not point to the new location of migrated items.
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9. PHASE 3 — MIGRATION PHASE

The migration phase deals with the final preparation and migration of items into the target. It
consists of a set of 4 steps that are executed for each item, in doing so evaluating the settings
specified in phase 2 i.e. structure mapping, content type and security information.

Each step will output data and during the pilot stage it's recommended to run each step

separately for a subset of data to review the output in the Items List before then executing the
next step for the items.

Executing a step will also execute any previous steps (if it hasn’t previously been executed), so
executing step 3 for example also executes step 1 and step 2 first.

Migration

9 15elect the Migration option on the Migration Dashboard to display the migration steps.

3. Migration Phase Learn more [4

M Migration (] 28 Shortcut Links Migration

Migrate items to the target system Migrate Shortcut Links for Migrated Ite

Last run: 23 April 2024, 09:13

FIGURE 132 - STARTING DATA MIGRATION

Data Processing and Migration

Use the slider to select the step up to which all items should be processed
Use items List option to review results

Step 1 Step 2 Step 3

Step 4
Extract - Capture Source metadata Classify — Target Content Type Transform - Create Item Manifest Load - Migrate to Target
Capture item metadata from source Jsing Content Type rules and source metadata to Apply Structure and Security mapping rules to Combine Item Manif e it
assign Target Content Type. create item Manifests

create package a

Processing Settings Problem Item Handling

oty File Do not migrate. mark as failed

essing Run was on: 11 April 2023, 15:28 with these results: Migrated: 13, Errors: 10. If you want to reset the data, use the Undo optior Undo

Start Process

FIGURE 133 - LIST OF STEPS IN DATA MIGRATION
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Migration is actually a set of 4 sequential steps that need to be executed for each item. Using
the slider control you can select how many steps to execute. This allows you to review the
output of that step for the processed items, before continuing.

The output generated from a step remains with that item and is not re-generated even if that
step is executed again. This means if step 2 (Classify) has assigned content type or step
3(Transform) has built the Item Manifest they will remain with that item, even if subsequent
changes elsewhere have been made to migration settings (e.g. Structure mapping, content and
security mappings). It also means metadata captured in Step 1 is unchanged, even if such data
is altered in the source system.

If steps 1 to 3 are run and the resulting output is not correct, then use ‘Undo’ option to delete
this data. The ‘Undo’ option is only available once any step has been executed.

Use the Item Details screen to display the details of items in the Items List to view the output
from these steps.

“

Items list shows source metadata content. Ensure this is complete and correct.
On the Item details review the Source Content type
On item details, review target metadata properties. Target URL etc.

Review item in target location, content, metadata properties, access permissions if
relevant.

H WON -

To start processing, select the step by using the slider or clicking on the card and then select the
Start Process option.

Migration Run Settings

e Include previously failed Items Option
If selected, items that previously failed will be resubmitted for processing along with any
items still awaiting migration.

e Maximum number of items
Select number of items to be processed.

e Maximum number of threads.
Defines how many items are processed concurrently. The optimal value for this setting
depends on various factors including the number of documents going into each site collection.

A higher number of threads gives better performance when you have fewer site collections with
lots of documents in folders.

NOTE Processing can take several hours or more, depending on the amount of data and
selected processing step.

Problem Item Handling

Empty Files
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This allows control over the migration processing of source items that are empty (0 byte).
There are three options: -

¢ Do not migrate, mark as failed — This will not attempt to migrate the item, instead
immediately marking it as “failed’.

e Migrate item as is — (default) This will attempt to migrate the item. Depending upon
whether the item is a version of an item, the target system may allow the item to be
migrated successfully.

e Replace empty content with placeholder text — This option allows the content of these
0 byte items to be replaced with placeholder content based upon its type so Word,
Excel, PPT and text. You’ll find existing template placeholder files in
C:\Proventeq\Placeholders\default. When a 0 byte item needs to be migrated its
content will be replaced with the placeholder content based upon the relevant file type
so an empty Word document is replaced by a Word document containing placeholder
content and so on. Using this feature allows all source to be migrated regardless of
content size.

NOTE: These placeholders files can be edited if required. We recommend that if edits are
made to these placeholder files that they are saved into
C:\Proventeqg\Placeholders\override and CPS will process these in preference to the default
location. Otherwise, any changes to placeholders in the default location may be lost if the
CPS software is upgraded as the installation would overwrite these existing files.

Transform Warning

If the option ‘Update Embedded Links’ is selected in General Settings then this warning
message below may be displayed at the top of the processing screen and the option “Step 4 —
Migrate to Target” cannot be selected. This is because for embedded link updates to be
successful, the target URL for ALL items must first be determined by running up to Step 3-
Transform for all items first, so that then as items are migrated these embedded links in the
content can be updated to contain the new URL for these linked to items (even if at this stage
these links refer to items that may not have been migrated yet).

Data Processing and Migration
Learn more 4

Currently 0% of items have been transformed. 100% items should be transformed to Update Embedded Links.

Running Step 3 — Transform may not be successful for all items. If after investigation, it’s
confirmed that it’s not possible for all items to be successfully Transformed then select the
‘Load’ option in the Advanced section within General Settings as this will allow the ‘Step 4 —
Migrate to Target’ option to be selectable. Using this Load option obviously means that any
embedded links to these items that have failed to be transformed will not be updated and
therefore the documents will keep their existing legacy links which will not function once
source system is unavailable.
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Advanced
] Discovery
® Load
WARNING: Load is enabled regardless of any load restrictions. Plea section "Advanced General Settings” in the User Guide to ensure correct usage of this feature

Step 1: Extract — Extract metadata

The Discovery process will extract a standard set of properties from items in the source and
record this information in the CPS SQL database which can then be viewed on the Item details
screen accessible from the Items List

This step will retrieve further information, often specific to the source platform and once this
data is extracted it can be used by subsequent processing steps. It’s important to review these

properties on the Iltem Details screen to ensure they are correct and complete.

Item Name: sqlexport.csv
Last Processed Stage
Status

Status Message

d

Group ID

Extension

Last Processing Date
Size

Source Item
Item Name
Content Type
ur

Content Type Id
item Id
Content Item Id
Parent Name

Parent item Id

Captured metadata

Processing - Capture Metadata

C

Item processed successfully upto stage
CaptureMetadata.

268045
3CB3029BC08D4DC74D68B2B22804D829
.Csv

4/12/2022, 9:01:47 AM

636 Bytes

sqlexport.csv
File
C:\Users\Administrator\Documents\sqglexport.csv

Documents
334001

Name
Title

Fullname

File extension
Date created

Date modified
Owner

sqlexport.csv

sqglexport.csv
C:\Users\Administrator\Documents\sqglex
port.csv

.csv

/12/2021 6:26:12 PM

22/12/2021 6:26:12 PM
BUILTIN\Administrators

FIGURE 134 - VIEWING SOURCE METADATA RETRIEVED BY MIGRATION STEP 1

In Items List the status will be ‘Capture Metadata’

Step 2: Classify - Assign Target Content Type

The Content Type can be viewed in the Content Type field in the Source Item section of item
details. This step will update the source content type of the item by execute any custom
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classification scripts, so running a migration to this step is unnecessary unless that feature is
used. In Items List the status will be ‘Classify’.

See Custom Classification for further details.

Based upon knowing the source content type you can determine what the Target Content Type
will be by viewing content type mapping.

As a reminder, content types define how properties are moved between the source and target
items so it’s critical that the correct Target Content Type is assigned based upon business
requirements.

Step 3: Transform - Create Item Manifest

The Item manifest is a package of data that contains all necessary metadata associated with the
item to be migrated. The manifest content is migrated along with the item content in Step 4.

This step populates the Iltem Manifest for each item by:

e Creating target metadata by using the assigned Target Content Type to apply
appropriate metadata processing to the source fields.

e Creates structure mapping metadata by evaluating structure mapping to determine
target location to migrate the item to.

e Creates security information metadata by evaluating security mapping.

In Items List the status will be ‘Transform’.

NOTE: If the option to ‘Update Embedded Links’ is enabled in General Settings, it is
essential that ALL ITEMS are first processed ONLY to Step 3-Transform. This is because this
step determines the target locations of items which is then used in step 4 (Migrate to
target) to replace existing embedded links with links to the new location items will be in
once actually migrated. See OTransform Warning

Step 4: Load — Migrate to Target
This is the default step and will execute the following: -

e Retrieve item contents from the source and combine that with Item Manifest for that
item.

e Based upon package size settings, a set of these items will be placed into a package and
a request sent to upload then to Azure Blob Storage.

e Send notification to SharePoint to request that package is ingested.

e SharePoint will process notification and ingest item packages into target.

e Client will display progress
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7]

Data Migration - Migrator Job: Demo Migration Job

B = 3 Ei

250 248 10 10

Items to Process Items packaged Migrated Errors
Packaging statistics

Created: 5

Uploading: 3

Pending ingestion and verification: 0
Completed verification: 2

Uploading packages and waiting for SharePoint to finish importing items

€ Back Stop

FIGURE 135 - MIGRATION PROGRESS SCREEN

Packaging is the terms used for a technique used by CPS to improve migration performance
into SharePoint. During migration, items are grouped together into packages (Created) and
these packages are then uploaded into Azure (Uploading). SharePoint will then process these
packages asynchronous (Pending ingestion and verification). Package verification is a process
that CPS executes from time to time during migration to check the current status of any
uploaded packages till the processing of that package is verified (Completed verification).

Migration Considerations

Loading data into the target is often the area where problems occur because it’s ultimately a
verification that the previous steps were correct. In some cases, failure may mean that an error
occurred when attempting to migrate the item, in other situations an item may migrate to the
target successfully but there are issues with the item.

‘Failure examples’

e [tem is migrated to the wrong location due to Structure mapping

e Item may incomplete or incorrect in the target due to content type/metadata mapping
issues

e Incorrect target users or groups specified in security mappings

Since Load is the stage where content is retrieved and copied into the target, it’s obviously and
area where performance issues can arise.

For information on SharePoint best practices see https://docs.microsoft.com/en-
us/sharepointmigration/sharepoint-online-and-onedrive-migration-speed
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Undo Migration

The Undo option will reset the system back to the state it was after discovery by deleting any of
the data generated from migration steps 1 — 4, including deletion of the items from the target.
This means all the records captured by discovery are still in the CPS database and a re-run of

Discovery is not required.

Note: Undo will ‘reset’ the license consumption for items undo is for steps 1-3 ONLY. Undo
of migrated items does NOT reset the license. That means if an item is migrated to the
target, then deleted and then re-migrated that would consume the license twice.

Undo can be used when a problem has occurred and so some of the steps that have already
been executed need to be corrected and run again.

The undo option is displayed on the Data Processing and Migration screen once any of the steps
in phase 3 (Extract, Classify, Transform or Load) are executed. If data has been migrated to the
target undo option will delete them irrespective of whether they have been subsequently
modified. The deletion may fail if retention plans do not allow items to be deleted.

Undo Scenarios

e |tems are migrated to the incorrect location, due to structure mapping issues

e Migration items have incorrect metadata properties or content types

e Migrated items have incorrect security information

e Step 2 (Classify) or Step 3 (Transform) have been run but the results as shown in the
Iltems List suggest the data is incorrect.

e Source item metadata has changed

Undo Migrated Data or Settings

s screen will help you to undo migrated data or settings. Learn more L,,

The undo option will return the status of the migration back to the point where discovery is complete. All output from Phase 3 wil
be deleted. This means any migrated items will be deleted from the target, as well as any output generated from Extract, Classify
and Transform steps. Security mapping information will remain.

I® Also undo any structure mappings

Start Process

FIGURE 136 - UNDOING A MIGRATION

If the “undo any structure mappings” option is selected, Undo will delete any structure
mapping information. Content Type settings Security mappings are not removed by Undo.

Resolving Migration Errors

Errors are mostly like to occur when executing the Transform or Load stages. To view failed
items, use Reports > Failed Items Report
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The Status Message column will contain a numeric error code to identify the type of issue.

E.g. 046 Transform Failure - Error: Failed: Get Mapped User: Did not find Mapping for User:
[Domain\Username]

Clicking on the error will access the online knowledge base and display a relevant article to help
you understand and resolve the error.

Shortcut Links Migration

Shortcuts are standalone items in the Source which when opened will open the item they refer

to. Using this option will migrate shortcuts to the target but will ensure that the shortcut is
9-2updated to refer to the new target location. The maximum processing speed of Shortcut Link

migration is around 2000-3000 per hour so this should be factored into any migration planning.

The Discovery Statistics panel on the Migration Dashboard displays the number of shortcuts
found in the source. To migrate shortcuts the ‘Links’ content type must be assigned to a target
content type.

Note: Microsoft do not recommend the use of shortcuts in SharePoint.

Shortcut Migration - Migration job: File System Migration

ore B

== = By

9-3F|GURE 137 - STARTING SHORTCUT LINKS MIGRATION

Verify and communicate with end users

Ensure that the data has been migrated as expected using the mapping and security settings
that have been configured. This is best done by logging into the Source and Target and ensuring
the Folders and Files have been migrated and can be accessed.

Review the Source Data and the Target Data

e Using the structure mapping to confirm data has been moved to the intended location
e For each content type, review item and meta data is correct and that the items operate
as expected in the target.
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e Where different permissions mappings have been carried out, verify they achieve
desired outcome
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10. POWER Bl REPORTS

Power Bl Reports can be used to access the information in the Proventeq Migration Accelerator
database to provide intuitive and interactive drill down reports. The reports can be viewing by
using the Visualize option on the migrated dashboard after Pre-Checks option has been run.

Two warnings displayed when opening Power Bl : -

1. Potential security risk

Displays warning about ‘Potential security risk’ due to the file using multiple data source.
Click OK to continue.

2. Native Database Query

Displays warning to approve running native query. Click Run

General Distribution of Content

1(."”}‘his report shows the general distribution of content within the system. This includes content
type distribution, mime type distribution, version documents and documents under folders.

p»provenies Content Analytics — Summary

Home Mime Type distribution Number of Items vs Revisions
@ xlsx 0K 0K MimeType [tem Size by MimeType
docx 0K ® pdf

) y s xls £.75%

Time doc 1K docx & 57% ‘

@ pal 3K oo pdf 34.7%

@ docx psd 10.91%
Size @ xsx 7 O 2 6
0.00K 121K
@ s 2K b
e Total Size (MB) Total Volume (ltem Count) PPt 17.95%
Density
st 1,034 7354
Content Type distribution ’
Item Size by Content Type
Hierarc bis document ContentType Containers vs items
K @ bis_document dm_email_mess 0 43%
@ - DocumentumCab... 0K
@dm_cabinet

Security @ dm_document

@ @ dm_email_message

dm_folder
project_bin

dm_document
7K
File 7K dm_document $9.39%

Items with Umque Security EntityType @ DocumentumCabinet @ File @Folder @ Link @VirtualDocument

oy Created By Size Distribution
10 100 1,000 10,000
Declared as Records
Fals «1MB
dmadmin 7K Size Range @< 1MB @< 10 M5 @ < 1GB @ < 100 MB

FIGURE 138 - ANALYTICS — CONTENT SUMMARY

To navigate different reports using Navigation, please use CTRL+CLICK on the menu button on
the left Menu panel.

CPS User Guide
Copyright @ 2026 Proventeq Ltd Page 150
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Pre-Migration Checks- Version Continuity

Power Bl Version Continuity Reports shows the items which are qualified in different categories
where Proventeq will apply certain rule and configuration to resolve these target constraints.

FIGURE 139 - POWER Bl — PRE-MIGRATION CHECK — VERSION CONTINUITY

10.[;

p»prevenieq Pre-migration checks — Version continuity

Home

Mime Type distribution

tif

Densi 0K

=3

0

Max minor version per major version

Hierarc..,

®

False 7245

10,000

Security

R% 1 10 100 1,000

Too many major versions per document

e 725

1 10 100 1,000 10,000

Unsupported version labels

razc. | T
-

1 10 100 1,000 10,000

Has Issues

®
& docx 0K
Time
pdf 3K
xls 2K

Content Type distribution

bis_document
]

dm_decument
5K 7K

Content type mismatch across versions

False 7245

1 0 100 1,000 10,000

Name mismatch across versions

False 7218
e N 29

1 10 100 1,000 10,000

Differing extensions across versions

False 7225
e I

FIGURE 140 - ANALYTICS — VERSION CONTINUITY
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Pre-Migration Checks- Paths and Names

Power Bl Paths and Names Reports shows the items which are qualified in different categories
where Proventeq will apply certain rule and configuration to resolve these target constraints.

FIGURE 141 - POWER Bl — PATHS AND NAMES

Long Item URL
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100 1,000 10,000
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0. _»provenicq Pre-Migration Checks - Paths and Names
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@ Mime Type distribution
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FIGURE 142 - ANALYTICS — PATHS AND NAMES
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Pre-Migration Check — Folders & Files

Power BI Files Reports shows the results of several checks for folders and folders.

FIGURE 143 - POWER Bl — PRE-MIGRATION CHECK — FILES

10.

. »provenicq Pre—Migration Checks - Files

Home

Mime Type distribution
Link

. xlsx 0K —0K
Time docx 0K
doc 1K
.pdf 3K
Size P
Density xls 2K — %
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Empty (zero byte) content
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FIGURE 144 - ANALYTICS — FILES

of files up to 2GB

Note: This report will highlight Max Size files, as Migration Accelerator supports migration
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General Usage of Content

Power Bl usage report shows the history of documents such as- when it has been created,
modified, created date range, modified date range, created by, and modified by users.

pprovenieq

L »provenica Content Usage
10, o

Time

5K

029K
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0.17K

Size oK
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Density

©
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Link
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L .
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Content Type distribution Modified By

dm_report_user
dm_folder 0K 0K

dm_document
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FIGURE 145 - ANALYTICS — CONTENT USAGE

10.6

Container Analysis

Power Bl Container report shows the hierarchy of the Source system.

y»provenio Container hierarchy analysis

Home T

O .

Feldercount DocumentCount  TotalsizeIne

o — = T

.
me | | o o

L

101168
101169

Hierarchical Folder Count, Document and Total siz
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FIGURE 146 - ANALYTICS — CONTAINER ANALYSIS
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As container analysis is an intensive and complex operation, it is disabled by default. To enable,
change the application configuration setting below to True and rerun discovery.

<add key="PerformContainerAnalysis" value="false" />



V) proventeq

11. INSIGHTS

Proventeq Insights is a component within the Proventeq Content Suite which provides
customers with the opportunity to gain a better understanding of their ECM system prior to
considering actual migration. Until Migration Accelerator, no target system needs to be
configured or specified for Insights.

The analysis provides the following capabilities: -

e Migration readiness precheck — Will check data against known limitations of SharePoint
as well as present information data that may be useful for customers to be aware of
prior to further processing.

e ROT - Redundancy, Obsolete and Trivial (ROT) to determine data which customers may
wish to delete from the source or exclude from possible migration.

e Embedded link analysis — Examine Office documents for embedded links to provide
details of links within documents.

Create Insight Job

11.1
The pre-requites and installation instructions are contained within the CPS Installation Guide.

Note no pre-requites related to the target need to be followed since Insights does not require
any target configuration for it to run.

A connection to the source needs to be created which can be done separately, or during the
Insights job creation process. Specify system and authentication details for the relevant source
system and then further details of the source path to be processed need to be specified. See
Add Source Connection for details on adding source connections.

Once the Insights job is created the Insights dashboard is displayed

Insights Job 9 - FS Test

_ Source Discovery Statistics Status: Not Started

(] Dashboar d File system

B Discovery © 8 ¢ QP

FIGURE 147 - INSIGHTS DASHBOARD
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Discovery

The first step is to run Discovery which will connect to the source system and capture details of
each item and record this into the CPS staging database (Note no item content is stored in the
database).

Select the Discovery option and review the discovery settings. Once these are confirmed, select
the Start Discovery option. The speed of discovery depends upon a number of factors including
source system health, CPS hardware specification and number of items to be discovered.

Once discovery is complete other options within the Insights Dashboard then become available.
Delta Discovery

Often Insights is a single pass exercise of running discovery and analysis to allow customers to
understand their ECM system before deciding on what strategy to take going forward.
However, in some cases the source system may continue to change enough that another
discovery is required.

Pre-Check
11.2

Migrations between different sources and targets often have incompatability issues due
different capabilites,limitations and behaviours in the target which could impact the migration.

The Pre-check option allows a set of checks against the source data to be executed, based
upon the known limits of SharePoint Each can be enabled/disabled and some have additional
configuration parameters which can be customised as required.

11.3
Analyse

The Analysis option is used to carry out a detailed analysis of discovered items.
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Analysis

Select analysis options below Learn more 4

@ ~nalyze Embedded Links

Analyze selected file types for Embedded Links

Office (97 - 2003) word Excel PowerPoint
Office (2003 Onwards) word Excel PowerPoint
Other PDF Rich Text Document

‘ Redundancy Detection

Analyze source item content to identify duplicate content

@ Obsolete Detection

Analyze source item age to identify obsolete content
Obsolete age: 10 months

. Trivial Detection

Analyze source item file type and size to identify trivial items

Trivial File Extensions: .tmp. .log
Trivial File Names:

Trivial File Name Prefixes: ~.{

B 0k Sized Items

Start Analysis

This table explains the scope for each of the analysis options.

Analysis Option mn Versions supported

FIGURE 148 - INSIGHTS ANALYSIS OPTIONS

Embedded Links Y Latest version only
Redundancy N/A Y Latest version only
Obsolete Y Y All versions
Trivial N/A Y All versions

FIGURE 149 - INSIGHTS ANALYSIS SCOPE

So, for example, the Obsolete option will check the age of both folders and items and mark
them as obsolete.
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Embedded Link Analysis

For items which are of the selected file type, this option will retrieve the item for the source
and examine the content for embedded links. The results of this analysis can be seen in the
Embedded Links report.

Redundancy

The definition of redundancy is to find two items with the same content. This option will
retrieve items from the source and generate a MD5 content hash. At the end of processing run,
all hashes are checked for duplication. If more than 1 item has the same hash value then they
have identical content. The item with the earliest date is considered the ‘master’ and any other
instances of that item are considered the duplicate. The results analysis of this can be seen in
the Redundancy Report.

Obsolete

Obsolete items is defined as items where the Last Modified date of the most recent version is
older than the age as specified in Obsolete Age field. It is NOT the case that some older versions
of an item will be identified as ‘obsolete’ and more recent versions are not. The results of
analysis of this can be seen in the Obsolete Report.

Trivial

Trivial items are those that match any one of the criteria specified i.e. those with specified file
extension or have a specific name or have a filename that begins with specified character. One
or more single comma separated characters can be specified.

Ok sized items

A toggle option can also be used to identify items with Ok size as Trivial. Note this information
comes from the source system itself so this size information in the source system database
11.Awuch be trusted and corrected.

Insights Reports
Redundant

This report displays a list of items identified as Redundant based upon the criteria specified
during Analysis.

Obsolete

This report displays a list of items identified as Obsolete based upon the criteria specified
during Analysis.

Trivial

This report displays a list of items identified as Trivial based upon the criteria specified during
Analysis.
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Embedded Link

For each embedded link in documents, this report displays a detail of the source document and
the link and its transformation status.

Pre-check

This report displays a list of items that fail relevant pre-check criteria after the pre-check option
has been executed. A drop-down field can be used to see which particular pre-checks failed
and how many are impacted.

Pre-Check Analysis Report (o more (2

|« Back

Current filters:

Total Items: 2 [ - x o

Source Iltem Name 1 inor... ¥ | FileN.. W Fil

setuperrlog

PASSWD.LOG

FIGURE 150 - EXAMPLE PRE-CHECK REPORT
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12. ORCHESTRATOR

Proventeq Orchestrator is a component within the Proventeq Content Suite which provides
customers with the opportunity to automate the migration.

Installation and configuration

The pre-requites and installation instructions are contained within the Orchestrator Installation
Guide.
12.1

Setup New Orchestrator Job

To create a new orchestrator job, click on Create Automation Schedule action card. It will
12.2%direct on Setup screen of Create Automation Schedule wizard

& Proventeq Content Productivity Suite

3 %> Create Automation Schedule
Connections (e  Creme a screcuie sna assign Jobs 10 run
automatically

Automation Schedules
insights Select existing job below

FIGURE 151 - ADD NEW ORCHESTRATOR JOB
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Create Automation Schedule

elect Jobs Enter schedule detalls and then assign jobs

Name *

Run jobs only between the period below

Start Date: mm/dd/yyyy [=] Eng Date mmi/dalyyyy o

Start Time e Q End Time e o 0

Select days of week to run batch *

Mon Tue Wed Thu Fri st [B sun

Enabled L ]

& Back Next

FIGURE 152 - SETUP AUTOMATION SCHEDULE

On the screen, following information required to fill up

Name: Name of orchestrator job to uniquely identify the different scheduled jobs

Start Date: This is a date field to configure start date of schedule.

End Date: This is a date field to configure end date of schedule.

Start Time: This is a time field to configure the start time of schedule. Based on selected
time, schedule will be start on/after that time.

End Time: This is a time field to configure the end time of schedule. Based on selected
time, schedule will be end on that time.

Select Days of Week: This is a set of check boxes to configure on which day of week
schedule will run. In ideal scenario, selected day(s) should be in sync with selected date
range.

Enable: This is toggle to mark created schedule to Enable for execution. If want to add a
schedule but not to execute it, set this toggle OFF

NOTE: Orchestrator Job will run between selected Start time and End Time each day for
selected date range.

NOTE: If schedule date range is 1st July 2024 (Monday) to 4th July 2024 (Thursday), select
days of week to configure between Monday to Thursday.

After adding all required field when click on Next button, it will move on next wizard screen to
select job to add into schedule
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Select Job

This screen will show a list of available job(s). Jobs which are not added into another schedule

will be displayed on the list. Use checkbox control display for each job to select one or multiple

jobs to add into schedule. After selecting one or multiple jobs click on Next button, it will move
12't°p next wizard screen to show summary.

Create Schedule

Home

° setup

& o Select Jobs Select one or mare Jobs belaw Which wil executs sequentially uning the SEnesuled penod.

(orenestrator e JobiD  Job Name Source Name Target Name Source Path Target Path
Summary

7

a 1 File system to SPO - Migration File System SharePoini Online  C\ColigentFileSystemTest\AlSearch Test DatalPDF  hitps./

Insights

& Back Next
2 ‘ ‘

Help

B

FIGURE 153 - SELECT JOB

12.4
Orchestrator Summary

Before creating the job, review the details shown on the Summary screen and alter the job, if
necessary, by clicking back button.

After reviewing details, click on Create Automation button which will create automation
schedule.
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Create Automation Schedule

Q-
Q Select Jobs

summary

o Run jobs only between the period beiow
Start Date End Date
Start Time End Time

@ 100 scheduled to run once from 11 July 202410 15 July 2024 between 3:00 AM and 6:00 PM for the days selected below

Select days of week to run batch *

Enabled.

Selected Job
1+ File system to SPO - Migration

€ Back | Create Automation

FIGURE 154 - SUMMARY

Orchestrator Dashboard

& Proventeq Content Productivity Suite

{/A\'P Orchestrator Automation 02b24176-39ef-40c8-9ddb-8465¢c5df1da0 - Orchestrater - Job 1
Home
P Automation Details ’ Automation status
id 02b24176-39ef-40cB. 9ddb-8465¢5df1dal Last Updat
Conngciions. Name: renesir Status Processing
Mode: Schedule In Schedule Period
Date start
Date ena 20240715
Orchestrator Start 9:00 AM
n 600PM
N Enaled days: Mon, Tue, Wed, Thu, Fri_ Sat, Sun
né Enabled: Yes
Insig
hY Job ID Source Name Target Name Souree Path Target Path statu:
Migration _
1 File System SharePoint Online Ci\ColigentFileSystemTestAlSearch Test DataiPDF  isilesPCSDeMann Fr 9 ®
L‘H
Help
. Add new Jobs
License L )

FIGURE 155 - ORCHESTRATOR DASHBOARD
Automation Details

This section shows information related to orchestrator job like Name, Schedule details (Start
Date/time, End Date/Time), Days selected for execution and job enabled status.

We can also edit the orchestrator job details by selecting the edit icon on the top right corner of
the section.
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Edit Orchestrator Job

Name *

Orchestrator - Job 1

Run jobs only between the period below

Start Date 07/11/2024 End Date 07/15/2024 [m]

Start Time 09:00 A End Time 06:00 PM [CRE : )

Select days of week to run batch *

Mon Tue Wed Thu Fri Sat sun

Enabled @

Cancel Save

FIGURE 156 - EDIT ORCHESTRATOR JOB

Click on Save once the changes are made so they can reflect on the job.
Click Cancel if no changes required.
Automation status

This section shows information related to orchestrator job like Status of execution, status of
schedule.

e Status: This shows the overall status of the selected job. Status is defined based on the
following status of the jobs.

If All jobs are Pending Pending

At least one job is processing Processing

If all of the jobs are Completed Successfully All jobs Completed Successfully

If all jobs are completed but one or more having All jobs Completed, some with errors
any error

If one or more jobs completed with errors and Completed with errors, jobs pending

some are pending as well
If some jobs are pending but processed job get

. Completed Successfully, jobs pending
completed without any error

e Schedule: This shows status of current schedule based on the following conditions
o In Schedule Period - If Start date/time of schedule < current date/time
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o Out of Schedule Period - If Start date/time of schedule > current date/time

Add or Remove more jobs

For all added jobs, there is a Remove icon displayed at the end of each row. User can remove
added jobs until it’s not picked up for process.

We can also add more jobs to a batch by clicking on the ‘Add new job’ button. When clicking on
that, it will open a popup with list of other jobs available to add in current schedule.

& Proventeq Content Productivity Suite

Add more jobs to the batch

JobID  Job Name Source Name Target Name Source Path

2 File Sysiem [0 SPO - Job 2 Flle System SharePoint Oniine G ColigentFileSystemTestalSearch Test Dal

FIGURE 157 - ADD MORE JOBS
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13. MONITOR

Proventeq Monitor is a component within the Proventeq Content Suite to monitor source
content and permission oversharing analysis.

Create Monitor Job

A connection to the source needs to be created which can be done separately, or during the
Monitor job creation process. Specify system and authentication details for the relevant source

13.4ystem and then further details of the source path to be processed need to be specified. See
Add Source Connection for details on adding source connections.

Once the Monitor job is created the Monitor dashboard is displayed

Add a New Monitor Job

13.20 add a new monitor job, click on the Create Monitor job wizard

2) Create Monitor Job

Create a job to monitor specific sections of
your data estate

FIGURE 158 - CREATE MONITOR JOB CARD

Now, click on the Add New connection, relevant security credentials will be required.

Create Monitor Job

Select an existing or add new Source Connection

0 Source
o Folder location

Summary
o O @ srowst hitps:/! -admin sharepoint.com Vi

[OlN: ) Folders and Files hitps:/! sharepoint com 7

SOURCE «

Name Path Edit

Add New Connection

FIGURE 159 - ADD NEw SOURCE CONNECTION BUTTON
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When we click on the Add New connection, the Ul will be directed to the source connection
screen. Please follow the steps provided in section 4.1.12 for adding SharePoint Online as a

source.

Once the connection to SPO is added as a source, you will be directed to select the Connection

path as shown below.

Select Source Connection Path

Select Path
Select the path data should be archived from

SOURCE -

@ v [Ij Tenant (https://

> E» SharePoint (https://

-admin.sharepoint.com) | ¥

-admin.sharepoint.com)

> @ OneDrive (https:// -admin.sharepoint.com)

FIGURE 160 - SELECT SOURCE PATH SCREEN

Job Summary

Before creating the job, review the details shown on the Job Summary screen and alter the job

name if necessary else Click on Create Job.

Create Monitor Job

Summary of Monitor job

(B

Enter Name

Q- S
Source Connection Details

@ sporen

hitps. ~admin. sharepoint com

After the Monitor job has been created you can run Discovery to capture information on source items and then analyze the data.

€ Back

Create Job

FIGURE 161 - JOB SUMMARY

Clicking Create Job will create the job and the Archive Dashboard will be displayed.
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Monitor Dashboard

The Monitor Dashboard allows access to configuration and status information and execution of
all operations. It is the main screen displayed when a job is selected from Monitor job and is
also displayed after a job is created using the Monitor Job Wizard

13 «|{ Monitor Job 11 - -admin.sharepoint.com
_ Source Discovery Statistics Status: Discovery Completed
@ Dashboard Q SPO test
hitps -admin sharepoini_com
= tems List Documents 488 (540, total
versions)
W Explorer Folders/Containrs
Shortcut Links
& Reports Other 0
Total Discovered Items 846 (898, total
ko] Activity Log versions)
Discovery Errors 0
Total Size 110.49 MB
B Discovery (] & Permission Oversharing Report = General Settings
Collect information about items in the source Generate reports to help you understand the Configure Settings
system contents of your source system and determine
your migration strategy
Last run: 15 July 2024, 17:51

FIGURE 162 - MONITORE DASHBOARD
Discovery Status
This section displays information gathered during the Discovery process.

Folders/Containers Number of folders/containers found

Documents Number of documents found with version and without version

Links Number of shortcuts links found

Other Any item types not covered by the above types e.g. ShareFile Virtual
Collections

Total Discovered Number of items successfully captured during discovery (excludes

Items discovery errors)

Discovery Errors Number of errors during discovery

Total Size Total size of items discovered (includes all versions of the items)

Status Status of Discovery

Monitor Item list

To launch the Items List, select the Items List menu option or launch from the Discovery dialog
box. The Items List will display details of each item captured from the source during Discovery
and will be updated by operations executed during Monitor.
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X
Discovery - Monitor Job: -admin.sharepoint.com
The Discovery step will connect to source system to capture and record information on each item. Depending upon source system and size, this may take several hours or
longer. Learn more (4

Current Settings: Capture Security: On, Filter: Specified
Last run: 15 July 2024, 17:51

& Big

898 0

Discovered Errors

Discovery Completed

Reset Discovery ‘ | View Settings ‘ | View Items List Start Incremental Discovery

FIGURE 163 - LAUNCHING ITEM LIST FROM DISCOVERY STATISTIC SCREEN

Columns displayed will vary depending upon the source being migrated. Filters can be applied
to gain more Insights into the data being migrated and cleared using the * icon. Additional
columns can be added or removed using the settings icon & .

Total Items: 897 X f o3 x

Source Item Name ¥  Major.. ¥ Minor.. ¥  Processing Stage ¥ Extensi..'W = Source Parent Name W Target Parent Name ¥ Target|

FIGURE 164 - FILTER

Export to CSV

The Item List can be exported into a .CSV file using the L option. If afilter is applied to the
items list, it will apply to the exported list also. All columns will be exported.
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Items List
All items in the source container Leam more B4
€ Back

Current filters:

Total Items: 282 L & =
Source Htem Name T | ProcessingStage Y | Exten.. Y | Source Parent Name Target Parent Name | TargetMtem Na.. ¥ | Source URI T TargetuR
Users Discavery Folder CAUsers =
Administrator Discavery Folder Users CAUsers\Admiristrator

MSSQUSERVER Discovery Folder Users CAUsers\MISSQUSERVER

Public Discovery folder Users CAUsers\Public

SQUTELEMETRY Discovery Folder Users CAUsers\SQUTELEMETRY

azuredaastudio Discovery Folder Administrator CAUsers\Administraton azuredatastudio

Desitop Discovery Folder MSSQLSERVER CAUSers\MSSQLSERVERDesttop

Documents Discovery Folder Public CAUsers\Public\Documents

Desitop Discovery Folder SQUTELEMETRY CAUSers\SQUTELEMETRV\Desktop

Contacts Discovery Folder Administrator CAUsers\Administraton Contacts

Documents Discovery Folder SQUELEMETRY CAUsers\SQUTELEMETRVDocuments

Desitop Discovery Folder Administrator CAUsers\Adminisraton Desktop

Documents Discovery Folder Administrator CAUsers\Administraton Documents

Documents Diszavery Folder MSSQUSERVER CAUser\MSSQLSERVER Document:

Downleads Discovery Folder Public CAUsers\pPubieDomriosds

Downleads Discovery Folder CAUsers\Administraton Downloads

It I I i f t i
X

Item Details
Learn more (5

Item Name
Uri

Last Processed Stage
Status

Status Message

id

groupld
sourceltemExtension
Last Processing Date
Size

Source Item

Item Name
Content Type
Uni

Content Type Id
Item Id

Content Item Id
Parent Name
Parent Item Id

Captured metadata

File_x0020_Type
Document created by

13.

structure_mapping_template_Tenant.csv
htps: _sharepoint.convsites/

Testsite/ Test 2/Folder
1/structure_mapping_template_Tenant.csv
Discovery

59472
CE4B18084475CBOEB742515AE62D7FF4
csv

771.00 Bytes

structure_mapping_template_Tenant.csv

Document

https
Testsite:

sharepoint.com/sites/
Test 2/Folder
1/structure_mapping_template_Tenant.csv

56064
780162444C34F7A3DAC470EOCABAIC26
Folder 1

55983

csv
1073741823

Created Date 8 Mar 2023, 05:30
Modified Date 8 Mar 2023, 05:30
Migration Task Id 1

Item Name structure_mapping_template_Tenant.csv
Entity Type

Last Processing Run Id

SharePointLibraryltem

Major Version 1.0
Minor Version

Ordinality 1
Parent Item Id 55983
Content Type Document

Target Item

Item Name
Content Type
Uri

Content Type Id
Item Id

Content Item Id
Parent Name

Target Metadata

Metadata information will become available after Processing - Transform
stage

Previous Item Next Item

FIGURE 166 - ITEM DETAILS SCREEN

Monitor Activity log

The activity log is accessible from the Menu option and displays the history of job processing.
Each time Discovery or archive Step are executed the activity log is updated to reflect this.

CPS User Guide

Copyright @ 2026 Proventeq Ltd

Page 171



V) proventeq

Activity Log - Testsite --> Target FS

All activity logs Learn more [

«Back |
Process Type Process Status Start Time End Time Status Message
Discovery Complete 11 July 2024, 14:57 11 July 2024, 15:01 Discovery Completed

FIGURE 167 - ACTIVITY LOG

Monitor Reports

The reporting option provides access to the following reports.
13.5 o Discovery Report

Reports Learn more 4

Discovery Report

Detail of each item found in the source and current processing status

€ Back

FIGURE 168 - DISCOVERY REPORT OPTION
Discovery Report

Displays a list of all items that have been discovered in the source along with additional
metadata information and overall status of the item.

Discovery Report e more (2 v
€ Back
Current filters:
Total Items: 898 & B ox
Source Item Name Y Minor.. ¥ Processing Stage Y Extensi. ¥ Source URI Y status Y Status Message
Auto-MaxitemsinFolderFile 18.doce Discovery docx hitps:/f sharepointcom/sites/  Testsite/  Test 2/Pre @ &
Auto-MaxitemslnFolderFile3 docx Discovery docx https:/f sharepointcom/sites/  Testsite/  Test 1/PV.. ©
Auto-MismatchExt-MimeTypeAccrossversion-ri.rif Discovery nt htps:/r sharepointcom/sites/  Testsite/  Test 2/Pre @
Discovery hipsi/f sharepoint.com/sites/  Testsite/Shared Docume. (o]
Discovery https:// sharepointcom/sites/  Testsite/  Test 2/Fol. [¢]

FIGURE 169 - EXAMPLE OF DISCOVERY REPORT
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Discovery

After selecting a job the Monitor Dashboard is displayed, Select Discovery.

B Discovery o @& Permission Oversharing Report

Collect information about items in the source Generate reports to help you understand your

system overshared content, and incorrectly set
permissions.

Last run: 18 July 2024, 15:09

FIGURE 170 - DISCOVERY PHASE OPTION CARD

Discovery - Monitor Job: -admin.sharepoint.com
The Discovery step will connect fo source system to capture and record information on each item. Depending upon source system and size, this may take several hours or
longer. Learn more [4

Current Settings: Capture Security: On, Filter: Specified

@ B

0 0

Discovered Errors

Reset Discovery | Change Settings \ View Items List Start Discovery

FIGURE 171 - DISCOVERY STATISTIC WINDOW TO START DISCOVERY

Select Start Discovery option to begin the process of capturing information about the source
environment into CPS. For many sources, the discovery progress will be displayed in the above
screen.

After Discovery is complete, the discovery statistics information on the Monitor Dashboard will
be updated to reflect the information captured during the discovery.
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Source Discovery Statistics Status: Discovery Completed
SPO test
https:// .sharepoint.com/sites/ Testsite
Documents 488
(540,
total
versions)
Folders/Containers 352
Shortcut Links
Other 0
Total Discovered 845
ltems (897,
total
versions)
Discovery Errors 0
Total Size 110.49
MB

FIGURE 172 - DISCOVERY STATISTIC

Permission Oversharing report

g
Select the Permission Oversharing report option on the Monitor Dashboard will open PowerBl|
report.

B Discovery o @ Permission Oversharing Report

Collect information about items in the source Generate reports to help you understand your

system overshared content, and incorrectly set
permissions.

Last run: 18 July 2024, 15:09

FIGURE 173 - PERMISSION OVERSHARING REPORT OPTION

Power Bl Reports can be used to access the information in the Proventeq Migration Accelerator
database to provide intuitive and interactive drill down reports. The report has 4 sections:

CPS User Guide
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This section gives the introduction to the report, Key concepts, how to use the report.
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p) proventeq

I KEY CONCEPTS

The report highlights where perm

a object
share that document.

Permission Type

Risk profile

permissian
High risk : Permission assighed t

sions are specifically assigned to an object
older/ Document). This can happen
¢ breaking the permission inheritance, o 3ting a sharing link to

The permissions can be assigned Direct to a user or group by breaking
inheritance. It can also be assigned as part of Sharing Links, which can be
created to be accessible by the entire organisation w
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Permission summary

This gives the overall summary for all the site discovered through CPS. It also highlights the
Permission risk and site risk levels.
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FIGURE 175 - PERMISSION SUMMARY
Permission Details

Select a site from the permission summary report, right click and drill through to view the
details of the site in this report.
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14. APPENDIX

Licensing

Each CPS server will require an activated license file to allow the product to operate. A license
can either be activated online (presuming there is an internet connection) or offline where an
activation request file can be generated and once emailed and processed by Proventeq, an
*activation response file can be uploaded to complete the license activation.

A License can support several migration paths e.g. ShareFile and File Shares to SharePoint
Online.

License consumption is based upon the volume of data, so customers may purchase a 200GB
license etc. An item will consume license as soon as any Migration Phase operations, such as
Extract metadata, Classify etc. So even if no migration into the target has taken place, license
will still be consumed. Discovery does not consume license.

NOTE: If the migration requires more than one CPS server then it’s essential to understand
the volume of data each server is going to migrate as license volumes are controlled on a
per server basis. Incorrect amounts could lead to project delays due to license being fully
consumed.

Delta migrations will consume license.

If the Undo operation is used, there is no impact on license consumption. However, when
remigrate the item, license will consume again.

CPS has a trial license, and this is not based upon volume but the number of items discovered
14.9" migrated.

Discovery Filters

‘ NOTE: CSV based filters are only supported when running in non-SaaS mode.

Discovery Filter - ShareFile

A filter can be applied to the Discovery. Using a filter can speed up the Discovery process, as
well as reduce the size of the databases created by discovery and ensures that the database
doesn’t contain any items which do not have to be migrated.

Filters allow a list of folder locations to be specified in a CSV file, so only these folders (and their
child) will be captured in the discovery process. Anything not discovered will not be processed
for migration.

Filter Syntax: [{"ObjectType":"CSV","Filter":"<FilePath>"}]

<FilePath> - File path of the CSV containing hierarchy path and app URI. It is mandatory to
provide double backward slash ‘\\ in the file path.
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E.g.

[{"ObjectType":"CSV","Filter":"F:\\Proventeq\\Configuration\\Product\\ShareFile\\Discovery
Filter.csv"}]

Example Discovery Filter for ShareFile

A r
1 MietsechyPath Apiun
2 Virtusl Root/Shared Folders/General Share/Test Deta with Many Bema/Folder 03/Folder 0/ Folder 01  Mtpsy//mycompanydemouser - api. com/sf/vi/Hema( 1062 707263424703 adae-c T3ca 95501)
3 virtual Root/Shared Fodders/General Share/Test Daza with Manry nems/Folder 03/Folder 02/Fokder 02 Mips.//mycomparydemouter.st. axi.com/st/vi/Nem( 1044849 3112-240¢ Dods-deStdsetcons)
4 Virtual Root/Shared Foiders/Genesal Share/Test Data with Many Sema/Folder 03/Folder 01/ Folder 02 Mitps//mycompanydemouser.ifapt com/sf/vi/Bema{054e63 T e G4 7-4547- b9 - ModIf02bla)

FIGURE 178 - SAMPLE CSV FILE

The AppURI can be found on the details screen on the selected folder in ShareFile
administration portal.

NOTE: Above CSV Sample CSV file can be found in CPS installed location >
..\Proventeq\Proventeq Content Suite\SampleFiles

File name - ShareFile_Filter_Discovery.csv

Discovery Filter - File System

A filter can be applied to the Discovery. Using a filter can speed up the discovery process, as
well as reduce the size of the databases created by discovery and ensures that the database
doesn’t contain any items which do not have to be migrated. Anything not discovered will not
be processed for migration.

It possible to limit the discovery using a filter.

e Capture only information in folders specified in a specified .CSV file
e Capture items CREATED before specified date

e Capture items CREATED after specified date

e |tems of specified file extensions

e All items, except those of a specified file extension

n,n

Filter Syntax: [{"FilterType":"<FilterType>","ObjectType":”<File or Folder>","Filter":"<Filter>"}]

Supported Filter Types

CSVinclude Will discover folders provided in the CSV Folder

DateBefore Will discover files before the given date File

DateAfter Will discover files after the given date File

Extensioninclude Will discover files which includes the given File
extension in CSV

ExtensionExclude Will discover files which excludes the given File

extension in CSV
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Example Limiting File Share discovery using CSVInclude

Filter Syntax: [{"FilterType":"CSVInclude","ObjectType":"Folder","Filter":"<FilePath>"}]

NOTE: It is required to provide a double backward slash ‘\\" in any file paths (e.g.
C:\\Proventeq\\MimeType.csv).

Example format for CSVInclude file
A

HierarchyPath

E:\PMA Test Documents\Root\F2\F2-1
E:\PMA Test Documents\Root\F2\F2-3\F2-3-1
E:\PMA Test Documents\Root\F2\F2-4
E:\PMA Test Documents\Root\F2\F2-2
E:\PMA Test Documents\Root\F2\F2-3\F2-5

Example Limiting File Share discovery using CSVInclude using DateBefore

Filter Syntax: [{"FilterType":"DateBefore","ObjectType":"File","Filter":"7/5/2021"}]

For date filters, the date specified must be in the correct format as per the regional settings.
This filter applies to the created date of the file.

NOTE: The date filter is not supported in delta discovery or processing.

Limiting Discovery using File Extensions - Using Extensioninclude or ExtensionExclude

If the filter is an ExtensionlInclude or ExtensionExclude list, a CSV file of relevant file extensions
needs to be created. This is a simple list with each extension on a new line with the header
“Type” e.g.

.pdf

xt

NOTE: Extensions must begin with “.”

Using multi file properties to control Discovery

Several filter criteria can be used together if required. The criteria act as an ‘AND’ so for items
to be discovered they must meet all criteria.

Filter Syntax: [{"FilterType":"Extensioninclude","ObjectType":"File","Filter":"
<FilePath>"}, {"FilterType":"DateAfter","ObjectType":"File","Filter":"7/5/2021"}}
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NOTE

Above CSV Sample CSV file can be found in CPS installed location > ..\Proventeq\Proventeq
Content Suite\SampleFiles

File name : FileShare_Filter_Discovery.csv

Discovery Filter - Documentum

Use the below discovery filter options to filter out cabinets, documents or folders while
performing discovery. There are three types of discovery filter options supported:

e REST Service based Filter
e DQL Query based Filter
e (CSV based Filter

e SQL based Filter

NOTE : Documentum DB connect type supports CSV and SQL based filter. Documentum API
connection type only supports Rest Service and DQL Query based filters.

REST Service Filter

REST service filter can be used to discover the folders or documents by iterating through give
cabinets and folders hierarchy structure. So, it will discover the filtered documents or folders
along with cabinet or folder structure.

Filter Syntax: [{"FilterType":"REST","ObjectType":<ObjectType>,"Filter":"<Filter Criteria>"}]

Object Types:

The following Object Types are supported (Use numeric values):
e RootFolder =2
e SubFolder=3
e ltem=4

Filter:

The following functions are supported in the filter
e contains
e starts-with
e between
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Rest Filter Examples

Filter Criteria template for RootFolder with Contains function

Filter Syntax: [{"FilterType":"REST","ObjectType":2,"Filter":"contains(object_name, 'Di') or
contains(object_name, 'A")"}]

By using this filter expression, the request only returns objects whose object_name contains A.
Filter Criteria template for Items with starts-with function

The starts-with function checks the starting string of a property.

Filter Syntax: [{"FilterType":"REST","ObjectType":4,"Filter":"starts-with(object_name, 'D')"}]

By using this filter expression, the request only returns Items whose object_name starts with D.

Filter Criteria template for Items with between function

The between function returns items between a specified range. Check the format of the date provided
in the filter.

Filter Syntax: [{"FilterType":"REST","ObjectType":4,"Filter":"between(r_modify_date,
date('<datel>'), date('<date2>'))"}]

Eg.
[{"FilterType":"REST","ObjectType":4,"Filter":"between(r_modify_date, date('2014-03-02'),
date('2017-09-10"))"}]

By using this filter expression, the request only returns objects whose r_modify_date is between
2014-03-02 and 2017-09-10.

DQL Query Filter
The DQL filter can only be used if connecting to Documentum API.

The DQL filter can be used to filter the documents across repository or in a particular
cabinet/folder in a flat structure i.e. without iterating through cabinets/folders structure. So,
discovery result will discover only filtered documents (similar to Documentum Search) without
any cabinet or folder and its hierarchy/structure. DQL filter is not supported at virtual source
containers like public or private cabinets level.

Filter Syntax: [{"FilterType":"DQL","ObjectType":"<ObjectType>","Filter":"<Condition1> AND
(<Condition2> OR <Condition3>)"}]

Here Filter Type will be as DQL, Object Type is the content or object type in the Documentum
and Filter will be suitable DQL filter to discover specific set of documents.
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Filter Criteria template for Items within specific Public/User Cabinet

This filter will bring all the files under respective public/user cabinet id.

Filter Syntax: [{"FilterType":"DQL","ObjectType":"dm_document","Filter":"i_cabinet_id =
'<Cabinet_ID>""}]

Filter Criteria template for specific document and its versions

This filter will bring given document id with all the versions.

Filter Syntax: [{"FilterType":"DQL","ObjectType":"dm_document","Filter":"i_chronicle_id
='<Chronicle_ID>""}]

Filter Criteria template for Items between dates

This filter will bring all the files creation date and modified date in between Datel and Date2.

Filter Syntax: [{"FilterType":"DQL","ObjectType":"dm_document","Filter":"<Creation Date> >
date('<datel>') and <Creation Date> < date('<date2>')"}]

Filter Syntax: [{"FilterType":"DQL","ObjectType":"dm_document","Filter":"<Modified Date> >
date('<datel>') and <Modified Date> < date('<date2>')"}]

Filter Criteria template for specific document name

This filter will bring the files with specific File Name.

Filter Syntax: [{"FilterType":"DQL","ObjectType":"dm_document","Filter":"object _name ='<File
Name>""}]

Filter Criteria template for Items containing repeatable attribute values

This filter will bring the files with repeating attributes like tags having <Tagl> and <Tag2>
values.

Filter Syntax: [{"FilterType":"DQL","ObjectType":"dm_document","Filter":"any
<Repeating_Attribute> IN ('<Tagl>','<Tag2>') "}]
Eg:

[{"FilterType":"DQL","ObjectType":"dm_document","Filter":"any keywords IN
('"KeywordA','KeywordB') "}]

Filter Criteria template for Items containing given name

This filter will bring the files and its versions where <attribute> starts with <FileName>, ends
with <FileName> and contains <FileName> respective to the Percentage(%) symbol specified.

A. This will bring <FileName> starts with given name.

Filter Syntax: [{"FilterType":"DQL","ObjectType":"dm_document","Filter":"<attribute> like
'<FileName>%'"}]
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B. This will bring <FileName> ends with give name.

Filter Syntax: [{"FilterType":"DQL","ObjectType":"dm_document","Filter":"<attribute> like
'%<FileName>""}]

C. This will bring <FileName> containing given name.

Filter Syntax: [{"FilterType":"DQL","ObjectType":"dm_document","Filter":"<attribute> like
'%<FileName>%""}]

CSV based Filter

A CSV based filter can be user to restrict the discovery based upon Documentum Cabinet ID for
DocumentumDB connections. It will return all folders and items contained within the specified
cabinets.

Filter Syntax: [{"FilterType":"CSV","ObjectType":"dm_cabinet","Filter":"<FilterCriteria>"}]

One or more cabinet ids(i_cabinet_id) separated by comma.

Example: Filter Criteria template for multiple cabinet:

[{"FilterType":"CSV","ObjectType":"dm_cabinet","Filter":"0c0007c580009548,0c0003f2700084
98"}]

SQL based Filter

The SQL filter can be used to filter the documents across repository or in a particular
cabinet/folder based on document’s standard properties like Name, Id, Object Type, Created or
Modified date etc.

Filter Syntax: [{"FilterType":"SQL","ObjectType":"" Filter":"<Condition1> AND (<Condition2> OR
<Condition3>)"}]

Here Filter Type will be SQL, Object Type is not required, and Filter will be suitable SQL filter
conditions to discover specific set of documents based on below Documentum View columns
and their values.

dm_sysobject_sp SP i_chronicle_id, r_object_id, r_object_type, a_content_type,
object_name, r_version_label, r_creation_date, r_modify_date,
owner_name, r_creator_name, r_modifier, i_is_deleted,
r_is_virtual_doc, i_latest_flag, a_storage_type, r_access_date,
acl_name

dmr_content_sp C_SP storage_id, full_content_size, rendition
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Filter Criteria to discover files after certain creation and modify dates

This filter will bring all the files creation date and modified date.

Filter Syntax: [{"FilterType":"SQL","ObjectType":"","Filter":"(C_SP.STORAGE_ID is null OR
SP.r_creation_date > '<Creation_Date>")"}]

Filter Syntax: [{"FilterType":"SQL","ObjectType":"","Filter":"(C_SP.STORAGE_ID is null OR
SP.r_modify_date > '<Modify_Date>')"}]

Filter Criteria to skip OKB documents

This filter will skip the files having no content associated.

Filter Syntax: [{"FilterType":"SQL","ObjectType":"","Filter":"(C_SP.STORAGE_ID is null OR
C_SP.full_content_size > 0)"}]

Filter Criteria to skip deleted items

This filter will skip the files having no content associated.

Filter Syntax: [{"FilterType":"SQL","ObjectType":"","Filter":"sp.i_is_deleted = 0"}]
Filter Criteria for specific document and its versions

This filter will bring given document id with all the versions.
Filter Syntax: [{"FilterType":"SQL","ObjectType":" ","Filter":"(C_SP.STORAGE_ID is null OR
sp.i_chronicle_id ='<Chronicle_ID>")"}]

Filter Criteria to discover certain object type files

This filter will bring given document id with all the versions.

Filter Syntax: [{"FilterType":"SQL","ObjectType":" ","Filter":"(C_SP.STORAGE_ID is null OR
sp.r_object_type ='<Object_Type>')"}]

Flatten discovery using CSV based Filter

Flatten discovery using CSVFile based filter is used for discovering documents underneath the
provided r_object_id of the folder and its parent id (optional) in the CSV file

Filter Syntax: [{"FilterType":"CSV","ObjectType":"<ObjectType>","FlatDiscovery":true or false,
"Filter":"<Path of the file>"}]

Filter: Filter contains the path of the file containing r_object_id of the folder and its parent id
(optional) separated by comma.
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Examples:[{"FilterType":"CSVFile","ObjectType":4,"FlatDiscovery":true,"Filter":"<filePath>"}]

A B

3

1 |0b0d08d7800085e4 0b0d08d7800085e3
2 |0b0d08d7800085e8 0b0d08d7800085e7

The r_object_id should be provided in column A and its parent folder id in column B. Note that
the \ must appear twice in folder paths.

Discovery Filter - OpenText

Filters can be applied for OpenText systems using Oracle or Microsoft SQL databases. Filtering
can be applied to folders and documents.

These are list of tables and fields that can be used within filters.

Table Alias | Field

Afor DTreeCore  DATAID, NAME, USERID, CreatedBy, ModifiedBy, CreateDate, Createdate,

Modifydate, SubType, VersionNum

V for DVersData  VersionlD, DoclID, Version, VersionName, Owner, VerCDate, VerMDate,

FILENAME, FileType, MimeType

K for KUAF CreatedBy
K2 for KUAF ModifiedBy
VK for KUAF Owner

Below are the Sub Types available in OpenText for different entities which can be used in filters:

0 - Folder

144 - Documents

749 - Email

751 - Email Folder

136 - Compound Document
298 — Collection

141 - Enterprise Workspace
142 — User Workspace

848 — Business Workspace
849 — Business Workspace Root
202 — Project

1 —Shortcut links

Filter based on Name from DTREECORE Table

To discover files where the A.Name property begins with specified value.

m Example Query

saL

[{"ObjectType":"sQL","Filter":"(A.Name like '<Name>%' AND A.SubType in (144)) OR
(A.SubType in (0,751,298,136))"}]
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Oracle [{"ObjectType":"sQL","Filter":"(A.Name like '<Name>%' AND A.SubType in (144)) OR
(A.SubType in (0,751,298,136))"}]

Or even
[{"ObjectType":"SQL","Filter":"(A.Name like '<sName>%"' AND A.SubType in (0,144,751,298,136))"}]

Just like standard SQL query syntax, use %. For example, <Name>% to find records that end with
specified value or %<Name>% to find records that contain specified value.

Filter criteria based on CreateDate field from DTREECore Table

To discover files with Created Date greater than or equal to specified date. Note: Date should
be in ISO format.

m Example Query

sQL [{"ObjectType":"sQL","Filter":"A.CreateDate >'2021-01-01' AND (A.SubType = 144 OR
(A.SubType in (0,751,298,136)))"}]

Oracle [{"ObjectType":"sQL","Filter":"A.SubType In (0, 144) AND A. CreateDate >
TO_DATE('2021-01-01", 'yyyy-mm-dd') OR (A.SubType in (0,751,298,136))"}]

Filter criteria based on VerMDate field from DVersData Table

To discover versions of documents with a modified date greater than specified date.

m Example Query

sQL [{"ObjectType":"SQL","Filter":"(V.VerMDate>'2021-05-06' AND A.SubType in (144)) OR
(A.SubType in (0))"}]

Oracle [{"ObjectType":"SQL","Filter":"(V.VerMDate> TO_DATE('2021-05-06', 'YYYY-MM-DD')
AND A.SubType in (144)) OR (A.SubType in (0))"}]

Filter criteria based on MimeType field from DVersData Table

To discover document using MimeType of documents like docx. MimeType value need to get
from oracle DB as storing of mimetype in orcle DB id not conventional

m Example Query

Oracle ORCALE: [{"ObjectType":"SQL","Filter":"(V.MimeType="application/vnd.openxmlformats
-officedocument.wordprocessingml.document' AND A.SubType in (144)) OR (A.SubType

in (0))"}]



V) proventeq

CSV Based Filter

To discover folders CSV based discovery filter can be used. This will be Folder based discovery
only and so it will not work for files

m Example Query

sQL [{"ObjectType":"csv","Filter":"D:\\LocalFiles\\Insurance.csv"}]
Oracle [{"ObjectType":"csv","Filter":"D:\\LocalFiles\\Insurance.csv"}]

User below format to create CSV file and includes DATAID of the folder which need to discover.

A
Datald
164447
164707
6823

S L B L

LA

Discovery Filter - FileNet

The filter capabilities depend upon whether the FileNet P8 connection is configured to use API
or Database.

API Filter

Filter Syntax: [{"ObjectType":”2”,"Filter":"<Filter Criteria>"}]

The Object type determines the type of objects that can be found in the filter. The value of “2”
represents “Files”, as this is the only type supported.

Filter criteria based on Document Title

Filter Syntax: [{"ObjectType":"2","Filter":"(d.DocumentTitle like '<DocumentTitle>%')"}]

Filter criteria based on File Creator

Filter Syntax: [{"ObjectType":"2","Filter":"(d.Creator like '<FileCreatorName>%")"}]

Just like standard SQL query syntax, use %. For example, <FileCreatorName>% to find records that end
with specified value or %<FileCreatorName>% to find records that contain specified value.
Filter criteria based on Date Modified

To discover the files based on Date created that is greater than or equal to the given <Date>.
The date should be in ISO format.

Filter Syntax: [{"ObjectType":"2","Filter":"d.DateLastModified >= <DateModified>"}]
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Filter criteria based on Class or Content Type

To discover files based on Class or Content Type.
Filter Syntax: [{"ObjectType":"2","Filter":"(IsOfClass(d, <ContentType>))"}]
Example a list of items with a Content Type/Class of “Communication” or “Policy”

E.g. [{"ObjectType":"2","Filter":"(IsOfClass(d, Communication) OR IsOfClass(d, Policy))"}]

Filter criteria based on Metadata

To discover the files based on metadata properties.
[{"ObjectType":"2","Filter":"(<PropertyName>='PropertyValue')"}]

E.g. [{"ObjectType":"2","Filter":"(BankName='Indian Bank' OR BankName='Overseas Bank')"}]

Database Filter

Note: The Database filter requires table alias and database column/fields name. e.g. to
apply filter on DocumentTitle column name in database must use table alias “d” and
column name “ul1708 documenttitle”.

Filter Syntax: [{"ObjectType":<ObjectType>,"Filter":"<Filter Criteria>"}]

D for DocVersion object_id, mime_type, version_series_id, major_version_number,
minor_version_number, create_date, creator, modify_date,
modify_user, compound_document_state , 1708_documenttitle ,
Modify_user and custom property fields

CR for Current object_id, mime_type, version_series_id, major_version_number,

DocVersion minor_version_number, create_date, creator, modify_date,
modify_user, compound_document_state , 1708 documenttitle ,
Modify _user and custom property fields

CD for ClassDefinition  symbolic_name

D queries against all versions, CR queries against latest version of documents.
Object Type:
The following Object Type is supported (Use numeric value):

e File=2
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Filter criteria based on Document Title

To discover the files that starts with given <DocumentTitle>.

Filter Syntax: [{"ObjectType":"2","Filter":"(D.u1708_documenttitle like
'<DocumentTitle>%")","Uri":"","IsRecursive":true}]

Just like standard SQL query syntax, use %. For example, <DocumentTitle>% to find records that end
with specified value or %<DocumentTitle>% to find records that contain specified value.

Filter criteria based on File Modifier

To discover the files based on Modifier that starts with given <FilemodifierName>.

Filter Syntax: [{"ObjectType":"2","Filter":"(D.modify_user like
'%<FilemodifierName>")","Uri":"","IsRecursive":true}]

Filter criteria based on Date Last Modified

To discover documents where the latest version has a modified date greater than specified
date.

Filter Syntax:
[{"ObjectType":"2","Filter":"CR.modify_date>'<ModifiedDate>"","Uri":"","IsRecursive":true}]

The date can be in the format depending on FileNet datetime format.
E.g.
[{"ObjectType":"2","Filter":"CR.modify_date>'2020-06-01"","Uri":"","IsRecursive":true}]

Filter criteria based on Class or Content Type

To discover the files based on Class or Content Type.

Filter Syntax:
[{"ObjectType":"2","Filter":"(CD.symbolic_name="<ContentType>")","Uri":"","IsRecursive":true}]

E.g.
[{"ObjectType":"2","Filter":"(CD.symbolic_name='Communication' OR
CD.symbolic_name="'Policy')","Uri":"","IsRecursive":true}]

Filter criteria based on MimeType

To discover the files based on Mime type.

Filter Syntax: [{"ObjectType":"2","Filter":"(D.Mime_Type =
‘<MimeType>')","Uri":"","IsRecursive":true}]

E.g.
[{ "ObjectType": "2", "Filter": "(D.Mime_Type = 'application/x-filenet-filetype-msg' OR
D.Mime_Type = 'message/rfc822')","Uri": "", "IsRecursive": true}]
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Filter criteria based on Metadata

To discover the files based on metadata properties.

Filter Syntax: [{"ObjectType":"2","Filter":"(D.<PropertyName> ='<PropertyValue>')", "Uri":"",
"IsRecursive":true}]

E.g.

[{"ObjectType":"2","Filter":"(D.u06a8_bankname='Indian Bank' OR
D.u06a8 bankname='Overseas Bank')","Uri":"","IsRecursive":true}]

Filter criteria based on latest version

To discover the files based on latest version.

Filter Syntax: [{"ObjectType":"2","Filter":"(D.is_current=1)","Uri":"","IsRecursive":true}]

Discovery Filter - IManage

Filters can be used to limit discovery to workspaces, container(folders) and documents by
allowing queries against RootContainer, Container and Item tables respectively.

Filter Type Filter Query Syntax

Root Container To filter particular workspace = {"RootContainer" : "Root.PRJ]_NAME
(Workspace) ='<Workspace Name>""}

To filter multiple workspaces = {"RootContainer" : "Root.PRJ_NAME
='<Workspace Name>"","Container" :
"(Container.ltemName = '<Folder Name>'
AND Container.EntityType ='Folder")"}

Eg.

{
"RootContainer”: "Root.PRJ_ID IN (Select

PRJ_ID from Temptable where Department
='Natural Resources and
Environment')","Item" : "ltem.C4ALIAS =
'Natural Resources and Environment""

}

Container To filter specific folder. {"RootContainer" : "Root.PRJ_NAME
='<Workspace Name>'"","Container" :
"(Container.ltemName = '<Folder Name>'
AND Container.EntityType
='Folder')","ltem" : "ltem.DoNum =
'<Document Number>""}
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Iltem To filter specific item inside {"ltem" : "ltem.EntryWhen > '<Date>")"}
the specific folder.

To filter items with date {"ltem" : "ltem.EditWhen > '<Date>")"}

created filter

To filter items with date
modified filter

The <Workspace Name>, <Folder Name>, <Document Number> and <Date> should be
replaced with the respective values as mentioned in above query. Standard SQL operators can
be used in these filters.

Discovery Filter — IManage Cloud

Date based filter
Workspace created Between two dates

Filter Syntax: [{"FilterType":"DATE","ObjectType":"Workspaces","FilterJson":{"Between":
{"StartDate": "01/04/2025","EndDate": "03/20/2025"}}}]

Workspace created After provided date

Filter Syntax:
[{"FilterType":"DATE","ObjectType":"Workspaces","FilterJson":{"After":"03/20/2025"}}]

Workspace created Exact provided date

Filter Syntax: [{"FilterType":"DATE","ObjectType":"Workspaces","FilterJson":{"Exact":
"03/20/2025"}}]

Workspace created Before provided date

Filter Syntax:
[{"FilterType":"DATE","ObjectType":"Workspaces","FilterJson":{"Before":"03/20/2025"}}]

Csv based discovery filter

Filter Syntax: [{"FilterType":"CSV","ObjectType":"Workspaces","Filter":"D:\\Discovery
Filters\\Imanage API\\iManage clolud API discover filter.csv"}]

Example CSV File

Workspacesld

3074839

3074875
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3074882

3074849

Discovery Filter - M-files
Filters can be used to limit discovery to specific classes
Filter Criteria template:

Class based filter
Filter Syntax: [{ "FilterType":"ClassList","Filter":"C:\\mfilesclasslist\\discoveryfilter.csv"}]

Example CSV

ClassName

Contracts

Note: ClassName is a column header and its mandatory
View based filter

Filter Syntax: [{"FilterType":"ViewFilter","Filter":"ViewID"}]
Note: ViewID is the ID of the view, replace with actual ID
File based filter

Filter Syntax: [{FilterType":"FileList","Filter":"C:\\temp\\mfiles_file_list.csv"}]

Example CSV File:

IH|=IIIIIIIIiiHHIIIIII

1

44444



V) proventeq

7
3 101
4 101

Note: Fileld is a mandatory column heading and Type can be optional

Traditional Folder filter

M-Files provides support for traditional folders, which function as metadata properties
associated with documents. The CPS tool is equipped to discover and migrate these traditional
folders efficiently. To facilitate this process, please utilise the following discovery filter.

Filter Syntax: [{"FilterType":"TraditionalFolderFilter","Filter":"true"}]

For CSV based traditional folder discovery,

Filter Syntax:
[{"FilterType":"TraditionalFolderFilter","Filter":"true"},{"FilterType":"TraditionalFolderList","Filter":"D:\\

\\TraditionalFolderList.csv"}]

Example CSV file format as follow

TraditionalFolderld

1

NOTE

e Traditional folders are identified with EntityType set to Folder and ContentType as
MFilesTraditionalFolder.

e If a document is associated with multiple traditional folders, it will be discovered and
migrated as a file within the first traditional folder, and as a shortcut link within any
additional folders.

Discovery Filter - Alfresco
Filters can be used to limit discovery to specific sites.
Filter Criteria template for sites:

Filter Syntax: [{"ObjectType":"Site","Filter":"<SiteName>"}]
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Example: Discovery all folders and documents within “Insurance” site.
[{"ObjectType":"Site","Filter":"Insurance"}]
To filter multiple sites a comma separated list can be provided.

Example: [{"ObjectType":"Site","Filter":"Insurance,HR"}]

Discovery Filter - Oracle UCM

Filter is only support for items not contained within folders, i.e. no parent folder. Filtering on
Contribution Folders and Framework Folders is not supported.

Filter Syntax:

dDocName="'<DocumentName>'
dDocType='<DocumentType>'

Examples :

dDocName = 'PROV_PROV_090007C280000583"
dDocType = 'Document'

Discovery Filter — OpenText eDocs (HummingBird)

You can filter upon documents and folders based on a variety of criteria like Matter, SubMatter,
DOCNUMBER, etc. The filter needs to contain the SQL clause filter string like below:

DP.E_DIVPROIJ ='<FolderID>’ This filter will get folders and documents of
respective folder ID.

DP.E_DIVPROJ IN (<FolderID>,<DocumentID>) This filter will get folders and documents of
respective folder ID and particular Document ID.

DP.CREATION_DATE BETWEEN ‘<Datel>' AND This filter will get the documents created
'<Date2>' between the Datel and Date2.
DP.CREATION_DATE > '<Date>' This filter will get the documents created from

the given date.

Discovery Filter - BOX

A filter can be applied to the Discovery. Using a filter can speed up the discovery process, as
well as reduce the size of the databases created by discovery and ensures that the database
doesn’t contain any items which do not have to be migrated. Anything not discovered will not
be processed for migration.
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Discovery Filter Syntax:
It is required to provide a double backward slash ‘\\” in any file paths (e.g. C:\\Proventeqg\\.csv).

Inclusion Filter - Include only specified users/folders

Filter Syntax: [{"ObjectType":"CSV","Filter":"path\\to\\infil.csv"}]

The inclusion filter requires a URL of a folder to include in the discovery (FolderURL), and the
username or login email of the owner (UserName, this is required due to how Box handles
permissions and service accounts).

A user's content root (the "All Files" folder) can be included by providing the user content root
URL (e.g. https://app.box.com/folder/0 ) with the user's info, as in the example below.

https://app.box.com/folder/158718117193 Corp Admin
https://app.box.com/folder/158718322420 dev@acmecorp.com
https://app.box.com/folder/0 other_user@acmecorp.com

Exclusion Filter - Exclude only specified users/folders:

Filter Syntax: [{"ObjectType":"CSV","FilterType":"CSVExclude","Filter":"path\\to\\exfil.csv’}]

The exclusion filter only needs the URLs of the folders to exclude. No user information needs to
be provided. The exclusion filter does not currently support excluding user root content
folders.

FolderURL

https://app.box.com/folder/159258028738

https://app.box.com/folder/159259572184

Discovery Filter - Meridio

CPS allows to filter out documents and folders based on a variety of criteria like Container
[ObjectType:0] & Items [ObjectType:1].

So, to discover folders and documents, users need to provide filter string as explained below:

Filter Type Filter String

Container with [{"ObjectType":0,"Filter":"KContainer.CategorylD=<Category|D>"}]
DocID


https://app.box.com/folder/0
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File Name with [{"ObjectType":1,"Filter":"D. DoclD=<DocID>"}]

DocID

File Name by [{"ObjectType":1,"Filter":"D. CategorylD=<Category|D>"}]
CategoryIlD

Container and [{"ObjectType":0,"Filter":"KContainer.CategorylD=<Category|D>"},
File Name {"ObjectType":1,"Filter":"D. CategorylD=<CategoryID>"}]

The <CategorylD> and <DocID> should be replaced with the Category ID and Document ID as
mentioned in above query.

Discovery Filter — SharePoint Online
SharePoint Online support CSV based discovery filter. Below is the CSV sample

ContainerUrlOrUniqueld ContainerType

aaa@proventeq.biz OneDrive
don@proventeq.biz OneDrive
jane@proventeq.biz OneDrive
https://migratedemo.sharepoint.com/sites/workboard SiteCollection
https://migratedemo.sharepoint.com/sites/Test- SiteCollection

ModernTeamSiteProvisioning

Currently, it supports only site collection and OneDrive filter. Library level filtration using CSV is
not supported for now.

Below is the discovery query format need to add in Discovery > View Settings > Apply Discovery
Filter text box

Filter Syntax: [{"ObjectType":"CSV","Filter":"path\\to\\exfil.csv”}]

NOTE : Above CSV Sample CSV file can be found in CPS installed location >
..\Proventeq\Proventeq Content Suite\SampleFiles

File name : SPOnline_DiscoveryFilterCSV.csv

For SharePoint, CPS support discovery using Graph API. For that, follow below steps to
configure it.

Step1l: Discovery filter

[
{
"ObjectType": "Graph",
"Filter": {
"AuthClientContext": {

"Applicationld": "76fe82c9-43db-430c-bc3b-783b2edb5a45",
"CertificatePath": "C:\\GraphCertificate\\MyCert 8 4.pfx",
"Tenantld": "d3d3b20f-00ce-4a0f-9975-d79117daa055"

}I
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"ConnectionString": "Data Source=192.168.1.72;User |D=sa;Password=W3lcome;Initial
catalog=PV_V9.4RC;TrustServerCertificate=True",
"TenantName": "https://sample.sharepoint.com",
"InputPath": "C:\\DiscoveryFilter\\SPO_Graph.csv",
"DiscoveryThreads": 8,
"DiscoverSecurity": true,
"DiscoverMetadata": true,
"DiscoveryTableSuffix": "GDB",
"ExistingDiscoveryRunld": O,
"DiscoveryType": "None",
"DuplicateltemsCleanUpDelay": 60000,
"APIBaseUri": "http://localhost:5055",
"DisableDeltaCode": true,
"MetadataPersist": {
"AsXML": true,
"AsIndividualRows": false
b
"DiscoveryScope": {
"IncludeSiteCollections": true,
"IncludeOneDrives": true,
"IncludeHiddenDrives": false
}
}
}

]

For above discovery filter, below is the parameters

o Certificate File : Refer Register Application in Azure Portal.docx
o ConnectionString: "Server=*******. |Jger |D=******. Password=*******, |nijtial
Catalog=******. TrustServerCertificate=True",
o Update Tenant Name: Update tenant url with relevant to required one.
o DiscoveryThreads: 8
o DiscoverSecurity: True (False if we don’t want the security)
o DiscoverMetadata: True (False if we don’t want the metadata)
o DiscoveryTableSuffix: “GDT” (suffix for graph tables)
o DiscoveryType: None, Delta, Versions
o ExistingDiscoveryRunld: O (if value is 0 it will perform a fresh discovery,
if DiscoveryType is None will do a delta discovery or Versions discovery on the given
discovery ID)
¢ MetadataPersist:
o AsXML: true, (Inserts data into SourceltemContents)
e AsIndividualRows: false (Should be kept to true in SAAS version)
e DiscoveryScope
¢ IncludeSiteCollections: true,
¢ IncludeOneDrives: true,
¢ IncludeHiddenDrives: true (Discovers hidden libraries such as Site assets, site
pages etc) To be kept false if we don’t need these libraries.



https://sample.sharepoint.com/
http://localhost:5055/
https://proventeq365.sharepoint.com/:w:/r/teams/PRJ_Diez/Shared%20Documents/DIEZ%20OPSUS/02%20Design/Register%20Application%20in%20Azure%20Portal.docx?d=wb1229685878e4fffb0754e83a0d404ed&csf=1&web=1&e=Hv3oTZ
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To give discovery filter, use following sample csv file and copy into one location. After that,
provide that path into inputPath parameter,

Sample CSV File

Type,Domain,SitePath,Library,Folder

Site, proventege5.sharepoint.com, /sites/tt-permissions,

Drive, proventege5.sharepoint.com, /sites/tt-publishing,Shared Documents,
Folder, proventege5.sharepoint.com, /sites/tt-publishing,Shared Documents, /Test

Copy graph tool files from provided zip file and placed at following path:
C:\Program Files\Proventeq\Proventeq Content Suite\GraphDiscoveryTool

e Create a migration task in CPS.

e In the discovery filter of the task, provide the above discovery filter.
e Save the discovery filter and start the discovery.

e It will run following tool in background to start the discovery

B C\Windows\System3Z\cmd.exe - GraphDiscoveryTool.exe - O >

Ctrl+C to

Hosting s

NOTE: For Graph, version will not be discovered in first discovery run. To get version,
discovery needs to run again. For that, following changes needs to done

1. Go to CPS tool > Open relevant migration Task for which discovery was ran > click on
General settings > In Advanced section, Enable Discovery toggle

2. In discovery filter > change DiscoveryType to Version and ExistingDiscoveryRunld to the
discovery run id for above task using query - select * from DiscoveryRunHistoryGDB
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Programming

Target metadata fields can be populated using the output of a programming function. The
programming function can be a single built-in function, or from the output of a customer
14.9ritten PowerShell script.

Author Function TOUPPER (SrcAuthor)

In the example above the Author field in the target is populated using a function which takes
the value of the source metadata field SrcAuthor field and applies the TOUPPER function to it to
set all characters to uppercase.

Below is the full list of Build in functions available to populate Target Metadata fields.

String Functions

ConcateWithSeparator Separator, This function allows you to combine
stringOne, two different strings with your
stringTwo separator.

Concate stringOne, This function will join two strings. Yes
stringTwo

StringContains stringToCheck, This function will check one string Yes

Stri contains other supplied string or
orgstring not. It will return value as true or
false.

ReplaceString orgString, This function will replace sting. Yes
wantToReplace,
replaceString

SubstringByStartPosition orgString, This function will return sting from  Yes
startPosition your supplied position.

SubstringByPostionAndLength orgString, This function will return sting from  Yes
startPosition, your supplied position and length.

length
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ToUpper Name Changing text case to upper Yes

TolLower Name Changing text case to lower Yes

Compare stringOne, Comparing two string values Yes
stringTwo

Math Functions

Function Parameters Description Editable

Name

SUM stringOne, This function will return sum of given two numbers. Yes
stringTwo

Round Value, Returning a decimal value to the nearest integral value  Yes
RoundUpto
Value Returning the absolute value of a Decimal number Yes

Absolute

Power Value, Returning a specified number raised to the specified Yes
PowerUpto power

Date Functions

Now()

This function will return current datetime value.

Get-Day Date This function will return day value from given Yes
date.

Get-Month Date This function will return month value from given = Yes
date.

Get-Year Date This function will return year value from given Yes
date.

. Date This function will return time value from given Yes

Get-Time
date.

Get-DateFormat[yyyy- Date 'dl'?: func'fclon will return given date in yyyy-MM-  Yes

MM-dd] ormat.

Get-DateFormat[dd-MM- Date This function will return given date in dd-MM- Yes
yyyy format.

yyyyl
Misc Functions

srcMetaValue This function will give
target mapped for given
source user based on
user mapping.

GetMappedUser



Substitute_Invalid_Characters

GetTargetTaxonomy

Get-Newname

Get-PathSegment

GetTargetContentltemldBySourceUri
Get-NewEmailName

Get-SourceitemValue

Get-MetadataFromSourceMetaContext

Get-SubstitutedSourceltemvalue

Get-SubstitutedMetadataValue

GetTargetltemSecurityContext

Get-NewFileNameWithVersion

Get-dDocName
GetSourceUserInformation

GetMappedUserList

inputString

sou rceTaxonomy

Name, Ext

Url,
SegmentNumber

srcMetaValue

Length

FieldName

MetadataKey

FieldName

FieldName

Name, Version,
Ext
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This function will
substitute invalid
characters in given input
string that are not
supported by target
system.

This function will give
target taxonomy value
for given source
taxonomy value.

This function will return a
new name after
combining name and
extension of file.

This function will return
path segment from given
Url.

This function will return
target content item id
based on source item Uri.

This function will return
requested field value
from Sourceitems

Get Metadata from the
source Meta Context
This function will return
requested field value
from Sourceitems after
performing invalid
characters substitution.
This function will return
requested field value
from the Source Meta
Context after performing
invalid characters
substitution.

This function will return
new name with file
version number.

No

No

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

No

No



V) proventeq

Gets the name of the Yes
latest version of a
migration item.

maxUrlLength Gets the name and Yes
append GrouplD.

Get-LatestVersionName

Get-FileName

GetAnnotationsConcatenatedText No
Get-NameWithVersionLabellfMultiple itemNamelnput Gets. the name with the‘ ves
version label appended if
there is more than 1
version of the file
Get-NameWithVersionLabelAlways itemNamelnput Gets. the name with the Yes
version label appended
itemNamelnput Gets the name of the Yes

Get-LatestVersionNameOTCS )
latest version of a

migration item for OTCS.
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OCR Functions

Get-OCRText srcMetaValue This function will read text
field from Image file by
rendering text pattern.
srcMetaValue This function read date field = Yes
from Image by rendering
through date pattern.
srcMetaValue This function will return Yes
specific word from string by
rendering image
srcMetaValue This function will return field = Yes
which is space separated
with field value by rendering

Get-OCRDateField

Get-OCRWordField

Get-OCRSpaceDelimitedField

image
Get-OCRTerminatedField srcMetaValue Yes
Get-OCRNumberField srcMetavalue Yes
Get-OCRFourColumnNumber srcMetaValue This function will return f(,)lfr Yes

column values separated ‘/’.
Get-OCRMonthYear srcMetaValue This function will return Yes

Month year value from Date

field.

srcMetaValue This function will return Year = Yes

Get-OCRYear
value from Date field.

Drupal8 Functions

SourceField, This function will return Drupal8 termid  Yes
14 Get- TaxonomyCSVHashTable from csv based metadata mappin
4TaxonomyTermId y PRINg

Creating Lookup tables for Custom Functions

Often target metadata may need to be supplemented with additional data from a CSV file. For
example, a table of information for each employee where a lookup using the EmployeelD from
the source item is then used to return the user’s department, line manager, grade level etc.
from a .CSV file.

In such cases, a Target metadata property can be mapped to a PowerShell script which can
lookup in a CSV file for relevant information. If the lookup file(.CSV) were to occur every time
an item is processed, this approach would severely impact migration performance, especially
when using large lookup tables.
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To resolve such issues, CPS has the ability for a .CSV file to be loaded only once per migration
thread instead of for each item.

NOTE: This feature is only supported on non SaaSs installations of CPS. ‘

Step 1: Design CSV file

The CSV file must contain a unique Item ID column (effectively a column that acts as a key), and
columns for all the Metadata associated with the item.

EmployeelD, FirstName, Surname,DOB

0001, Jane, Potter, 16/2/1962
0002, Sarah, Mahoney, 28/4/1995
0003, Rosemary,Sharkey, 3/3/1975

Example EmployeeDatabase.CSV
EmployeelD is the key and there are three columns FirstName, Surname and DOB
Step 2: Creating new PowerShell module

A new PowerShell module file (.PSM1 file) needs to be created which will be executed once by
each thread basis to load the data.

e.g. Datatable_Load.psm1
Step 3: Use PowerShell to import CSV.
Edit the new PowerShell script Datatable_Load.psm1 to create a script to load the .CSV file.

Syntax to create a global variable and import the CSV

‘ Sglobal:<VariableToHoldCSV> = Import-CSV -path ‘<My csv path>’

e.g.

‘ Sglobal:Employee_Metadata = Import-CSV -path ‘c:\datamigration\EmployeeDatabase.CSV’

When the script is executed the Employee_Metadata global variable will contain the contents
of the CSV file.

Step 4: Add reference to new PowerShell module

e CPS needs to be configured to load this new PowerShell module.

e Open Notepad in Administrator mode and open the main Proventeq PowerShell Module
Proventeq.MigrationAccelerator.PowerShell. Module.psd1 (typically located in
C:\Program Files\Proventeq\Proventeq Migration Accelerator\PowerShell)

e Update the NestedModule property of
Proventeq.MigrationAccelerator.PowerShell.Module.psd1 file to include this new
module (e.g., Datatable_Load.psm1). Typically

NestedModules =
@("Proventeq.MigrationAccelerator.SharePointModule.psm1","Proventeq.MigrationAccelerator.Power
ShellModule.psm1","c:\datamigration\Datatable_Load.psm1")
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e After this change, starting CPS will execute the PowerShell script.

e When the threads start, they will execute the module Datatable_Load.psm1 which will
execute the above PowerShell to load the CSV into a global variable DOB_Metadata for
the Custom Function to use.

Using the Imported Data

The PowerShell script executed by the Custom Function can now use the data as follows.

SEmployeeDatabase = Sglobal:Employee_Metadata | ?{S_.EmployeelD —eq SEmployeelD}
Return SEmployeeDatabase.DOB

In the example above, a variable SEmployeelD is used to find a matching entry by looking up
the .EmployeelD field in the Employee_Metadata global variable. The script then returns the
.DOB field for that record.

Testing PowerShell Functions

It is recommended to test any changes made to the PowerShell module prior to launching CPS.
The following steps can be executed to validate the changes.

Open PowerShell console and import the Proventeq PowerShell module

"C:\Program Files\Proventeq\Proventeq Content Suite
\PowerShell\Proventeq.MigrationAccelerator.Module.psd1" -Force

Add/Edit Function

Learn more &4
Name * Description
DOBLookup Lookup DOB for Employee
Custom Scripts
Parameters for this Function (+] Specify test values for parameters below to confirm function behavior is correct
Name Type Name Test value
EmployeelD ‘Strmg v| [ ] EmployeelD 00002

Script Function Testing output

FIGURE 179 - ANALYTICS — EXAMPLE FUNCTION USING IMPORTED DATA

In the example above you can see the EmployeelD variable defined as a string and below that
the Script to execute. On the right is Test Data window where the value 0002 is passed to the
function and it correctly returns in the Text View the DOB of 28/4/1995 based upon the values
in the CSV EmployeeDatabase.CSV which is held in Employee_Metadata global variable.
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Controlling how parameters are passed to the Custom Function

In the properties of the function, specify how the parameter value will be passed to the
customer function. In the example below, the EmployeelD value comes from the Name
metadata field.

Specify details of parameters to be passed to selected function. For each parameter specify if a constant value or a source metadata field should be
used

Parameter Name Parameter Type Source
EmployeelD Metadata v | Name v

FIGURE 180 - CONFIGURE HOW DATA IS PASSED IN AS PARAMETER TO FUNCTION
BOX API Consumption

Below are details of how CPS consumes BOX API resources. This can give an indication of how
much BOX API licence consumption may occur during a migration. It’s essential to discuss BOX
API limits with your BOX Account Manager.

e Discovery
1 API call per folder to retrieve a list of subfolders and files.
1 API call per file to discover the sharing permissions (if security discovery is enabled and
the file has been shared with other users).
1 API call per file to discover the version history (if version discovery is enabled and the file
has previous versions).
A small number of calls per discovery run for setup (get user ID mappings, discover the
initial folder / discovery filter entries, etc).

e Migration
1 API call per file version to download the file to the migration server.

e Misc
A small number of calls when adding Box as a source connection to populate the folder
selector.

NOTE: Some of these APl methods are paginated at 1000 items, so it takes 1 call per 1000
entries. For example, if a folder contains 2500 files, it will take 3 API calls to get the full list
of items.




